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Preface

Published: April 29, 2013, 0L-29168-01

Contents

This document describes how to configure the sensor using the Cisco IPS 7.2 CLI. It contains the
following sections:

¢ Audience, page xxiii
e Organization, page xxiii
e Related Documentation, page xxv

e Obtaining Documentation and Submitting a Service Request, page xxvi

Audience

This guide is intended for administrators who need to do the following:
e Configure the sensor for intrusion prevention using the CLI.
e Secure their network with IPS sensors.

e Prevent intrusion on their networks and monitor subsequent alerts.

Organization

This guide includes the following sections:

Section Title Description

1 “Introducing the CLI Configuration |Describes the purpose of the CLI Configuration
Guide” Guide.

2 “Logging In to the Sensor” Describes how to log in to the various sensors.

3 “Initializing the Sensor” Describes how to use the setup command to

initialize sensors.

4 “Setting Up the Sensor” Describes how to use the CLI to configure initial
settings on the sensor.
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W Organization

Section

Title

Description

5

“Configuring Interfaces”

Describes how to configure promiscuous, inline,
inline VLAN pair, and VLAN group interfaces.

“Configuring Virtual Sensors”

Describes how to configure virtual sensors.

“Configuring Event Action Rules”

Describes how to configure event action rules
policies on the sensor.

“Defining Signatures”

Describes how to add, clone, and edit signatures.

bl

“Configuring Anomaly Detection’

Describes how to configure anomaly detection
policies on the sensor.

10

“Configuring Global Correlation”

Describes how to configure global correlation
features on the sensor.

11

“Configuring External Product
Interfaces”

Describes how to configure external product
interfaces for CSA MC.

12

“Configuring IP Logging”

Describes how to configure IP logging on the
Sensor.

13

“Displaying and Capturing Live
Traffic on an Interface”

Describes how to display and capture live traffic
on sensor interfaces.

14

“Configuring Attack Response
Controller for Blocking and Rate
Limiting”

Describes how to configure blocking and rate
limiting on Cisco routers, and switches, and how
to configure a master blocking sensor.

15

“Configuring SNMP”

Describes how to configure SNMP on the sensor.

16

“Working With Configuration Files”

Describes how to use configuration files on the
Sensor.

17

“Administrative Tasks for the Sensor”

Describes various administrative procedures to
help you keep your sensor working and up to date.

18

“Configuring the ASA 5500-X IPS
SSp”

Describes how to configure the
ASA 5500-X IPS SSP.

19

“Configuring the ASA 5585-X IPS
SSp”

Describes how to configure the
ASA 5585-X IPS SSP.

20

“Obtaining Software”

Describes where to go to get the latest IPS
software and describes the naming conventions.

21

“Upgrading, Downgrading, and
Installing System Images”

Describes how to upgrade sensors and reimage the
various sensors.

“System Architecture”

Describes the IPS system architecture.

“Signature Engines”

Describes the IPS signature engines and their
parameters.

“Troubleshooting”

Contains troubleshooting tips for IPS hardware
and software.

“CLI Error Messages”

Lists the CLI error messages.

“Open Source License Files Used In
Cisco IPS 7.27

Lists the open source license files used by the IPS.

“Glossary”

Contains IPS acronyms and terms.
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Conventions W

Conventions

This document uses the following conventions:

Convention Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[ ] Elements in square brackets are optional.

{xlylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.

[ ] Default responses to system prompts are in square brackets.

L # An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Note Means reader take note.

Tip Means the following information will help you solve a problem.

Caution  Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Timesaver  Means the described action saves time. You can save time by performing the action described in
the paragraph.

A

Warning  Means reader be warned. In this situation, you might perform an action that could result in
bodily injury.

Related Documentation

For a complete list of the Cisco IPS 7.2 documentation and where to find it, refer to the following URL:

http://www.cisco.com/en/US/docs/security/ips/7.2/roadmap/roadmap7_2.html
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Il Obtaining Documentation and Submitting a Service Request

For a complete list of the Cisco ASA 5500 series documentation and where to find it, refer to the
following URL:

http://www.cisco.com/en/US/docs/security/asa/roadmap/asaroadmap.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.
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CHAPTER II

Logging In to the Sensor

This chapter explains how to log in to the sensor. It contains the following sections:
e Logging In Notes and Caveats, page ii-1
¢ Supported User Roles, page ii-1
e Logging In to the Appliance, page ii-2
e Connecting an Appliance to a Terminal Server, page ii-3
e Logging In to the ASA 5500-X IPS SSP, page ii-4
e Logging In to the ASA 5585-X IPS SSP, page ii-5
e Logging In to the Sensor, page ii-6

Logging In Notes and Caveats

The following notes and caveats apply to logging in to the sensor:
e All IPS platforms allow ten concurrent log in sessions.

e The service role is a special role that allows you to bypass the CLI if needed. Only a user with
administrator privileges can edit the service account.

¢ You must initialize the appliance (run the setup command) from the console. After networking is
configured, SSH and Telnet are available. You can log in to the appliance from a console port.

* You log in to the ASA 5500-X IPS SSP and ASA 5585-X IPS SSP from the adaptive security
appliance.

Supported User Roles

You can log in with the following user privileges:
e Administrator
e Operator
e Viewer

e Service
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Note

The service role does not have direct access to the CLI. Service account users are logged directly into a
bash shell. Use this account for support and troubleshooting purposes only. Unauthorized modifications
are not supported and will require the sensor to be reimaged to guarantee proper operation. You can
create only one user with the service role.

When you log in to the service account, you receive the following warning:

R R R R R R Rk WARNING khkkhkkhkkhkhhhhhhhkhhhkhkhhhkhkhhkhkdddhhddddddddhdkxx*x

UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.
This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be re-imaged

to guarantee proper operation.
kok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK k ok ok k ok ok ok ok ok k ok ok ok k ok ok kR k kR ok kR ok kR kR kR kR kR kR ko ko ok ko ko ko ko ok ok ok ok ok

The service role is a special role that allows you to bypass the CLI if needed. Only a user with
administrator privileges can edit the service account.

For More Information
e For the procedure for creating the service account, see Creating the Service Account, page 3-28.

e For the procedures for adding and deleting users, see Configuring Authentication and User
Parameters, page 3-18.

Logging In to the Appliance

~

Note  You can log in to the appliance from a console port. The currently supported Cisco IPS appliances are
the IPS 4345, IPS 4360, IPS 4510, and IPS 4520.
To log in to the appliance, follow these steps:

Step1  Connect a console port to the sensor to log in to the appliance.

Step2  Enter your username and password at the login prompt.
S
Note  The default username and password are both cisco. You are prompted to change them the first

time you log in to the appliance.You must first enter the UNIX password, which is cisco. Then
you must enter the new password twice.

login: cisco
Password:
** *NOTICE* **
This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with
applicable laws and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html
If you require further assistance please contact us by sending email to export@cisco.com.
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Connecting an Appliance to a Terminal Server W

***LICENSE NOTICE***

There is no license key installed on the system.

Please go to http://www.cisco.com/go/license to obtain a new license or install a license.
sensor#

For More Information
e For the procedure for connecting an appliance to a terminal server, see Connecting an Appliance to
a Terminal Server, page ii-3.

e For the procedure for using the setup command to initialize the appliance, see Basic Sensor Setup,
page 2-4.

Connecting an Appliance to a Terminal Server

Step 1

Step 2

Step 3

A

A terminal server is a router with multiple, low speed, asynchronous ports that are connected to other
serial devices. You can use terminal servers to remotely manage network equipment, including
appliances. To set up a Cisco terminal server with RJ-45 or hydra cable assembly connections, follow
these steps:

Connect to a terminal server using one of the following methods:

e For terminal servers with RJ-45 connections, connect a rollover cable from the console port on the
appliance to a port on the terminal server.

e For hydra cable assemblies, connect a straight-through patch cable from the console port on the
appliance to a port on the terminal server.

Configure the line and port on the terminal server. In enable mode, enter the following configuration,
where # is the line number of the port to be configured.

config t

line #

login

transport input all
stopbits 1
flowcontrol hardware
speed 9600

exit

exit

wr mem

Be sure to properly close a terminal session to avoid unauthorized access to the appliance. If a terminal
session is not stopped properly, that is, if it does not receive an exit(0) signal from the application that
initiated the session, the terminal session can remain open. When terminal sessions are not stopped
properly, authentication is not performed on the next session that is opened on the serial port.

Caution

Always exit your session and return to a login prompt before terminating the application used to establish
the connection.

[ oL-29168-01
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A

Caution  If a connection is dropped or terminated by accident, you should reestablish the connection and exit
normally to prevent unauthorized access to the appliance.

Logging In to the ASA 5500-X IPS SSP

You log in to the ASA 5500-X IPS SSP from the adaptive security appliance.
To session in to the ASA 5500-X IPS SSP from the adaptive security appliance, follow these steps:

Step1  Log in to the adaptive security appliance.

~

Note  If the adaptive security appliance is operating in multi-mode, use the change system command
to get to the system level prompt before continuing.

Step2  Session to the IPS. You have 60 seconds to log in before the session times out.

asa# session ips
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

Step3  Enter your username and password at the login prompt.

N

Note  The default username and password are both cisco. You are prompted to change them the first
time you log in to the module. You must first enter the UNIX password, which is cisco. Then
you must enter the new password twice.

login: cisco

Password:

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with
applicable laws and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.
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Logging In to the Sensor

Step 4

Logging In to the ASA 5585-X IPS SSP

***LICENSE NOTICE***

There is no license key installed on this IPS platform.

The system will continue to operate with the currently installed
signature set. A valid license must be obtained in order to apply
signature updates. Please go to http://www.cisco.com/go/license
to obtain a new license or install a license.

asa-ips#

To escape from a session and return to the adaptive security appliance prompt, do one of the following:
e Enter exit.

e Press CTRL-Shift-6-x (represented as CTRL"X).

For More Information

For the procedure for using the setup command to initialize the ASA 5500-X IPS SSP, see Advanced
Setup for the ASA 5500-X IPS SSP, page 2-13.

Logging In to the ASA 5585-X IPS SSP

Step 1

Step 2

Step 3

You log in to the ASA 5585-X IPS SSP from the adaptive security appliance.
To session in to the ASA 5585-X IPS SSP from the adaptive security appliance, follow these steps:

Log in to the adaptive security appliance.

~

Note  If the adaptive security appliance is operating in multi-mode, use the change system command
to get to the system level prompt before continuing.

Session to the ASA 5585-X IPS SSP. You have 60 seconds to log in before the session times out.

asa# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

Enter your username and password at the login prompt.

~
Note  The default username and password are both cisco. You are prompted to change them the first

time you log in to the module. You must first enter the UNIX password, which is cisco. Then
you must enter the new password twice.

login: cisco

Password:

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with
applicable laws and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.

[ oL-29168-01
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A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.

***L,ICENSE NOTICE***
There is no license key installed on the system.
Please go to http://www.cisco.com/go/license to obtain a new license or install a license.
ips-ssp#

Stepd  To escape from a session and return to the adaptive security appliance prompt, do one of the following:
e Enter exit.

e Press CTRL-Shift-6-x (represented as CTRL"X).

For More Information

For the procedure for using the setup command to initialize the ASA 5585-X IPS SSP, see Advanced
Setup for the ASA 5585-X IPS SSP, page 2-17.

Logging In to the Sensor
S

Note  After you have initialized the sensor using the setup command and enabled Telnet, you can use SSH or
Telnet to log in to the sensor.

To log in to the sensor using Telnet or SSH, follow these steps:

Step1  To log in to the sensor over the network using SSH or Telnet.

ssh sensor_ ip_ address
telnet sensor_ ip_address

Step2  Enter your username and password at the login prompt.

login: ****x*

Password: ***%%%x

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with
applicable law s and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.
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***LICENSE NOTICE***
There is no license key installed on the system.
Please go to http://www.cisco.com/go/license to obtain a new license or install a license.

sensor#
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CHAPTER 1

Introducing the CLI Configuration Guide

This chapter introduces the IPS CLI configuration guide, and contains the following sections:

Supported IPS Platforms, page 1-1
Sensor Configuration Sequence, page 1-2
IPS CLI Configuration Guide, page 1-1
User Roles, page 1-3

CLI Behavior, page 1-5

Command Line Editing, page 1-6

IPS Command Modes, page 1-8

Regular Expression Syntax, page 1-8
Generic CLI Commands, page 1-10

CLI Keywords, page 1-11

Supported IPS Platforms

IPS 7.2(1)E4 supports the following IPS platforms:

IPS 4345
IPS 4360
IPS 4510
IPS 4520
ASA 5500-X IPS SSP
ASA 5585-X TIPS SSP

IPS CLI Configuration Guide

This guide is a task-based configuration guide for the Cisco IPS 7.2 CLI. The term “sensor” is used
throughout this guide to refer to all sensor models, unless a procedure refers to a specific appliance or
to one of the modules, then the specific model name is used.

[ oL-29168-01
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B Sensor Configuration Sequence

For an alphabetical list of all IPS commands, refer to the Command Reference for Cisco Intrusion
Prevention System 7.2. For information on locating all IPS 7.2 documents on Cisco.com, refer to the
Documentation Roadmap for Cisco Intrusion Prevention System 7.2.

You can also use an IPS manager to configure your sensor. For information on how to access
documentation that describes how to use IPS managers, refer to the Documentation Roadmap for Cisco
Intrusion Prevention System 7.2.

Sensor Configuration Sequence

Perform the following tasks to configure the sensor:
1. Log in to the sensor.
Initialize the sensor by running the setup command.

Verify the sensor initialization.

Eol N

Create the service account. A service account is needed for special debug situations directed by
TAC.

~

Note  Only one user with the role of service is allowed.

5. License the sensor.

6. Perform the other initial tasks, such as adding users and trusted hosts, and so forth.

7. Make changes to the interface configuration if necessary. You configure the interfaces during
initialization.

8. Add or delete virtual sensors as necessary. You configure the virtual sensors during initialization.

9. Configure event action rules.

10. Configure the signatures for intrusion prevention.

11. Configure the sensor for global correlation.

12. Configure anomaly detection if needed. You can run anomaly detection using the default values or
you can tailor it to suit your network needs.

A

Note  Anomaly detection is disabled by default. You must enable it to configure or apply an
anomaly detection policy. Enabling anomaly detection results in a decrease in performance.

13. Set up any external product interfaces if needed. The CSA MC is the only external product
supported by the Cisco IPS.

14. Configure IP logging if needed.

15. Configure blocking if needed.

16. Configure SNMP if needed.

17. Perform miscellaneous tasks to keep your sensor running smoothly.

18. Upgrade the IPS software with new signature updates and service packs.

19. Reimage the application partition when needed.
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For More Information

For the procedure for logging in to your sensor, see Chapter ii, “Logging In to the Sensor.”

For the procedure for using the setup command to initialize your sensor, see Chapter 2, “Initializing
the Sensor.”

For the procedure for verifying sensor initialization, see Verifying Initialization, page 2-20.

For the procedure for obtaining and installing the license key, see Installing the License Key,
page 3-54.

For the procedures for setting up your sensor, see Chapter 3, “Setting Up the Sensor.”
For the procedure for creating the service account, see Creating the Service Account, page 3-28.

For the procedures for configuring interfaces on your sensor, see Chapter 4, “Configuring
Interfaces.”

For the procedures for configuring virtual sensors on your sensor, see Chapter 5, “Configuring
Virtual Sensors.”

For the procedures for configuring event action rules policies, see Chapter 8, “Configuring Event
Action Rules.”

For the procedures for configuring signatures for intrusion prevention, see Chapter 7, “Defining
Signatures.”

For the procedures for configuring global correlation, see Chapter 10, “Configuring Global
Correlation.”

For the procedure for configuring anomaly detection policies, see Chapter 9, “Configuring Anomaly
Detection.”

For the procedure for setting up external product interfaces, see Chapter 11, “Configuring External
Product Interfaces.”

For the procedures for configuring IP logging, see Chapter 12, “Configuring IP Logging.”

For the procedures for configuring blocking on your sensor, see Chapter 14, “Configuring Attack
Response Controller for Blocking and Rate Limiting.”

For the procedures for configuring SNMP on your sensor, see Chapter 15, “Configuring SNMP.”
For the administrative procedures, see Chapter 17, “Administrative Tasks for the Sensor.”
For more information on how to obtain Cisco IPS software, see Chapter 20, “Obtaining Software.”

For the procedures for installing system images, see Chapter 21, “Upgrading, Downgrading, and
Installing System Images.”

For the procedures specific to the ASA 5500-X IPS SSP, see Chapter 18, “Configuring the ASA
5500-X IPS SSP.”

For the procedures specific to the ASA 5585-X IPS SSP, see Chapter 19, “Configuring the ASA
5585-X IPS SSP.”

The Cisco CLI permits multiple users to log in at the same time. You can create and remove users from
the local sensor. You can modify only one user account at a time. Each user is associated with a role that
controls what that user can and cannot modify. The CLI supports four user roles: administrator, operator,
viewer, and service. The privilege levels for each role are different; therefore, the menus and available
commands vary for each role.

[ oL-29168-01
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Administrator

This user role has the highest level of privileges. Administrators have unrestricted view access and can
perform the following functions:

e Add users and assign passwords

¢ Enable and disable control of physical interfaces and virtual sensors

e Assign physical sensing interfaces to a virtual sensor

e Modify the list of hosts allowed to connect to the sensor as a configuring or viewing agent
e Modify sensor address configuration

e Tune signatures

e Assign configuration to a virtual sensor

e Manage routers

Operators

This user role has the second highest level of privileges. Operators have unrestricted view access and can
perform the following functions:

e Modify their passwords
e Tune signatures
e Manage routers

e Assign configuration to a virtual sensor

Viewers

This user role has the lowest level of privileges. Viewers can view configuration and event data and can
modify their passwords.

Tip Monitoring applications only require viewer access to the sensor. You can use the CLI to set up a user
account with viewer privileges and then configure the event viewer to use this account to connect to the
Sensor.

Service

This user role does not have direct access to the CLI. Service account users are logged directly into a
bash shell. Use this account for support and troubleshooting purposes only. Unauthorized modifications
are not supported and require the device to be reimaged to guarantee proper operation. You can create
only one user with the service role. In the service account you can also switch to user root by executing
su-. The root password is synchronized to the service account password. Some troubleshooting
procedures may require you to execute commands as the root user.

When you log in to the service account, you receive the following warning:

Khkkkhkhkkkhhkkhhkkhhhkhhkkkhkxkkkxx* WARNING ****khhkkhkhkhhhhhhkhhhkhhkhxkhkkkhhkkhkhx k%

UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.
This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be re-imaged

to guarantee proper operation.
PR R RS SRS S S SRR S S EEE R RS EEEE R E R E RS E R E RS E SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE]

Note  The service role is a special role that allows you to bypass the CLI if needed. Only a user with
administrator privileges can edit the service account.
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CLI Behavior W

For IPS 5.0 and later, you can no longer remove the cisco account. You can disable it using the no
password cisco command, but you cannot remove it. To use the no password cisco command, there
must be another administrator account on the sensor. Removing the cisco account through the service
account is not supported. If you remove the cisco account through the service account, the sensor most
likely will not boot up, so to recover the sensor you must reinstall the sensor system image.

The following tips help you use the Cisco IPS CLI.

Prompts

You cannot change the prompt displayed for the CLI commands.

User interactive prompts occur when the system displays a question and waits for user input. The
default input is displayed inside brackets [ ]. To accept the default input, press Enter.

Help

To display the help for a command, type ? after the command.

The following example demonstrates the ? function:

sensor# configure ?
terminal Configure from the terminal
sensor# configure

A
Note  When the prompt returns from displaying help, the command previously entered is displayed
without the ?.

You can type ? after an incomplete token to view the valid tokens that complete the command. If
there is a trailing space between the token and the ?, you receive an ambiguous command error:

sensor# show c ?

)

% Ambiguous command: “show c”
If you enter the token without the space, a selection of available tokens for the completion (with no
help description) appears:

sensor# show c?
clock configuration
sensor# show c

Only commands available in the current mode are displayed by help.

Tab Completion

Only commands available in the current mode are displayed by tab complete and help.

If you are unsure of the complete syntax for a command, you can type a portion of the command and
press Tab to complete the command.

If multiple commands match for tab completion, nothing is displayed.

[ oL-29168-01
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Recall

e To recall the commands entered in a mode, use the Up Arrow or Down Arrow keys or press Ctrl-P
or Ctrl-N.

~

Note Help and tab complete requests are not reported in the recall list.

¢ A blank prompt indicates the end of the recall list.

Case Sensitivity

e The CLI is not case sensitive, but it does echo back the text in the same case you typed it. For
example, if you type:

sensor# CONF

and press Tab, the sensor displays:

sensor# CONFigure

~
Note CLIcommands are not case sensitive, but values are case sensitive. Remember this when you

are creating regular expressions in signatures. A regular expression of “STRING” will not
match “string” seen in a packet.

Display Options
e _More-— iS an interactive prompt that indicates that the terminal output exceeds the allotted display

space. To display the remaining output, press the spacebar to display the next page of output or
press Enter to display the output one line at a time.

e To clear the current line contents and return to a blank command line, press Ctrl-C.

For More Information

For more information on CLI command regular expression syntax, see Regular Expression Syntax,
page 1-8.

Command Line Editing

Table 1-1 describes the command line editing capabilities provided by the Cisco IPS CLI.

Table 1-1 Command Line Editing
Keys Description
Tab Completes a partial command name entry. When you type a unique set of characters and

press Tab, the system completes the command name. If you type a set of characters that
could indicate more than one command, the system beeps to indicate an error. Type a
question mark (?) immediately following the partial command (no space). The system
provides a list of commands that begin with that string.

Backspace |Erases the character to the left of the cursor.

Enter At the command line, pressing Enter processes a command. At the ---More--- prompt
on a terminal screen, pressing Enter scrolls down a line.
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Table 1-1 Command Line Editing (continued)

Keys Description

Spacebar Enables you to see more output on the terminal screen. Press the Spacebar when you see
the line ---More--- on the screen to display the next screen.

Left arrow |Moves the cursor one character to the left. When you type a command that extends
beyond a single line, you can press the Left Arrow key repeatedly to scroll back toward
the system prompt and verify the beginning of the command entry.

Right arrow |Moves the cursor one character to the right.

Up Arrow  |Recalls commands in the history buffer, beginning with the most recent command.

or Ctrl-P Repeat the key sequence to recall successively older commands.

Down Returns to more recent commands in the history buffer after recalling commands with

Arrow or the Up Arrow or Ctrl-P. Repeat the key sequence to recall successively more recent

Ctrl-N commands.

Ctrl-A Moves the cursor to the beginning of the line.

Ctrl-B Moves the cursor back one character.

Ctrl-D Deletes the character at the cursor.

Ctrl-E Moves the cursor to the end of the command line.

Ctrl-F Moves the cursor forward one character.

Cul-K Deletes all characters from the cursor to the end of the command line.

Ctrl-L Clears the screen and redisplays the system prompt and command line

Ctrl-T Transposes the character to the left of the cursor with the character located at the cursor.

Ctrl-U Deletes all characters from the cursor to the beginning of the command line.

Ctrl-V Inserts a code to indicate to the system that the keystroke immediately following should
be treated as a command entry, not as an editing key.

Ctrl-W Deletes the word to the left of the cursor.

Ctrl-Y Recalls the most recent entry in the delete buffer. The delete buffer contains the last ten
items you deleted or cut.

Ctrl-Z Ends configuration mode and returns you to the EXEC prompt.

Esc-B Moves the cursor back one word.

Esc-C Capitalizes the word at the cursor.

Esc-D Deletes from the cursor to the end of the word.

Esc-F Moves the cursor forward one word.

Esc-L Changes the word at the cursor to lowercase.

Esc-U Capitalizes from the cursor to the end of the word.
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IPS Command Modes

The Cisco IPS CLI has the following command modes:
e privileged EXEC—Entered when you log in to the CLI interface.

¢ global configuration—Entered from privileged EXEC mode by entering configure terminal. The
command prompt is sensor (config) #.

e service mode configuration—Entered from global configuration mode by entering service
service-name. The command prompt is sensor (config-ser) #, where ser is the first three
characters of the service name.

¢ multi-instance service mode—Entered from global configuration mode by entering service
service-name log-instance-name. The command prompt is sensor (config-1log) # where log is the
first three characters of the log instance name. The only multi-instance services in the system are
anomaly detection, signature definition, and event action rules.

Regular Expression Syntax
§A

Note  The syntax in this section applies only to regular expressions used as part of a CLI command. It does not
apply to regular expressions used by signatures.

Regular expressions are text patterns that are used for string matching. Regular expressions contain a
mix of plain text and special characters to indicate what kind of matching to do. For example, if you are
looking for a numeric digit, the regular expression to search for is “[0-9]”. The brackets indicate that the
character being compared should match any one of the characters enclosed within the bracket. The dash
(-) between 0 and 9 indicates that it is a range from 0 to 9. Therefore, this regular expression will match
any character from 0 to 9, that is, any digit.

To search for a specific special character, you must use a backslash before the special character. For
example, the single character regular expression “\*” matches a single asterisk.

The regular expressions defined in this section are similar to a subset of the POSIX Extended Regular
Expression definitions. In particular, “[..]”, “[==]", and “[::]” expressions are not supported. Also,
escaped expressions representing single characters are supported. A character can be represented as its

hexadecimal value, for example, \x61 equals ‘a,’ so \x61 is an escaped expression representing the
character ‘a.’

The regular expressions are case sensitive. To match “STRING” or “string” use the following regular
expression: “[Ss][Tt][Rr][Ii][Nn][Gg].”

Table 1-2 lists the special characters.

Table 1-2 Regular Expression Syntax
Character Description
N

Beginning of the string. The expression “*A” will match an “A” only at the beginning
of the string.

Immediately following the left-bracket ([). Excludes the remaining characters within
brackets from matching the target string. The expression “[*0-9]” indicates that the
target character should not be a digit.
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Table 1-2 Regular Expression Syntax (continued)
Character Description
$ Matches the end of the string. The expression “abc$” matches the sub-string “abc”

only if it is at the end of the string.

| Allows the expression on either side to match the target string. The expression “alb”
matches “a” as well as “b.”

Matches any character.

* Indicates that the character to the left of the asterisk in the expression should match 0
or more times.

+ Similar to * but there should be at least one match of the character to the left of the +
sign in the expression.

? Matches the character to its left O or 1 times.

0 Affects the order of pattern evaluation and also serves as a tagged expression that can
be used when replacing the matched sub-string with another expression.

[1 Enclosing a set of characters indicates that any of the enclosed characters may match
the target character.

\ Allows specifying a character that would otherwise be interpreted as special.

\xHH represents the character whose value is the same as the value represented by
(HH) hexadecimal digits [0-9A-Fa-f]. The value must be non-zero.

BEL is the same as \x07, BS is \x08, FF is \xOC, LF is \xOA, CR is \x0OD, TAB is \x09,
and VT is \x0B.

For any other character ‘c’, ‘\c’ is the same as ‘c’ except that it is never interpreted as
special

The following examples demonstrate the special characters:
e a* matches any number of occurrences of the letter a, including none.
* a+ requires that at least one letter a be in the string to be matched.
* ba?b matches the string bb or bab.
e \** matches any number of asterisks (*).
To use multipliers with multiple-character patterns, you enclose the pattern in parentheses.
® (ab)* matches any number of the multiple-character string ab.

® ([a-za-z][0-91)+ matches one or more instances of alphanumeric pairs, but not none (that is, an
empty string is not a match).

The order for matches using multipliers (¥, +, or ?) is to put the longest construct first. Nested constructs
are matched from outside to inside. Concatenated constructs are matched beginning at the left side of the
construct. Thus, the regular expression matches A9b3, but not 9Ab3 because the letters are specified
before the numbers.

You can also use parentheses around a single- or multiple-character pattern to instruct the software to
remember a pattern for use elsewhere in the regular expression.

[ oL-29168-01

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS7.2 g

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 1 Introducing the CLI Configuration Guide |

MW Generic CLI Commands

To create a regular expression that recalls a previous pattern, you use parentheses to indicate memory of
a specific pattern and a backslash (\) followed by a digit to reuse the remembered pattern. The digit
specifies the occurrence of a parentheses in the regular expression pattern. If you have more than one
remembered pattern in your regular expression, \1 indicates the first remembered pattern, and \2
indicates the second remembered pattern, and so on.

The following regular expression uses parentheses for recall:

e a(.)be(.)\1\2 matches an a followed by any character, followed by bc followed by any character,
followed by the first any character again, followed by the second any character again.

For example, the regular expression can match aZbcTZT. The software remembers that the first
character is Z and the second character is T and then uses Z and T again later in the regular
expression.

Generic CLI Commands

The following CLI commands are generic to the Cisco IPS.
e configure terminal—Enters global configuration mode.

Global configuration commands apply to features that affect the system as a whole rather than just
one protocol or interface.

sensor# configure terminal
sensor (config) #

e service—Takes you to the following configuration submodes: analysis-engine, anomaly-detection,
authentication, event-action-rules, external-product-interfaces, global-correlation, health-monitor,
host, interface, logger, network-access, notification, signature-definition, ssh-known-hosts,
trusted-certificates, and web-server.

~

Note The anomaly-detection, event-action-rules, and signature-definition submodes are multiple
instance services. One predefined instance is allowed for each. For anomaly-detection, the
predefined instance name is ad0. For event-action-rules, the predefined instance name is
rulesO. For signature-definition, the predefined instance name is sig0. You can create
additional instances.

sensor# configure terminal
sensor (config) # service event-action-rules rulesO
sensor (config-rul) #

¢ end—Exits configuration mode or any configuration submodes. It takes you back to the top-level
EXEC menu.

sensor# configure terminal
sensor (config)# end
sensor#

e exit—EXxits any configuration mode or closes an active terminal session and terminates the EXEC
mode. It takes you to the previous menu session.

sensor# configure terminal

sensor (config) # service event-action-rules rulesO
sensor (config-rul) # exit

sensor (config) # exit

sensor#
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CLI Keywords

In general, use the no form of a command to disable a feature or function. Use the command without the
keyword no to enable a disabled feature or function. For example, the command ssh host-key ip_address
adds an entry to the known hosts table, the command no ssh host-key ip_address removes the entry from
the known hosts table. Refer to the individual commands for a complete description of what the no form
of that command does.

Service configuration commands can also have a default form. Use the default form of the command to
return the command setting to its default. This keyword applies to the service submenu commands used
for application configuration. Entering default with the command resets the parameter to the default
value. You can only use the default keyword with commands that specify a default value in the
configuration files.
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CHAPTER

Initializing the Sensor

This chapter describes how to use the setup command to initialize the sensor, and contains the following
sections:

Initializing Notes and Caveats, page 2-1
Understanding Initialization, page 2-2
Simplified Setup Mode, page 2-2
System Configuration Dialog, page 2-2
Basic Sensor Setup, page 2-4
Advanced Setup, page 2-7

Verifying Initialization, page 2-20

Initializing Notes and Caveats

The following notes and caveats apply to initializing the sensor:

You must be administrator to use the setup command.

You must have a valid sensor license for automatic signature updates and global correlation features
to function. You can still configure and display statistics for the global correlation features, but the
global correlation databases are cleared and no updates are attempted. Once you install a valid
license, the global correlation features are reactivated.

The currently supported Cisco IPS appliances are the IPS 4345, IPS 4360, IPS 4510, and IPS 4520.

You do not need to configure interfaces on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP). You should ignore the modify interface default VLAN setting in setup. The
separation of traffic across virtual sensors is configured differently for the ASA IPS modules than
for other sensors.

[ oL-29168-01
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Understanding Initialization

After you install the sensor on your network, you must use the setup command to initialize it so that you
can communicate with it over the network.

With the setup command, you configure basic sensor settings, including the hostname, IP interfaces,
access control lists, global correlation servers, and time settings. You can continue using advanced setup
in the CLI to enable Telnet, configure the web server, enable SSHv1 fallback, and assign and enable
virtual sensors and interfaces, or you can use the Startup Wizard in the IDM or IME. After you configure
the sensor with the setup command, you can change the network settings in the IDM or IME.

~

Note  You must be administrator to use the setup command.

Simplified Setup Mode

The sensor automatically calls the setup command when you connect to the sensor using a console cable
and the sensor basic network settings have not yet been configured. The sensor does not call automatic
setup under the following conditions:

e When initialization has already been successfully completed.
e If you have recovered or downgraded the sensor.

e If you have set the host configuration to default after successfully configuring the sensor using
automatic setup.

When you enter the setup command, an interactive dialog called the System Configuration Dialog
appears on the system console screen. The System Configuration Dialog guides you through the
configuration process. The values shown in brackets next to each prompt are the default values last set.

System Configuration Dialog

When you enter the setup command, an interactive dialog called the System Configuration Dialog
appears on the system console screen. The System Configuration Dialog guides you through the
configuration process. The values shown in brackets next to each prompt are the current values.

You must go through the entire System Configuration Dialog until you come to the option that you want
to change. To accept default settings for items that you do not want to change, press Enter.

To return to the EXEC prompt without making changes and without going through the entire System
Configuration Dialog, press Ctrl-C. The System Configuration Dialog also provides help text for each
prompt. To access the help text, enter 2 at a prompt.

When you complete your changes, the System Configuration Dialog shows you the configuration that
you created during the setup session. It also asks you if you want to use this configuration. If you enter
ves, the configuration is saved. If you enter no, the configuration is not saved and the process begins
again. There is no default for this prompt; you must enter either yes or no.

You can configure daylight savings time either in recurring mode or date mode. If you choose recurring
mode, the start and end days are based on week, day, month, and time. If you choose date mode, the start
and end days are based on month, day, year, and time. Choosing disable turns off daylight savings time.
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Note

System Configuration Dialog

You only need to set the date and time in the System Configuration Dialog if the system is an appliance
and is NOT using NTP.

The System Configuration Dialog is an interactive dialog. The default settings are displayed.

Example 2-1 shows a sample System Configuration Dialog.

Example 2-1 Example System Configuration Dialog
--- Basic Setup ---
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current time: Wed Mar 6 00:07:23 2013
Setup Configuration last modified:

Enter host name[sensor]:
Enter IP interface[192.168.1.2/24,192.168.1.1]:
Modify current access list?[no]:
Current access list entries:
[1] 0.0.0.0/0
Delete:
Permit:
Use DNS server for Auto-Updates from www.cisco.com and Global Correlation?[no]:
DNS server IP address[171.68.226.120]:
Use HTTP proxy server for Auto-Updates from www.cisco.com and Global Correlation?[no]:
HTTP proxy server IP address:
HTTP proxy server Port number:
Modify system clock settings?[no]:
Modify summer time settings?[no]:
Use USA SummerTime Defaults?[yes]:
Recurring, Date or Disable?[Recurring]:
Start Month[march]:
Start Week[second]:
Start Dayl[sunday]:
Start Time[02:00:007:
End Month[november] :
End Week[first]:
End Day[sunday] :
End Time[02:00:00]:
DST Zonel[]:
Offset[60]:
Modify system timezone?[no]:
Timezone [UTC] :
UTC Offset[0]:
Use NTP?[no]:
NTP Server IP Address[]:
Use NTP Authentication?[no]:
NTP Key ID[]:
NTP Key Valuel[]:
Modify system date and time?[no]:

[ oL-29168-01
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Local Date as YYYY-MM-DD[2013-03-061]:

Local Time as HH:MM:SS[]:
Participation in the SensorBase Network allows Cisco to collect aggregated statistics
about traffic sent to your IPS.
SensorBase Network Participation level?[off]:

If you agree to participate in the SensorBase Network, Cisco will collect aggregated
statistics about traffic sent to your IPS.
This includes summary data on the Cisco IPS network traffic properties and how this
traffic was handled by the Cisco appliances. We do not collect the data content of
traffic or other sensitive business or personal information. All data is aggregated and
sent via secure HTTP to the Cisco SensorBase Network servers in periodic intervals. All
data shared with Cisco will be anonymous and treated as strictly confidential.
The table below describes how the data will be used by Cisco.
Participation Level = "Partial":
* Type of Data: Protocol Attributes (e.g. TCP max segment size and
options string)
Purpose: Track potential threats and understand threat exposure
* Type of Data: Attack Type (e.g. Signature Fired and Risk Rating)
Purpose: Used to understand current attacks and attack severity
* Type of Data: Connecting IP Address and port
Purpose: Identifies attack source
* Type of Data: Summary IPS performance (CPU utilization memory usage,
inline vs. promiscuous, etc)
Purpose: Tracks product efficacy
Participation Level = "Full" additionally includes:
* Type of Data: Victim IP Address and port
Purpose: Detect threat behavioral patterns

Do you agree to participate in the SensorBase Network?[no]:

Basic Sensor Setup

You can perform basic sensor setup using the setup command, and then finish setting up the sensor using
the CLI, IDM, or IME.

To perform basic sensor setup using the setup command, follow these steps:

Step1  Log in to the sensor using an account with administrator privileges.

N

Note  Both the default username and password are cisco.

Step2  The first time you log in to the sensor you are prompted to change the default password. Passwords must
be at least eight characters long and be strong, that is, not be a dictionary word. After you change the
password, basic setup begins.

Step3  Enter the setup command. The System Configuration Dialog is displayed.

Step4  Specify the hostname. The hostname is a case-sensitive character string up to 64 characters. Numbers,
“_ and “-” are valid, but spaces are not acceptable. The default is sensor.

Step5  Specify the IP interface. The IP interface is in the form of IP Address/Netmask,Gateway:
X X.X.X/nn,Y.Y.Y.Y, where X.X.X.X specifies the sensor IP address as a 32-bit address written as 4 octets
separated by periods, nn specifies the number of bits in the netmask, and Y.Y.Y.Y specifies the default
gateway as a 32-bit address written as 4 octets separated by periods.
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Step 6

Step 7

A

Basic Sensor Setup

Enter yes to modify the network access list:

a. If you want to delete an entry, enter the number of the entry and press Enter, or press Enter to get
to the Permit line.

b. Enter the IP address and netmask of the network you want to add to the access list.

~

Note  For example, 10.0.0.0/8 permits all IP addresses on the 10.0.0.0 network
(10.0.0.0-10.255.255.255) and 10.1.1.0/24 permits only the IP addresses on the 10.1.1.0
subnet (10.1.1.0-10.1.1.255). If you want to permit access to a single IP address than the
entire network, use a 32-bit netmask. For example, 10.1.1.1/32 permits just the 10.1.1.1
address.

c. Repeat Step b until you have added all networks that you want to add to the access list, and then
press Enter at a blank permit line to go to the next step.

You must configure a DNS server or an HTTP proxy server for automatic updates from www.cisco.com
and global correlation to operate:

a. Enter yes to add a DNS server, and then enter the DNS server IP address.

b. Enter yes to add an HTTP proxy server, and then enter the HTTP proxy server IP address and port
number.

Caution

Step 8

You must have a valid sensor license for automatic signature updates and global correlation features to
function. You can still configure and display statistics for the global correlation features, but the global
correlation databases are cleared and no updates are attempted. Once you install a valid license, the
global correlation features are reactivated.

Enter yes to modify the system clock settings:

a. Enter yes to modify summertime settings.

S

Note  Summertime is also known as DST. If your location does not use Summertime, go to Step m.

b. Enter yes to choose the USA summertime defaults, or enter no and choose recurring, date, or disable
to specify how you want to configure summertime settings. The default is recurring.

c. If you chose recurring, specify the month you want to start summertime settings. Valid entries are
january, february, march, april, may, june, july, august, september, october, november, and
december. The default is march.

d. Specify the week you want to start summertime settings. Valid entries are first, second, third, fourth,
fifth, and last. The default is second.

e. Specify the day you want to start summertime settings. Valid entries are sunday, monday, tuesday,
wednesday, thursday, friday, and saturday. The default is sunday.

f. Specify the time you want to start summertime settings. The default is 02:00:00.

S

Note  The default recurring summertime parameters are correct for time zones in the United States.
The default values specify a start time of 2:00 a.m. on the second Sunday in March, and a
stop time of 2:00 a.m. on the first Sunday in November. The default summertime offset is 60
minutes.

[ oL-29168-01
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Specify the month you want summertime settings to end. Valid entries are january, february, march,
april, may, june, july, august, september, october, november, and december. The default is november.

Specify the week you want the summertime settings to end. Valid entries are first, second, third,
fourth, fifth, and last. The default is first.

Specify the day you want the summertime settings to end. Valid entries are sunday, monday, tuesday,
wednesday, thursday, friday, and saturday. The default is sunday.

Specify the time you want summertime settings to end. The default is 02:00:00.

Specify the DST zone. The zone name is a character string up to 24 characters long in the pattern
[A-Za-z0-90)+:,_/-]+$.

Specify the summertime offset. Specify the summertime offset from UTC in minutes (negative
numbers represent time zones west of the Prime Meridian). The default is 60.

Enter yes to modify the system time zone.
Specify the standard time zone name. The zone name is a character string up to 24 characters long.

Specify the standard time zone offset. Specify the standard time zone offset from UTC in minutes
(negative numbers represent time zones west of the Prime Meridian). The default is 0.

Enter yes if you want to use NTP. To use authenticated NTP, you need the NTP server IP address,
the NTP key ID, and the NTP key value. If you do not have those at this time, you can configure
NTP later. Otherwise, you can choose unauthenticated NTP.

Step9  Enter off, partial, or full to participate in the SensorBase Network Participation:

Off—No data is contributed to the SensorBase Network.

Partial—Data is contributed to the SensorBase Network, but data considered potentially sensitive is
filtered out and never sent.

Full—All data is contributed to the SensorBase Network except the attacker/victim IP addresses that
you exclude.

The SensorBase Network Participation disclaimer appears. It explains what is involved in participating
in the SensorBase Network.

Step10  Enter yes to participate in the SensorBase Network.

The following configuration was entered.
service host

network-settings

host-ip 192.168.1.2/24, 192.168.1.1
host-name sensor
telnet-option disabled
sshvl-fallback disabled
access-1list 10.0.0.0/8
ftp-timeout 300

no login-banner-text
dns-primary-server enabled
address 171.68.226.120

exit

dns-secondary-server disabled
dns-tertiary-server disabled
http-proxy proxy-server
address 128.107.241.170

port 8080

exit

exit

time-zone-settings

offset -360
standard-time-zone-name CST
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exit

summertime-option recurring
offset 60
summertime-zone-name CDT
start-summertime

month march

week-of-month second
day-of-week sunday
time-of-day 02:00:00

exit

end-summertime

month november
week-of-month first
day-of-week sunday
time-of-day 02:00:00

exit

exit

ntp-option enabled
ntp-keys 1 md5-key 8675309
ntp-servers 10.10.1.2 key-id 1
exit

service global-correlation
network-participation full
exit

[0] Go to the command prompt without saving this config.
[1] Return to setup without saving this config.

[2] Save this configuration and exit setup.

[3] Continue to Advanced setup.

Step11  Enter 2 to save the configuration (or 3 to continue with advanced setup using the CLI).

Enter your selection[2]: 2
Configuration Saved.

Step12 If you changed the time setting, enter yes to reboot the sensor.

For More Information

For the procedure for obtaining the most recent IPS software, see Obtaining Cisco IPS Software,
page 20-1.

Advanced Setup

This section describes how to continue with advanced setup in the CLI for the sensor. It contains the
following sections:

e Advanced Setup for the Appliance, page 2-8
e Advanced Setup for the ASA 5500-X IPS SSP, page 2-13
e Advanced Setup for the ASA 5585-X IPS SSP, page 2-17

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Advanced Setup for the Appliance

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

The currently supported Cisco IPS appliances are the IPS 4345, IPS 4360, IPS 4510, and IPS 4520.

Adding new subinterfaces is a two-step process. You first organize the interfaces when you edit the
virtual sensor configuration. You then choose which interfaces and subinterfaces are assigned to which
virtual sensors.

The interfaces change according to the appliance model, but the prompts are the same for all models.

To continue with advanced setup for the appliance, follow these steps:

Log in to the appliance using an account with administrator privileges.

Enter the setup command. The System Configuration Dialog is displayed. Press Enter or the spacebar
to skip to the menu to access advanced setup.

Enter 3 to access advanced setup.
Specify the Telnet server status. The default is disabled.
Specify the SSHv1 fallback setting. The default is disabled.

Specify the web server port. The web server port is the TCP port used by the web server (1 to 65535).
The default is 443.

~

Note  The web server is configured to use TLS/SSL encryption by default. Setting the port to 80 does
not disable the encryption.

Enter yes to modify the interface and virtual sensor configuration and to see the current interface
configuration.

Current interface configuration
Command control: Management0/0
Unassigned:

Promiscuous:
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3

Virtual Sensor: vsO0
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0

Virtual Sensor: vsl
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0

Virtual Sensor: vs2
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0
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[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Step8  Enter 1 to edit the interface configuration.

N

Note  The following options let you create and delete interfaces. You assign the interfaces to virtual
sensors in the virtual sensor configuration. If you are using promiscuous mode for your
interfaces and are not subdividing them by VLAN, no additional configuration is necessary.

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.
[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option:

Step9  Enter 2 to add inline VLAN pairs and display the list of available interfaces.

A

Caution  The new VLAN pair is not automatically added to a virtual sensor.

Available Interfaces
[1] GigabitEthernet0/0
[2] GigabitEthernet0/1
[3] GigabitEthernet0/2
[4] GigabitEthernet0/3
Option:
Step10 Enter 1 to add an inline VLAN pair to GigabitEthernet 0/0, for example.
Inline Vlan Pairs for GigabitEthernet0/0
None
Step 11 Enter a subinterface number and description.
Subinterface Number:
Description[Created via setup by user asmith]:
Step12 Enter numbers for VLAN 1 and 2.
Vlanl[]: 200
Vlan2[]: 300

Step 13  Press Enter to return to the available interfaces menu.

N

Note  Entering a carriage return at a prompt without a value returns you to the previous menu.

[1] GigabitEthernet0/0

[2] GigabitEthernet0/1

[3] GigabitEthernet0/2

[4] GigabitEthernet0/3
Option:

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

~

Note At this point, you can configure another interface, for example, GigabitEthernet 0/1, for inline

VLAN pair.

Press Enter to return to the top-level interface editing menu.

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.
[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option:

Enter 4 to add an inline interface pair and see these options.

Available Interfaces
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3

Enter the pair name, description, and which interfaces you want to pair.

Pair name: newPair

Description[Created via setup by user asmith:
Interfacel[]: GigabitEthernet0/1
Interface2[]: GigabitEthernet0/2

Pair name:

Press Enter to return to the top-level interface editing menu.

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.
[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option:

Press Enter to return to the top-level editing menu.

[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Enter 2 to edit the virtual sensor configuration.

[1] Remove virtual sensor.
[2] Modify "vsO0" virtual sensor configuration.
[3] Create new virtual sensor.

Option:

Enter 2 to modify the virtual sensor configuration, vsO0.

Virtual Sensor: vs0
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0

No Interfaces to remove.

Unassigned:
Promiscuous:
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Step 21
Step 22
Step 23

Step 24

Step 25

Step 26
Step 27

Advanced Setup W

[1] GigabitEthernet0/3
[2] GigabitEthernet0/0
Inline Vlan Pair:
[3] GigabitEthernet0/0:1 (Vlans: 200, 300)
Inline Interface Pair:
[4] newPair (GigabitEthernet0/1, GigabitEthernet0/2)
Add Interface:

Enter 3 to add inline VLAN pair GigabitEthernet0/0:1.
Enter 4 to add inline interface pair NewPair.

Press Enter to return to the top-level virtual sensor menu.

Virtual Sensor: vsO0
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0
Inline Vlan Pair:
GigabitEthernet0/0:1 (Vlans: 200, 300)
Inline Interface Pair:
newPair (GigabitEthernet0/1, GigabitEthernet0/2)

[1] Remove virtual sensor.
[2] Modify "vsO0" virtual sensor configuration.
[3] Create new virtual sensor.
Option: GigabitEthernet0/1, GigabitEthernet0/2)
Add Interface:

Press Enter to return to the top-level interface and virtual sensor configuration menu.

[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Enter yes if you want to modify the default threat prevention settings.

~
Note  The sensor comes with a built-in override to add the deny packet event action to high risk rating
alerts. If you do not want this protection, disable automatic threat prevention.

Virtual sensor newVs is configured to prevent high risk threats in inline mode. (Risk
Rating 90-100)

Virtual sensor vs0 is configured to prevent high risk threats in inline mode. (Risk Rating
90-100)

Do you want to disable automatic threat prevention on all virtual sensors?[no]:

Enter yes to disable automatic threat prevention on all virtual sensors.

Press Enter to exit the interface and virtual sensor configuration.

The following configuration was entered.
service host

network-settings

host-ip 192.168.1.2/24,192.168.1.1
host-name sensor

telnet-option disabled
sshvl-fallback disabled
ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset 0

[ oL-29168-01
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Step 28

standard-time-zone-name UTC

exit

summertime-option disabled

ntp-option disabled

exit

service web-server

port 342

exit

service interface

physical-interfaces GigabitEthernet0/0
admin-state enabled

subinterface-type inline-vlan-pair
subinterface 1

description Created via setup by user asmith
vlanl 200

vlan2 300

exit

exit

exit

physical-interfaces GigabitEthernet0/1
admin-state enabled

exit

physical-interfaces GigabitEthernet0/2
admin-state enabled

exit

physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

inline-interfaces newPair

description Created via setup by user asmith
interfacel GigabitEthernet0/1
interface2 GigabitEthernet0/2

exit

exit

service analysis-engine

virtual-sensor newVs

description Created via setup by user cisco
signature-definition newSig
event-action-rules rules0
anomaly-detection
anomaly-detection-name adO
operational-mode inactive

exit

physical-interface GigabitEthernet0/0
exit

virtual-sensor wvsO

physical-interface GigabitEthernet0/0 subinterface-number 1
logical-interface newPair

service event-action-rules rulesO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter 2 to save the configuration.

Enter your selection[2]: 2
Configuration Saved.
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Step 30
Step 31

Advanced Setup W

Reboot the appliance.

sensor# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:

Enter yes to continue the reboot.

Apply the most recent service pack and signature update. You are now ready to configure your appliance
for intrusion prevention.

For More Information

For the procedure for obtaining the most recent IPS software, see Obtaining Cisco IPS Software,
page 20-1.

Advanced Setup for the ASA 5500-X IPS SSP

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

To continue with advanced setup for the ASA 5500-X IPS SSP, follow these steps:

Session in to the IPS using an account with administrator privileges.

asa# session ips

Enter the setup command. The System Configuration Dialog is displayed. Press Enter or the spacebar
to skip to the menu to access advanced setup.

Enter 3 to access advanced setup.

Specify the Telnet server status. You can disable or enable Telnet services. The default is disabled.
Specify the SSHv1 fallback setting. The default is disabled.

Specify the web server port. The web server port is the TCP port used by the web server (1 to 65535).
The default is 443.

~

Note  The web server is configured to use TLS/SSL encryption by default. Setting the port to 80 does
not disable the encryption.

Enter yes to modify the interface and virtual sensor configuration.

Current interface configuration
Command control: Management0/0
Unassigned:

Monitored:
PortChannel 0/0

Virtual Sensor: vs0
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0

[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

[ oL-29168-01
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Enter 1 to edit the interface configuration.

~

Note  You do not need to configure interfaces on the ASA 5500-X IPS SSP. You should ignore the
modify interface default VLAN setting. The separation of traffic across virtual sensors is

configured differently for the ASA 5500-X IPS SSP than for other sensors.

[1] Modify interface default-vlan.
Option:

Press Enter to return to the top-level interface and virtual sensor configuration menu.

[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Enter 2 to edit the virtual sensor configuration.

[1] Remove virtual sensor.
[2] Modify "vs0" virtual sensor configuration.
[3] Create new virtual sensor.

Option:

Enter 2 to modify the virtual sensor vsO configuration.

Virtual Sensor: vs0
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0

No Interfaces to remove.

Unassigned:
Monitored:
[1] PortChannel 0/0
Add Interface:

Enter 1 to add PortChannel 0/0 to virtual sensor vsO.

N

Note  Multiple virtual sensors are supported. The adaptive security appliance can direct packets to
specific virtual sensors or can send packets to be monitored by a default virtual sensor. The
default virtual sensor is the virtual sensor to which you assign PortChannel 0/0. We recommend
that you assign PortChannel 0/0 to vs0, but you can assign it to another virtual sensor if you want

to.

Press Enter to return to the main virtual sensor menu.
Enter 3 to create a virtual sensor.

Name[]:

Enter a name and description for your virtual sensor.

Name[]: newVs
Description[Created via setup by user cisco]: New Sensor
Anomaly Detection Configuration

[1] ado

[2] Create a new anomaly detection configuration
OptionI[2]:
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Step 16

Step 17
Step 18

Step 19

Step 20

Step 21

Step 22

Advanced Setup W

Enter 1 to use the existing anomaly-detection configuration, ad0.

Signature Definition Configuration

[1] sig0
[2] Create a new signature definition configuration
OptionI[2]:

Enter 2 to create a signature-definition configuration file.
Enter the signature-definition configuration name, newsig.

Event Action Rules Configuration

[1] rulesO

[2] Create a new event action rules configuration
OptionI[2]:

Enter 1 to use the existing event-action-rules configuration, rules0.

N

Note  If PortChannel 0/0 has not been assigned to vs0, you are prompted to assign it to the new virtual
Sensor.

Virtual Sensor: newVs
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: newSig
Monitored:
PortChannel0/0

[1] Remove virtual sensor.
[2] Modify "newVs" virtual sensor configuration.
[3] Modify "vsO0" virtual sensor configuration.
[4] Create new virtual sensor.
Option:
Press Enter to exit the interface and virtual sensor configuration menu.

Modify default threat prevention settings?[no]:

Enter yes if you want to modify the default threat prevention settings.

)
Note  The sensor comes with a built-in override to add the deny packet event action to high risk rating
alerts. If you do not want this protection, disable automatic threat prevention.

Virtual sensor newVs is configured to prevent high risk threats in inline mode. (Risk
Rating 90-100)

Virtual sensor vs0 is configured to prevent high risk threats in inline mode. (Risk Rating
90-100)

Do you want to disable automatic threat prevention on all virtual sensors?[no]:

Enter yes to disable automatic threat prevention on all virtual sensors.

The following configuration was entered.

service host

network-settings

host-ip 192.168.1.2/24,192.168.1.1
host-name asa-ips

telnet-option disabled
sshvl-fallback disabled
access-1list 10.0.0.0/8

access-1list 64.0.0.0/8
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ftp-timeout 300
no login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 342

exit

service analysis-engine
virtual-sensor newVs
description New Sensor
signature-definition newSig
event-action-rules rules0
anomaly-detection
anomaly-detection-name adO
exit

physical-interfaces PortChannel0/0
exit

exit

service event-action-rules rulesO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Step23 Enter 2 to save the configuration.

Enter your selection[2]: 2
Configuration Saved.

Step24 Reboot the ASA 5500-X IPS SSP.

asa-ips# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:

Step25 Enter yes to continue the reboot.

Step26  After reboot, log in to the sensor, and display the self-signed X.509 certificate (needed by TLS).
asa-ips# show tls fingerprint
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Step27 Write down the certificate fingerprints. You need the fingerprints to check the authenticity of the
certificate when using HTTPS to connect to this ASA 5500-X IPS SSP with a web browser.

Step28 Apply the most recent service pack and signature update. You are now ready to configure the
ASA 5500-X IPS SSP for intrusion prevention.
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For More Information

For the procedure for obtaining the most recent IPS software, see Obtaining Cisco IPS Software,
page 20-1.

Advanced Setup for the ASA 5585-X IPS SSP

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

To continue with advanced setup for the ASA 5585-X IPS SSP, follow these steps:

Session in to the ASA 5585-X IPS SSP using an account with administrator privileges.

asa# session 1

Enter the setup command. The System Configuration Dialog is displayed. Press Enter or the spacebar
to skip to the menu to access advanced setup.

Enter 3 to access advanced setup.

Specify the Telnet server status. You can disable or enable Telnet services. The default is disabled.
Specify the SSHv1 fallback setting. The default is disabled.

Specify the web server port. The web server port is the TCP port used by the web server (1 to 65535).
The default is 443.

)
Note  The web server is configured to use TLS/SSL encryption by default. Setting the port to 80 does
not disable the encryption.

Enter yes to modify the interface and virtual sensor configuration.

Current interface configuration
Command control: Management0/0
Unassigned:

Monitored:
PortChannel0/0

Virtual Sensor: vs0
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0

[1] Edit Interface Configuration
[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Enter 1 to edit the interface configuration.

S,
Note  You do not need to configure interfaces on the ASA 5585-X IPS SSP. You should ignore the

modify interface default VLAN setting. The separation of traffic across virtual sensors is
configured differently for the ASA 5585-X IPS SSP than for other sensors.

[1] Modify interface default-vlan.
Option:

Press Enter to return to the top-level interface and virtual sensor configuration menu.

[1] Edit Interface Configuration

[ oL-29168-01
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Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Step 16

Step 17
Step 18

[2] Edit Virtual Sensor Configuration
[3] Display configuration
Option:

Enter 2 to edit the virtual sensor configuration.

[1] Remove virtual sensor.
[2] Modify "vsO0" virtual sensor configuration.
[3] Create new virtual sensor.

Option:

Enter 2 to modify the virtual sensor vsO configuration.

Virtual Sensor: vsO
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0

No Interfaces to remove.
Unassigned:
Monitored:

[1] PortChannel0/0
Add Interface:

Enter 1 to add PortChannel 0/0 to virtual sensor vsO.

~

Note  Multiple virtual sensors are supported. The adaptive security appliance can direct packets to
specific virtual sensors or can send packets to be monitored by a default virtual sensor. The
default virtual sensor is the virtual sensor to which you assign PortChannel 0/0. We recommend
that you assign PortChannel 0/0 to vs0, but you can assign it to another virtual sensor if you want

to.

Press Enter to return to the main virtual sensor menu.
Enter 3 to create a virtual sensor.

Name[] :

Enter a name and description for your virtual sensor.

Name[]: newVs
Description[Created via setup by user cisco]: New Sensor
Anomaly Detection Configuration

[1] ado
[2] Create a new anomaly detection configuration
Option[2]:

Enter 1 to use the existing anomaly-detection configuration, ad0.

Signature Definition Configuration

[1] sigO0
[2] Create a new signature definition configuration
Option[2]:

Enter 2 to create a signature-definition configuration file.
Enter the signature-definition configuration name, newsig.

Event Action Rules Configuration

[1] rulesO

[2] Create a new event action rules configuration
Option[2]:

[l Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Step 19

Step 20

Step 21

Step 22

Advanced Setup W

Enter 1 to use the existing event action rules configuration, rules0.

)
Note  If PortChannel 0/0 has not been assigned to vs0, you are prompted to assign it to the new virtual
Sensor.

Virtual Sensor: newvVs
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: newSig
Monitored:
PortChannel0/0

[1] Remove virtual sensor.
[2] Modify "newVs" virtual sensor configuration.
[3] Modify "vsO0" virtual sensor configuration.
[4] Create new virtual sensor.
Option:
Press Enter to exit the interface and virtual sensor configuration menu.

Modify default threat prevention settings?[no]:

Enter yes if you want to modify the default threat prevention settings.

N
Note  The sensor comes with a built-in override to add the deny packet event action to high risk rating
alerts. If you do not want this protection, disable automatic threat prevention.

Virtual sensor newVs is configured to prevent high risk threats in inline mode. (Risk
Rating 90-100)

Virtual sensor vs0O is configured to prevent high risk threats in inline mode. (Risk Rating
90-100)

Do you want to disable automatic threat prevention on all virtual sensors?[no]:

Enter yes to disable automatic threat prevention on all virtual sensors.

The following configuration was entered.

service host

network-settings

host-ip 10.1.9.201/24,10.1.9.1
host-name ips-ssm
telnet-option disabled
sshvl-fallback disabled
access-1list 10.0.0.0/8
access-1list 64.0.0.0/8
ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 342

exit

service analysis-engine
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Step 23

Step 24

Step 25
Step 26

Step 27

Step 28

virtual-sensor newVs

description New Sensor
signature-definition newSig
event-action-rules rulesO
anomaly-detection
anomaly-detection-name adO

exit

physical-interfaces PortChannel0/0
exit

exit

service event-action-rules rulesO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter 2 to save the configuration.

Enter your selection[2]: 2
Configuration Saved.

Reboot the ASA 5585-X IPS SSP.

ips-ssp# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:

Enter yes to continue the reboot.

After reboot, log in to the sensor, and display the self-signed X.509 certificate (needed by TLS).
ips-ssp# show tls fingerprint
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Write down the certificate fingerprints. You need the fingerprints to check the authenticity of the
certificate when using HTTPS to connect to this ASA 5585-X IPS SSP with a web browser.

Apply the most recent service pack and signature update. You are now ready to configure your
ASA 5585-X IPS SSP for intrusion prevention.

For More Information

For the procedure for obtaining the most recent IPS software, see Obtaining Cisco IPS Software,
page 20-1.

Verifying Initialization
~

Note  The CLI output is an example of what your configuration may look like. It will not match exactly due to
the optional setup choices, sensor model, and IPS version you have installed.
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Step 1
Step 2

Verifying Initialization

To verify that you initialized your sensor, follow these steps:

Log in to the sensor.

View your configuration.

sensor#

show configuration

! Version 7.2(1)

! Host:

! Realm Keys keyl.0

! Signature Definition:

! Signature Update S697.0 2013-02-15
l e e

service interface

physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

physical-interfaces GigabitEthernet0/1
admin-state enabled

exit

inline-interfaces pair0
interfacel GigabitEthernet0/0
interface2 GigabitEthernet0/1

exit

bypass-mode auto

exit

service
exit

service
exit

service

network-

host-ip

authentication

event-action-rules rulesO

host
settings
10.106.133.159/23,10.106.132.1

host-name g4360-159
telnet-option enabled
access-1list 0.0.0.0/0
dns-primary-server disabled
dns-secondary-server disabled
dns-tertiary-server disabled

exit
exit

service
exit

service
exit

service
exit

service
exit

service
exit
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Step 3

Step 4

service trusted-certificates
exit

service web-server
websession-inactivity-timeout 3600
exit

service anomaly-detection ad0
exit

service external-product-interface
exit

service health-monitor
exit

service global-correlation
exit

service aaa
exit

service analysis-engine
virtual-sensor vsO
logical-interface pair0
exit

exit

sensor#

~

Note  You can also use the more current-config command to view your configuration.

Display the self-signed X.509 certificate (needed by TLS).

sensor# show tls fingerprint

SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Write down the certificate fingerprints. You need the fingerprints to check the authenticity of the

certificate when connecting to this sensor with a web browser.

For More Information

For the procedure for logging in to the sensor, see Chapter ii, “Logging In to the Sensor.”
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CHAPTER

Setting Up the Sensor

This chapter contains procedures for the setting up the sensor, and contains the following sections:

Setup Notes and Caveats, page 3-1

Understanding Sensor Setup, page 3-2

Changing Network Settings, page 3-2

Changing the CLI Session Timeout, page 3-14

Changing Web Server Settings, page 3-15

Configuring Authentication and User Parameters, page 3-18
Configuring Time, page 3-35

Configuring SSH, page 3-45

Configuring TLS, page 3-51

Installing the License Key, page 3-54

Setup Notes and Caveats

The following notes and caveats apply to setting up the sensor:

By default SSHv2 is enabled and SSHv1 is disabled.

When updating the hostname, the CLI prompt of the current session and other existing sessions is
not updated with the new hostname immediately. Subsequent CLI login sessions reflect the new
hostname in the prompt.

Telnet is not a secure access service and therefore is disabled by default on the sensor. However,
SSH is always running on the sensor and it is a secure service.

For automatic and global correlation updates to function, you must have either a DNS server or an
HTTP proxy server configured at all times.

DNS resolution is supported for accessing the global correlation update server as well as
www.cisco.com for automatic updates.

The default web server port is 443 if TLS is enabled and 80 if TLS is disabled.

The username command provides username and password authentication for login purposes only.
You cannot use this command to remove a user who is logged in to the system. You cannot use this
command to remove yourself from the system.
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Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS7.2 g

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter3  Setting Up the Sensor |

M Understanding Sensor Setup

¢ You cannot use the privilege command to give a user service privileges. If you want to give an
existing user service privileges, you must remove that user and then use the username command to
create the service account.

¢ Do not make modifications to the sensor through the service account except under the direction of
TAC. If you use the service account to configure the sensor, your configuration is not supported by
TAC. Adding services to the operating system through the service account affects proper
performance and functioning of the other IPS services. TAC does not support a sensor on which
additional services have been added.

*  You should carefully consider whether you want to create a service account. The service account
provides shell access to the system, which makes the system vulnerable. However, you can use the
service account to create a password if the administrator password is lost. Analyze your situation to
decide if you want a service account existing on the system.

e Administrators may need to disable the password recovery feature for security reasons.

¢ We recommend that you use an NTP server to regulate time on your sensor. You can use
authenticated or unauthenticated NTP. For authenticated NTP, you must obtain the NTP server IP
address, NTP server key ID, and the key value from the NTP server. You can set up NTP during
initialization or you can configure NTP through the CLI, IDM, IME, or ASDM.

¢ In addition to a valid Cisco.com username and password, you must also have a Cisco Services for
IPS service contract before you can apply for a license key.

Understanding Sensor Setup

Setting up the sensor involves such tasks as changing sensor initialization information, adding and
deleting users, configuring time and setting up NTP, creating a service account, configuring SSH and
TLS, and installing the license key. You configured most of these settings when you initialized the sensor
using the setup command.

For More Information

For more information on using the setup command to initialize the sensor, see Chapter 2, “Initializing
the Sensor.”

Changing Network Settings

After you initialize your sensor, you may need to change some of the network settings that you
configured when you ran the setup command. This section describes how to change network settings,
and contains the following topics:

e Changing the Hostname, page 3-3

e Changing the IP Address, Netmask, and Gateway, page 3-4

e Enabling and Disabling Telnet, page 3-5

e Changing the Access List, page 3-6

e Changing the FTP Timeout, page 3-8

¢ Adding a Login Banner, page 3-9

e Configuring the DNS and Proxy Servers for Global Correlation and Automatic Update, page 3-10
e Enabling SSHv1 Fallback, page 3-13
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Changing the Hostname
S,

Note  The CLI prompt of the current session and other existing sessions will not be updated with the new
hostname. Subsequent CLI login sessions will reflect the new hostname in the prompt.

Use the host-name host_name command in the service host submode to change the hostname of the
sensor after you have run the setup command. The default is sensor.

To change the sensor hostname, follow these steps:

Step1  Log in to the sensor using an account with administrator privileges.
Step2  Enter network settings submode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Step3  Change the sensor hostname.

sensor (config-hos-net)# host-name firesafe

Step4  Verify the new hostname.

sensor (config-hos-net)# show settings
network-settings

host-ip: 192.0.2.1/24,192.0.2.2 default:

192.168.1.2/24,192.168.1.1

host-name: firesafe default: sensor

telnet-option: enabled default: disabled

sshvl-fallback: disabled default: disabled

access-1list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>

login-banner-text: <defaulted>

sensor (config-hos-net) #

Step5  To change the hostname back to the default setting, use the default form of the command.

sensor (config-hos-net)# default host-name

Step6  Verify the change to the default hostname sensor.

sensor (config-hos-net)# show settings
network-settings

host-ip: 192.0.2.1/24,192.0.2.2 default:

192.168.1.2/24,192.168.1.1

host-name: sensor <defaulted>

telnet-option: enabled default: disabled

sshvl-fallback: disabled default: disabled

access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Step7  Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Step8  Press Enter to apply the changes or enter no to discard them.

Changing the IP Address, Netmask, and Gateway

Use the host-ip ip_address/netmask,default_gateway command in the service host submode to change
the IP address, netmask, and default gateway after you have run the setup command. The default is

192.168.1.2/24,192.168.1.1.

The host-ip is in the form of IP Address/Netmask/Gateway: X.X.X.X/nn,Y.Y.Y.Y, where X.X.X.X
specifies the sensor IP address as a 32-bit address written as 4 octets separated by periods where X =
0-255, nn specifies the number of bits in the netmask, and Y.Y.Y.Y specifies the default gateway as a

32-bit address written as 4 octets separated by periods where Y = 0-255.

To change the sensor IP address, netmask, and default gateway, follow these steps:

Step1  Log in to the sensor using an account with administrator privileges.
Step2  Enter network settings mode.

sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings

Step3  Change the sensor IP address, netmask, and default gateway.

sensor (config-hos-net)# host-ip 192.0.2.1/24,192.0.2.2

N

Note  The default gateway must be in the same subnet as the IP address of the sensor or the sensor

generates an error and does not accept the configuration change.

Step4  Verify the new information.

sensor (config-hos-net)# show settings
network-settings
host-ip: 192.0.2.1/24,192.0.2.2
default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-1list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0
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Step 6

Step 7

Step 8

Changing Network Settings

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

To change the information back to the default setting, use the default form of the command.

sensor (config-hos-net)# default host-ip

Verify that the host IP is now the default of 192.168.1.2/24,192.168.1.1.

sensor (config-hos-net)# show settings
network-settings

host-ip: 192.168.1.2/24,192.168.1.1 <defaulted>

host-name: sensor default: sensor

telnet-option: enabled default: disabled

sshvl-fallback: disabled default: disabled

access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>

login-banner-text: <defaulted>

sensor (config-hos-net) #

Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Enabling and Disabling Telnet

A

Caution

Step 1
Step 2

Step 3

Telnet is not a secure access service and therefore is disabled by default. However, SSH is always
running on the sensor and it is a secure service.

Use the telnet-option {enabled | disabled} command in the service host submode to enable Telnet for
remote access to the sensor. The default is disabled.

To enable or disable Telnet services, follow these steps:

Log in to the sensor using an account with administrator privileges.
Enter network settings mode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Enable Telnet services.

sensor (config-hos-net)# telnet-option enabled
sensor (config-hos-net) #
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Step4  Verify that Telnet is enabled.

sensor (config-hos-net)# show settings

network-settings
host-ip: 192.0.2.1/24,192.0.2.2
default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Step5  Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Step6  Press Enter to apply the changes or enter no to discard them.

Note  To Telnet to the sensor, you must enable Telnet and configure the access list to allow the Telnet clients

to

connect.

For More Information

For the procedure for configuring the access list, see Changing the Access List, page 3-6.

Changing the Access List

Use the access-list ip_address/netmask command in the service host submode to configure the access
list, the list of hosts or networks that you want to have access to your sensor. Use the no form of the
command to remove an entry from the list. The default access list is empty.

The following hosts must have an entry in the access list:

Hosts that need to Telnet to your sensor.

Hosts that need to use SSH with your sensor.

Hosts, such as the IDM and the IME, that need to access your sensor from a web browser.
Management stations, such as the CSM, that need access to your sensor.

If your sensor is a master blocking sensor, the IP addresses of the blocking forwarding sensors must
have an entry in the list.
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dify the access list, follow these steps:

Step 1 Log in to the sensor using an account with administrator privileges.

Step2  Enter network settings mode.

sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings

Step3  Add an entry to the access list. The netmask for a single host is 32.

sensor (config-hos-net)# access-list 192.0.2.110/32

Step4  Verify

the change you made to the access-list.

sensor (config-hos-net)# show settings
network-settings

host-ip: 192.168.1.2/24,192.168.1.1 <defaulted>
host-name: sensor <defaulted>

telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-1list (min: 0, max: 512, current: 2)

network-address: 10.1.9.0/24

network-address: 192.0.2.110/32

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

Step5 Remove the entry from the access list.

sensor

Step6  Verify

sensor
net

sensor

(config-hos-net)# no access-list 192.0.2.110/32

that the host is no longer in the list.

(config-hos-net)# show settings

work-settings

host-ip: 192.168.1.2/24,192.168.1.1 <defaulted>

host-name: sensor <defaulted>

telnet-option: enabled default: disabled

sshvl-fallback: disabled default: disabled

access-1list (min: 0, max: 512, current: 1)
network-address: 10.1.9.0/24

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

(config-hos-net) #

Step7  Change the value back to the default.

sensor

(config-hos-net)# default access-list

Step8  Verify the value has been set back to the default.

sensor

(config-hos-net)# show settings

network-settings

Changing Network Settings
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host-ip: 192.168.1.2/24,192.168.1.1 <defaulted>
host-name: sensor <defaulted>

telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-list (min: 0, max: 512, current: 0)

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Step9  Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Step10  Press Enter to apply the changes or enter no to discard them.

Changing the FTP Timeout

N

Note  You can use the FTP client for downloading updates and configuration files from your FTP server.

Use the ftp-timeout command in the service host submode to change the number of seconds that the FTP
client waits before timing out when the sensor is communicating with an FTP server. The default is 300
seconds.

To change the FTP timeout, follow these steps:

Step 1 Log in to the sensor using an account with administrator privileges.

Step2  Enter network settings mode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Step3  Change the number of seconds of the FTP timeout.

sensor (config-hos-net) # ftp-timeout 500

Step4  Verify the FTP timeout change.

sensor (config-hos-net) # show settings
network-settings

host-ip: 192.0.2.1/24,192.0.2.2

default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0
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ftp-timeout: 500 seconds default: 300
login-banner-text: <defaulted>

sensor (config-hos-net) #

Step5  Change the value back to the default.

sensor (config-hos-net) # default ftp-timeout

Step6  Verify the value has been set back to the default.

sensor (config-hos-net) # show settings
network-settings

host-ip: 192.0.2.1/24,192.0.2.2

default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Step7  Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Step8  Press Enter to apply the changes or enter no to discard them.

Adding a Login Banner

Use the login-banner-text text_message command to add a login banner that the user sees during login.
There is no default. When you want to start a new line in your message, press Ctrl-V Enter.

To add a login banner, follow these steps:

Step1  Log in to the sensor using an account with administrator privileges.
Step2  Enter network settings mode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Step3  Add the banner login text.

sensor (config-hos-net)# login-banner-text This is the banner login text message.

Step4  Verify the banner login text message.

sensor (config-hos-net)# show settings
network-settings
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host-ip: 192.0.2.1/24,192.0.2.2

default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>

login-banner-text: This is the banner login text message.

sensor (config-hos-net) #

Step5  To remove the login banner text, use the no form of the command.

sensor (config-hos-net)# no login-banner-text

Step6  Verify the login text has been removed.

sensor (config-hos-net)# show settings
network-settings

host-ip: 192.0.2.1/24,192.0.2.2
default: 192.168.1.2/24,192.168.1.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: default:

sensor (config-hos-net) #

Step7  Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Step8  Press Enter to apply the changes or enter no to discard them.

Configuring the DNS and Proxy Servers for Global Correlation and Automatic

Update

Use the http-proxy, dns-primary-server, dns-secondary-server, and dns-tertiary-server commands
in network-settings submode to configure servers to support the automatic update and global correlation

features.

You must configure either an HTTP proxy server or DNS server to support automatic update and global
correlation. You may need a proxy server to download automatic update and global correlation updates
if you use proxy in your network. If you are using a DNS server, you must configure at least one DNS
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server and it must be reachable for automatic update and global correlation updates to be successful. You
can configure other DNS servers as backup servers. DNS queries are sent to the first server in the list. If
it is unreachable, DNS queries are sent to the next configured DNS server.

A

Caution  For automatic and global correlation updates to function, you must have either a DNS server or an HTTP
proxy server configured at all times.

A

Caution = DNS resolution is supported for accessing the global correlation update server as well as www.cisco.com
for automatic updates.

The following options apply:
¢ http-proxy {no-proxy | proxy-sensor}—Configures the HTTP proxy server:
— address ip_address —Specifies the IP address of the HTTP proxy server.
— port port_number —Specifies the port number of the HTTP proxy server.
e dns-primary-server {enabled | disabled}—Enables a DNS primary server:
— address ip_address —Specifies the IP address of the DNS primary server.
¢ dns-secondary-server {enabled | disabled}—Enables a DNS secondary server:
— address ip_address —Specifies the IP address of the DNS secondary server.
¢ dns-tertiary-server {enabled | disabled}—Enables the DNS tertiary server:

— address ip_address —Specifies the IP address of the DNS tertiary server.

Configuring DNS and Proxy Servers for Automatic Update and Global Correlation

To configure DNS and proxy servers to support automatic update and global correlation, follow these
steps:

Step 1 Log in to the sensor using an account with administrator privileges.
Step2  Enter network settings submode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Step3  Enable a proxy or DNS server to support global correlation:

a. Enable a proxy server.

sensor (config-hos-net) # http-proxy proxy-server
sensor (config-hos-net-pro)# address 10.10.10.1

sensor (config-hos-net-pro)# port 65
sensor (config-hos-net-pro) #

b. Enable a DNS server.

sensor (config-hos-net) # dns-primary-server enabled
sensor (config-hos-net-ena)# address 10.10.10.1
sensor (config-hos-net-ena) #

Step4  Verify the settings.

sensor (config-hos-net)# show settings
network-settings

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Step 5

Step 6

host-ip: 10.89.147.24/25,10.89.147.126 default: 192.168.1.2/24,192.168.1.1

host-name: sensor <defaulted>
telnet-option: enabled default: disabled
sshvl-fallback: disabled default: disabled
access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0
ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>
dns-primary-server

address: 10.10.10.1

address: 10.10.10.1
port: 65

sensor (config-hos-net) #

Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

For the procedure for configuring automatic update, see Configuring Automatic Upgrades,
page 21-8.

For more information on global correlation features, see Chapter 10, “Configuring Global
Correlation.”
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)

Note

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Changing Network Settings

The IPS supports managing both SSHv1 and SSHv2. The default is SSHv2, but you can configure the

sensor to fallback to SSHv1 if the peer client/server does not support SSHv2

Use the sshv1-fallback {enabled | disabled} command in the service host submode to enable the sensor
to fall back to SSH protocol version 1. Fallback to SSHv1 is provided in case the peer client/server does

not support SSHv2. SSHv2 is the default SSH version.
To enable or disable SSHv1 fallback, follow these steps:

Log in to the sensor using an account with administrator privileges.

Enter network settings mode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # network-settings

Enable Telnet services.

sensor (config-hos-net) # sshvl-fallback enabled
sensor (config-hos-net) #

Verify that SSHv1 fallback is enabled.

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.106.164.52/24,10.106.164.1 default:
host-name: p32-ips4240-52 default: sensor
telnet-option: enabled default: disabled
sshvl-fallback: enabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: mmmm default:
sensor (config-hos-net) #

Exit network settings mode.

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

192.168.1.2/24,192.168.1.1

For more information about configuring SSH, see Configuring SSH, page 3-45.
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Changing the CLI Session Timeout

Use the cli-inactivity-timeout command in the service authentication submode to change the number of
seconds that the CLI waits before timing out. Setting the CLI session timeout increases the security of a
CLI session. The default is O seconds, which means that it is an unlimited value and thus will never time

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

out. The valid range is 0 to 100,000 minutes.

To change the CLI session timeout, follow these steps:

Log in to the sensor using an account with administrator privileges.

Enter authentication mode.

sensor# configure terminal
sensor (config)# service authentication

Change the number of seconds of the CLI session timeout.

sensor (config-aut)# cli-inactivity-timeout 5000

Verify the CLI session timeout change.

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
password-strength

8-64 <defaulted>

0 <defaulted>

uppercase-min: 0 <defaulted>

lowercase-min: 0 <defaulted>

other-min: 0 <defaulted>

0 <defaulted>

size:
digits-min:

number-old-passwords:

true <defaulted>
5000 default: 0

permit-packet-logging:
cli-inactivity-timeout:
sensor (config-aut) #

Change the value back to the default.

sensor (config-aut) # default cli-inactivity-timeout

Verify the value has been set back to the default.

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
password-strength

8-64 <defaulted>

0 <defaulted>

uppercase-min: 0 <defaulted>

lowercase-min: 0 <defaulted>

other-min: 0 <defaulted>

0 <defaulted>

size:
digits-min:

number-old-passwords:

true <defaulted>
0 <defaulted>

permit-packet-logging:
cli-inactivity-timeout:
sensor (config-aut) #

Exit authentication mode.

sensor (config-aut) # exit
Apply Changes:?[yes]:
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Step 8

Changing Web Server Settings

Press Enter to apply the changes or enter no to discard them.

Changing Web Server Settings

N

Note

The default web server port is 443 if TLS is enabled and 80 if TLS is disabled.

After you run the setup command, you can change the following web server settings: the web server port,
whether TLS encryption is being used, the HTTP server header message, restriction of TLS client
ciphers, web session inactivity timeout, and logging of web session inactivity timeouts.

HTTP is the protocol that web clients use to make requests from web servers. The HTTP specification
requires a server to identify itself in each response. Attackers sometimes exploit this protocol feature to
perform reconnaissance. If the IPS web server identified itself by providing a predictable response, an
attacker might learn that an IPS sensor is present.

We recommend that you not reveal to attackers that you have an IPS sensor. Change the server-id to
anything that does not reveal any information, especially if your web server is available to the Internet.
For example, if you forward a port through a firewall so you can monitor a sensor remotely, you need to
set the server-id.

The following options apply:
e enable-tls {false | true}—Enables encryption (TLSv1) on the system. The default is enabled.

¢ enable-websession-inactivity-timeout-logging {false | true}—Enables logging for web session
inactivity timeouts. The default is disabled.

e port port_number—Specifies the port on which the web server listens for connections. The valid
range is 1 to 65535. The default is 443.

e server-id server_id—Specifies the textual message the web server returns in the HTTP Server
header. The default is HTTP/1.1 compliant configurable-service.

¢ tls-client-ciphers-restriction {false | true}—Enables the client to use only restricted mode ciphers;
disabling allows all ciphers. The default is enabled. When IPS acts as a TLS client, you can
configure restriciton on the TLS ciphers.

N

Note Changes take place for the next sessions only. The current web session is not affected.

When enabled, the client can use the following restricted ciphers:
- TLS_RSA_WITH_AES_128_CBC_SHA
- TLS_RSA_WITH_AES_256_CBC_SHA
- TLS_DHE_RSA_WITH_AES_128_CBC_SHA
- TLS_DHE_RSA_WITH_AES_256_CBC_SHA
When disabled, the client can use the following ciphers:
- TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
- TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
- TLS_DHE_RSA_WITH_AES_256_CBC_SHA
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Step 1
Step 2

Step 3

Step 4

- TLS_DHE_DSS_WITH_AES_256_CBC_SHA

- TLS_RSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

- TLS_ECDH_RSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
- TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
- TLS_ECDHE_RSA_WITH_3DES_EDE _CBC_SHA
- TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
- TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
- TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

- TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

- TLS_RSA_WITH_3DES_EDE_CBC_SHA

- TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

- TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

- TLS_DHE_RSA_WITH_AES_128_CBC_SHA

- TLS_DHE_DSS_WITH_AES_128_CBC_SHA

- TLS_RSA_WITH_AES_128_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

- TLS_ECDH_RSA_WITH_AES_128_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
- TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA

¢ websession-inactivity-timeout seconds—Specifies the duration in seconds at which inactive web
sessions time out. The valid range is 600 to 3600 seconds. The default is 3600 seconds.

To change the web server settings, follow these steps:

Log in to the sensor using an account with administrator privileges.
Enter web server mode.

sensor# configure terminal
sensor (config)# service web-server

Change the port number.

sensor (config-web) # port 8080

If you change the port number from the default of 443 to 8080, you receive this message:

Warning: The web server’s listening port number has changed from 443 to 8080. This change

will not take effect until the web server is re-started

Enable TLS.

sensor (config-web) # enable-tls true
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If you disable TLS, you receive this message:

Warning: TLS protocol support has been disabled. This change will not take effect until
the web server is re-started.

Step5  Change the HTTP server header.

sensor (config-web) # server-id Nothing to see here. Move along.

Step6  Specify the web session inactivity timeout.

sensor (config-web) # websession-inactivity-timeout 800

Step7  Turn on logging for web session inactivity timeouts.

sensor (config-web) # enable-websession-inactivity-timeout-logging true

Step8  Turn on TLS client ciphers restriction.

sensor (config-web)# tls-client-ciphers-restriction enable

Step9  Verify the web server changes.

sensor (config-web) # show settings
enable-tls: true default: true
port: 8080 default: 443
server-id: Nothing to see here. Move along. default: HTTP/1.1 compliant
configurable-service (min: 0, max: 99, current: 0)

websession-inactivity-timeout: 800 default: 3600
enable-websession-inactivity-timeout-logging: true default: false
tls-client-ciphers-restriction: enable default: enable

sensor (config-web) #

Step10 To revert to the defaults, use the default form of the commands.

sensor (config-web) # default port
sensor (config-web) # default enable-tls
sensor (config-web) # default server-id

Step 11 Verify the defaults have been replaced.

sensor (config-web) # show settings
enable-tls: true <defaulted>
port: 443 <defaulted>
server-id: HTTP/1.1 compliant <defaulted>
configurable-service (min: 0, max: 99, current: 0)

websession-inactivity-timeout: 3600 <defaulted>
enable-websession-inactivity-timeout-logging: false <defaulted>
tls-client-ciphers-restriction: enable <defaulted>

sensor (config-web) #

Step 12  Exit web server submode.

sensor (config-web) # exit
Apply Changes:?[yes]:

Step13  Press Enter to apply the changes or enter no to discard them.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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)

Note  If you change the port or enable TLS settings, you must reset the sensor to make the web server uses the
new settings.

For More Information
e For the procedure for enabling SSHv1 fallback, see Enabling SSHv1 Fallback, page 3-13.

e For the procedure for resetting the appliance, see Resetting the Appliance, page 17-44.

e For the procedure for resetting the ASA 5500-X IPS SSP, see Reloading, Shutting Down, Resetting,
and Recovering the ASA 5500-X IPS SSP, page 18-11.

e For the procedure for resetting the ASA 5585-X IPS SSP, see Reloading, Shutting Down, Resetting,
and Recovering the ASA 5585-X IPS SSP, page 19-11.

Configuring Authentication and User Parameters

The following section explains how to create users, configure RADIUS authentication, create the service
account, configure passwords, specify privilege level, view a list of users, configure password policy,
and lock and unlock user accounts. It contains the following topics:

¢ Adding and Removing Users, page 3-18

e Configuring Authentication, page 3-20

¢ Configuring Packet Command Restriction, page 3-26

¢ Creating the Service Account, page 3-28

e The Service Account and RADIUS Authentication, page 3-29
e RADIUS Authentication Functionality and Limitations, page 3-29
e Configuring Passwords, page 3-29

e Changing User Privilege Levels, page 3-30

e Showing User Status, page 3-31

¢ Configuring the Password Policy, page 3-32

e Locking User Accounts, page 3-33

e Unlocking User Accounts, page 3-34

Adding and Removing Users

Use the username command to create users on the local system. You can add a new user, set the privilege
level—administrator, operator, viewer—and set the password for the new user. Use the no form of this
command to remove a user from the system. This removes the user from CLI and web access.

Caution = The username command provides username and password authentication for login purposes only. You
cannot use this command to remove a user who is logged in to the system. You cannot use this command
to remove yourself from the system.
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If you do not specify a password, the system prompts you for one. Use the password command to change
the password for existing users. Use the privilege command to change the privilege for existing users.

The username follows the pattern "[A-Za-z0-9()+:,_/-]+$, which means the username must start with a
letter or number, and can include any letter A to Z (capital or small), any number O to 9, - and _, and can
contain 1 to 64 characters. A valid password is 8 to 32 characters long. All characters except space are
allowed.

You receive the following error messages if you do not create a valid password:

® Error: setEnableAuthenticationTokenStatus : The password is too short.

® Error: setEnableAuthenticationTokenStatus : Failure setting the account’s password:
it does not contain enough DIFFERENT characters

Note  You cannot use the privilege command to give a user service privileges. If you want to give an existing
user service privileges, you must remove that user and then use the username command to create the
service account.

To add and remove users, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.

Step2  Enter configuration mode.

sensor# configure terminal

Step3  Specify the parameters for the user.
sensor (config)# username username password password privilege

administrator/operator/viewer

For example, to add the user “tester” with a privilege level of administrator and the password
“testpassword,” enter the following command:

~

Note  If you do not want to see the password in clear text, wait for the password prompt. Do not enter
the password along with the username and privilege.

sensor (config)# username tester privilege administrator
Enter Login Password: ****xkkkkxxx

Re-enter Login Password: ****x*kxkkxx

sensor (config) #

N

Note If you do not specify a privilege level for the user, the user is assigned the default viewer
privilege.

Step4  Verify that the user has been added. A list of users is displayed.

sensor (config) # exit
sensor# show users all

CLI ID User Privilege

* 13491 cisco administrator
jsmith operator
jtaylor service
jroberts viewer

sensor#
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Step5 To remove a user, use the no form of the command.

sensor# configure terminal
sensor (config)# no username jsmith

~

Note  You cannot use this command to remove yourself from the system.

Step 6 Verify that the user has been removed. The user jsmith has been removed.

sensor (config) # exit
sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
jtaylor service
jroberts viewer
sensor#

For More Information

e For the procedure for creating the service account, see Creating the Service Account, page 3-28.

¢ For the procedure for configuring local or RADIUS authentication, see Configuring Authentication,
page 3-20.

Configuring Authentication
A

Caution = Make sure you have a RADIUS server already configured before you configure RADIUS authentication
on the sensor. IPS has been tested with CiscoSecure ACS 4.2 and 5.1 servers. Refer to your RADIUS
server documentation for information on how to set up a RADIUS server.

You can create and remove users from the local sensor. You can only modify one user account at a time.
Each user is associated with a role that controls what that user can and cannot modify. The requirements
that must be used for user passwords are set with the password command.

Users are authenticated through AAA either locally or through RADIUS servers. Local authentication
is enabled by default. You must configure RADIUS authentication before it is active.

You must specify the user role that is authenticated through RADIUS either by configuring the user role
on the RADIUS server or specifying a default user role. The username and password are sent in an
authentication request to the configured RADIUS server. The response of the server determines whether
the login is authenticated.

Note  If the sensor is not configured to use a default user role and the sensor user role information in not in the
Accept Message of the CiscoSecure ACS server, the sensor rejects RADIUS authentication even if the
CiscoSecure ACS server accepts the username and password.

You can configure a primary RADIUS server and a secondary RADIUS server. The secondary RADIUS
server authenticates and authorizes users if the primary RADIUS server is unresponsive.
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You can also configure the sensor to use local authentication (local fallback) if no RADIUS servers are
responding. In this case, the sensor authenticates against the locally configured user accounts. The
sensor will only use local authentication if the RADIUS servers are not available, not if the RADIUS
server rejects the authentication requests of the user. You can also configure how users connected
through the console port are authenticated—through local user accounts, through RADIUS first and if
that fails through local user accounts, or through RADIUS alone.

To configure a RADIUS server, you must have the IP address, port, and shared secret of the RADIUS
server. You must also either have the NAS-ID of the RADIUS server, or have the RADIUS server
configured to authenticate clients without a NAS-ID or with the default IPS NAS-ID of cisco-ips.

Enabling RADIUS authentication on the sensor does not disconnect already established connections.
RADIUS authentication is only enforced for new connections to the sensor. Existing CLI, IDM, and IME
connections remain established with the login credentials used prior to configuring RADIUS
authentication. To force disconnection of these established connections, you must reset the sensor after
RADIUS is configured.

RADIUS Authentication Options

Use the aaa command in service aaa submode to configure either local authentication or authentication
using a RADIUS server.

The following options apply:

¢ local—Lets you specify local authentication. To continue to create users, use the password
command.

e radius—Lets you specify RADIUS as the method of authentication:

- nas-id—Identifies the service requesting authentication. The value can be no nas-id, cisco-ips,
or a NAS-ID already configured on the RADIUS server. The default is cisco-ips.

— default-user-role—Lets you assign a default user role on the sensor that is only applied when
there is NOT a Cisco av pair specifying the user role. The value can be unspecified, viewer,
operator, or administrator. Service cannot be the default user role. The default is unspecified.

If you do not want to configure a default user role on the sensor that is applied in the absence
of a Cisco av pair, you need to configure the Cisco IOS/PIX 6.x RADIUS Attributes [009\001]
cisco-av-pair under the group or user profile with one of the following options:
ips-role=viewer, ips-role=operator, ips-role=administrator, ips-role=service, or
ips-role=unspecified. The default is ips-role=unspecified.

~

Note If the sensor is not configured to use a default user role and the sensor user role
information in not in the Accept Message of the CiscoSecure ACS server, the sensor
rejects RADIUS authentication even if the CiscoSecure ACS server accepts the
username and password.

Note  The default user role is used only when the user has not been configured with a specific
role on the ACS server. Local users are always configured with a specific role so the
default user role will never apply to locally authenticated users.

— local-fallback {enabled | disabled}—Lets you default to local authentication if the RADIUS
servers are not responding. The default is enabled.
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e primary-server—Lets you configure the main RADIUS server:
- server-address—IP address of the RADIUS server.
- server-port—Port of the RADIUS server. If not specified, the default RADIUS port is used.

— timeout (seconds)—Specifies the number of seconds the sensor waits for a response from a
RADIUS server before it considers the server to be unresponsive.

— shared-secret—The secret value configured on the RADIUS server. You must obtain the secret
value of the RADIUS server to enter with the shared-secret command.

~
Note  You must have the same secret value configured on both the RADIUS server and the IPS

sensor so that the server can authenticate the requests of the client and the client can
authenticate the responses of the server.

e secondary-server {enabled | disabled}— (Optional) Lets you configure a secondary RADIUS
server:

server-address—IP address of the RADIUS server.
- server-port—Port of the RADIUS server. If not specified, the default RADIUS port is used.

- timeout (seconds)—Specifies the number of seconds the sensor waits for a response from a
RADIUS server before it considers the server to be unresponsive.

— shared-secret—The secret value configured on the RADIUS server. You must obtain the secret
value of the RADIUS server to enter with the shared-secret command.

~
Note  You must have the same secret value configured on both the RADIUS server and the IPS

sensor so that the server can authenticate the requests of the client and the client can
authenticate the responses of the server.

¢ console-authentication—Lets you choose how users connected through the console port are
authenticated:

— local—Users connected through the console port are authenticated through local user accounts.

- radius-and-local—Users connected through the console port are authenticated through
RADIUS first. If RADIUS fails, local authentication is attempted. This is the default.

- radius—Users connected through the console port are authenticated by RADIUS. If you also
have local-fallback enabled, users can also be authenticated through the local user accounts.

Configuring Local or RADIUS Authentication

Caution = Make sure you have a RADIUS server already configured before you configure RADIUS authentication
on the sensor. IPS has been tested with CiscoSecure ACS 4.2 and 5.1 servers. Refer to your RADIUS
server documentation for information on how to set up a RADIUS server.
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Enabling RADIUS authentication on the sensor does not disconnect already established connections.
RADIUS authentication is only enforced for new connections to the sensor. Existing CLI, IDM, and IME
connections remain established with the login credentials used prior to configuring RADIUS
authentication. To force disconnection of these established connections, you must reset the sensor after
RADIUS is configured.

To configure local or RADIUS AAA authentication on the sensor, follow these steps:

Log in to the CLI using an account with administrator privileges.
Enter configuration mode.

sensor# configure terminal

Enter AAA submode.

sensor (config) # service aaa
sensor (config-aaa) #

Configure local authentication. To continue to create users on the local system, enter yes to save your
configuration, and use the username command in configure terminal mode. To configure AAA RADIUS
authentication, go to Step 5.

sensor (config-aaa)# aaa local

sensor (config-aaa)# exit
Apply Changes?[yes]:yes

Configure AAA RADIUS authentication:
a. Enter RADIUS authentication submode.

sensor (config-aaa)# aaa radius
sensor (config-aaa-rad) #

b. Enter the Network Access ID. The NAS-ID is an identifier that clients send to servers to
communicate the type of service they are attempting to authenticate. The value can be no nas-id,
cisco-ips, or a NAS-ID already configured on the RADIUS server. The default is cisco-ips.

sensor (config-aaa-rad) # nas-id cisco-ips
sensor (config-aaa-rad) #

c. (Optional) Configure a default user role if you are not configuring a Cisco av pair. You can configure
a default user role on the sensor that is only applied when there is NOT a Cisco av pair specifying
the user role. The values are unspecified, viewer, operator, or administrator. The default is
unspecified.

sensor (config-aaa-rad) # default-user-role operator
sensor (config-aaa-rad) #

S

Note  Service cannot be the default role.

d. Configure a Cisco av pair. If you do not want to configure a default user role on the sensor that is
applied in the absence of a Cisco av pair, you need to configure the Cisco IOS/PIX 6.x RADIUS
Attributes [009\001] cisco-av-pair under the group or user profile with one of the following options:

— ips-role=viewer

— ips-role=operator

[ oL-29168-01
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— ips-role=administrator

— ips-role=service

N

Note  If the sensor is not configured to use a default user role and the sensor user role
information in not in the Accept Message of the CiscoSecure ACS server, the sensor
rejects RADIUS authentication even if the CiscoSecure ACS server accepts the
username and password.

Note  The default user role is used only when the user has not been configured with a specific
role on the ACS server. Local users are always configured with a specific role so the
default user role will never apply to locally authenticated users.

e. Configure the sensor to switch over to local authentication if the RADIUS server becomes
unresponsive.

sensor (config-aaa-rad) # local-fallback enabled
sensor (config-aaa-rad) #

Step6  Configure the primary RADIUS server:
a. Enter primary server submode.

sensor (config-aaa-rad) # primary-server
sensor (config-aaa-rad-pri) #

b. Enter the RADIUS server IP address.

sensor (config-aaa-rad-pri)# server-address 10.1.2.3
sensor (config-aaa-rad-pri) #
c. Enter the RADIUS server port. If not specified, the default RADIUS port is used.
sensor (config-aaa-rad-pri)# server-port 1812
sensor (config-aaa-rad-pri) #
d. Enter the amount of time in seconds you want to wait for the RADIUS server to respond.
sensor (config-aaa-rad-pri)# time-out 5

sensor (config-aaa-rad-pri)#

e. Enter the secret value that you obtained from the RADIUS server. The shared secret is a piece of
data known only to the parties involved in a secure communication.

sensor (config-aaa-rad-pri)# shared-secret kkkk
sensor (config-aaa-rad-pri)#

~

Note  You must have the same secret value configured on both the RADIUS server and the IPS
sensor so that the server can authenticate the requests of the client and the client can
authenticate the responses of the server.

Step7  (Optional) Enable a secondary RADIUS server to perform authentication in case the primary RADIUS
server is not responsive:

a. Enter secondary server submode.

sensor (config-aaa-rad) # secondary-server enabled
sensor (config-aaa-rad-sec) #
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Step 9

b. Enter the IP address of the second RADIUS server.

Configuring Authentication and User Parameters

sensor (config-aaa-rad-sec)# server-address 10.4.5.6

sensor (config-aaa-rad-sec) #

c. Enter the RADIUS server port. If not specified, the default RADIUS port is used.

sensor (config-aaa-rad-sec)# server-port 1812

sensor (config-aaa-rad-sec) #

d. Enter the amount of time in seconds you want to wait for the RADIUS server to respond.

sensor (config-aaa-rad-sec)# time-out 8
sensor (config-aaa-rad-sec) #

e. Enter the secret value you obtained for this RADIUS server. The shared secret is a piece of data

known only to the parties involved in a secure communication.

sensor (config-aaa-rad-sec)# shared-secret yyyyy

sensor (config-aaa-rad-sec) #

~

Note

You must have the same secret value configured on both the RADIUS server and the IPS

sensor so that the server can authenticate the requests of the client and the client can

authenticate the responses of the server.

Specify the type of console authentication.

sensor (config-aaa-rad) # console-authentication radius-and-local

sensor (config-aaa-rad) #

You can choose local, local and RADIUS, or RADIUS.

Verify the settings:

sensor (config-aaa-rad) # show settings
radius

server-address: 10.1.2.3
server-port: 1812 <defaulted>
shared-secret: kkkk

timeout: 3 <defaulted>

server-address: 10.4.5.6
server-port: 1816 default: 1812
shared-secret: yyvyvyy

timeout: 8 default: 3

nas-id: cisco-ips default: cisco-ips
local-fallback: enabled default: enabled

console-authentication: radius-and-local <defaulted>

default-user-role: operator default: unspecified

sensor (config-aaa-rad) #

[ oL-29168-01
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Step 10 Exit AAA mode.

sensor (config-aaa-rad) # exit
sensor (config-aaa)# exit
Apply Changes:?[yes]:

Step 11 Press Enter to apply the changes or enter no to discard them.

For More Information
e For the procedure for adding and removing users, see Adding and Removing Users, page 3-18.
e For the procedure for configuring passwords, see Configuring Passwords, page 3-29.
e For the procedure for specifying password requirements, see Configuring the Password Policy,
page 3-32.

e For detailed information on RADIUS and the service account, see The Service Account and
RADIUS Authentication, page 3-29.

Configuring Packet Command Restriction

Use the permit-packet-logging command to restrict the use of packet capture-related
commands—packet capture/display and IP logging—for local and AAA RADIUS users. The default is
to permit packet capture/display and IP log commands. Local users with the correct permissions can use
the packet capture/display and IP log commands. AAA RADIUS users with the correct av-pair can use
the packet capture/display and IP log commands.

Note [P log actions configured for signatures are not impacted by the packet command restriction feature.

When you modify the packet command restriction option, you receive the following warning:

Modified packet settings would take effect only for new sessions, existing sessions will
continue with previous settings.

The following options apply:

e permit-packet-logging true—Allows users to execute packet-related commands based on privilege
level.

e permit-packet-logging false—Restricts all users from executing any packet-related commands.

AAA RADIUS Users

AAA RADIUS users with the correct av-pair are authorized to execute packet capture/display and IP
logging commands. RADIUS users with no av-pair value are restricted. The correct av-pair,
permit-packet-logging=true, allows users to execute packet-related commands based on privilege
level. This av-pair is in addition to the authentication role related av-pair:

® ips-role=viewer
e ips-role=operator
¢ ips-role=administrator

¢ ips-role=service
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Status Events
As part of the packet command restriction option, status events are triggered for the following actions:

¢ When an administrator enables or disables the packet command restriction.
e When an authorized user executes any of the restricted commands.
e When an unauthorized user executes any of the restricted commands.

To permit or restrict packet command restrictions, follow these steps:

Log in to the sensor using an account with administrator privileges.

Enter authentication submode.

sensor# configure terminal
sensor (config)# service authentication
sensor (config-aut) #

Allow AAA RADIUS users with the correct av-pair (permit-packet-logging=true) and local users with
the correct privilege levels to execute all packet capture/display and IP log commands.

sensor (config-aut) # permit-packet-logging true

~

Note  Existing CLI sessions are not affected by the changes made in restriction settings.

Check your new setting.

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
password-strength
size: 8-64 <defaulted>
digits-min: 0 <defaulted>
uppercase-min: 0 <defaulted>
lowercase-min: 0 <defaulted>
other-min: 0 <defaulted>
number-old-passwords: 0 <defaulted>
permit-packet-logging: true default: true
cli-inactivity-timeout: 0 <defaulted>
sensor (config-aut) #

Restrict all users from executing packet capture/display and IP log commands.

sensor (config-aut)# permit-packet-logging false

Check your new setting.

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
password-strength
size: 8-64 <defaulted>
digits-min: 0 <defaulted>
uppercase-min: 0 <defaulted>
lowercase-min: 0 <defaulted>
other-min: 0 <defaulted>
number-old-passwords: 0 <defaulted>
permit-packet-logging: false default: true
cli-inactivity-timeout: 0 <defaulted>
sensor (config-aut) #

[ oL-29168-01
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Step7  Exit authentication mode.

sensor (config-aut) # exit
Apply Changes:?[yes]:

Step8  Press Enter to apply the changes or enter no to discard them.

Creating the Service Account

You can create a service account for TAC to use during troubleshooting. Although more than one user
can have access to the sensor, only one user can have service privileges on a sensor. The service account
is for support purposes only.

The root user password is synchronized to the service account password when the service account is
created. To gain root access you must log in with the service account and switch to user root with the
su - root command.

A

Caution Do not make modifications to the sensor through the service account except under the direction of TAC.
If you use the service account to configure the sensor, your configuration is not supported by TAC.
Adding services to the operating system through the service account affects proper performance and
functioning of the other IPS services. TAC does not support a sensor on which additional services have
been added.

Caution  You should carefully consider whether you want to create a service account. The service account
provides shell access to the system, which makes the system vulnerable. However, you can use the
service account to create a password if the administrator password is lost. Analyze your situation to
decide if you want a service account existing on the system.

Note  For IPS 5.0 and later, you can no longer remove the cisco account. You can disable it using the no
password cisco command, but you cannot remove it. To use the no password cisco command, there
must be another administrator account on the sensor. Removing the cisco account through the service
account is not supported. If you remove the cisco account through the service account, the sensor most
likely will not boot up, so to recover the sensor you must reinstall the sensor system image.

To create the service account, follow these steps:

Step1  Log in to the CLI using an account with administrator privileges.
Step2  Enter configuration mode.
sensor# configure terminal
Step3  Specify the parameters for the service account. The username follows the pattern

NA-Za-z0-90)+:,_/-1+$, which means the username must start with a letter or number, and can include
any letter A to Z (capital or small), any number O to 9, - and _, and can contain 1 to 64 characters.

sensor (config)# user username privilege service
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Specify a password when prompted. A valid password is 8 to 32 characters long. All characters except
space are allowed. If a service account already exists for this sensor, the following error is displayed and
no service account is created.

Error: Only one service account may exist

Exit configuration mode.

sensor (config) # exit
sensor#

When you use the service account to log in to the CLI, you receive this warning.

R R R R R R R R WARNING khkhkkhhhhhhhhhhhhhhhhhhhhhhhkhhhhhkdddddddddddddddddhdddxx*x

UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. This account is intended to be
used for support and troubleshooting purposes only. Unauthorized modifications are not

supported and will require this device to be reimaged to guarantee proper operation.
R R R SRS S S S S S S SRR SR RS EREEEEE SRS SRR RS EESE RS R RS R R R SRR EEEEEEEEEEEEEEEEEEEEE]

The Service Account and RADIUS Authentication

If you are using RADIUS authentication and want to create and use a service account, you must create
the service account both on your sensor and on the RADIUS server. You must use local authentication
to access the service account on the sensor. The service account must be created manually as a local
account on the sensor. Then when you configure RADIUS authentication, the service account must also
be configured manually on the RADIUS server with the accept message set to ip-role=service.

When you log in to the service account, you are authenticated against both the sensor account and the
RADIUS server account. By whatever method you use to access the service account—serial console
port, direct monitor/keyboard (for sensors that support it), or a network connection, such as SSH or
Telnet—you have to log in using local authentication.

RADIUS Authentication Functionality and Limitations

The current AAA RADIUS implementation has the following functionality and limitations:

e Authentication with a RADIUS server—However, you cannot change the password of the RADIUS
server from the IPS.

e Authorization—You can perform role-based authorization by specifying the IPS role of the user on
the RADIUS server.

e Accounting—The login attempts of the user and the configuration changes are logged as events
locally on the IPS. However, these account messages are not communicated to the RADIUS server.

Configuring Passwords

Use the password command to update the password on the local sensor. You can also use this command
to change the password for an existing user or to reset the password for a locked account. A valid
password is 8 to 32 characters long. All characters except space are allowed.

[ oL-29168-01
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To change the password, follow these steps:

Step 1 To change the password for another user or reset the password for a locked account, follow these steps:
a. Login to the CLI using an account with administrator privileges.
b. Enter configuration mode.

sensor# configure terminal

c. Change the password for a specific user. This example modifies the password for the user “tester.”
sensor (config)# password tester
Enter New Login Password: ******
Re-enter New Login Password: ****#*%
Step2  To change your password, follow these steps:
a. Login to the CLIL
b. Enter configuration mode.

sensor# configure terminal

¢. Change your password.

sensor (config) # password

Enter 0ld Login Password:****x*&xkkx*
Enter New Login Password: ****kx*xkkxk%
Re-enter New Login Password: ****x*&xkdxx

For More Information

For the procedures for recovering sensor passwords, see Recovering the Password, page 17-2.

Changing User Privilege Levels
~

Note  You cannot use the privilege command to give a user service privileges. If you want to give an existing

user service privileges, you must remove that user and then use the username command to create the
service account. There can only be one person with service privileges.

Use the privilege command to change the privilege level—administrator, operator, viewer—for a user.

To change the privilege level for a user, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Verify the current privilege of the user jsmith.

sensor# show users all

CLI ID User Privilege

* 13491 cisco administrator
jsmith viewer
operator operator
service service
viewer viewer

sensor#
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Step3  Change the privilege level from viewer to operator.

sensor# configure terminal

sensor (config)# privilege user jsmith operator

Warning: The privilege change does not apply to current CLI sessions. It will be applied
to subsequent logins.

sensor (config) #

Step4  Verify that the privilege of the user has been changed. The privilege of the user jsmith has been changed
from viewer tO operator.

sensor (config) # exit
sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
jsmith operator
operator operator
service service
viewer viewer

sensor#

Step5  Display your current level of privilege.

sensor# show privilege
Current privilege level is administrator

For More Information

For the procedure for creating the service account, see Creating the Service Account, page 3-28.

Showing User Status
~

Note  All IPS platforms allow ten concurrent log in sessions.

Use the show users command to view information about the username and privilege of all users logged
in to the sensor, and all user accounts on the sensor regardless of login status. An asterisk (¥) indicates
the current user. If an account is locked, the username is surrounded by parentheses. A locked account
means that the user failed to enter the correct password after the configured attempts.

To show user information, follow these steps:

Step1  Log in to the CLI using an account with administrator privileges.
Step2  Verify the users logged in to the sensor.

sensor# show users

CLI ID User Privilege
* 13491 cisco administrator
sensor#

Step 3 Verify all users. The account of the user jsmith is locked.

sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
5824 (jsmith) viewer
Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Step 4

9802 tester operator
sensor#

To unlock the account of jsmith, reset the password.

sensor# configure terminal

sensor (config)# password jsmith
Enter New Login Password: ******
Re-enter New Login Password: ****#*%

Configuring the Password Policy

As sensor administrator, you can configure how passwords are created. All user-created passwords must
conform to the policy that you set up. You can set login attempts and the size and minimum characters
requirements for a password. The minimum password length is eight characters. If you forget your
password, there are various ways to recover the password depending on your sensor platform.

Caution

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

If the password policy includes minimum numbers of character sets, such as upper case or number

characters, the sum of the minimum number of required character sets cannot exceed the minimum
password size. For example, you cannot set a minimum password size of eight and also require that
passwords must contain at least five lowercase and five uppercase characters.

Example

For example, you can set a policy where passwords must have at least 10 characters and no more than
40, and must have a minimum of 2 upper case and 2 numeric characters. Once that policy is set, every
password configured for each user account must conform to this password policy.

To set up a password policy, follow these steps:

Log in to the sensor using an account with administrator privileges.
Enter password strength authentication submode.

sensor# configure terminal
sensor (config)# service authentication
sensor (config-aut) # password-strength

Set the minimum number of numeric digits that must be in a password. The range is 0 to 64.

sensor (config-aut-pas)# digits-min 6

Set the minimum number of nonalphanumeric printable characters that must be in a password. The range
is 0 to 64.

sensor (config-aut-pas)# other-min 3

Set the minimum number of uppercase alphabet characters that must be in a password. The range is 0 to
64.

sensor (config-aut-pas) # uppercase-min 3

Set the minimum number of lower-case alphabet characters that must be in a password.

sensor (config-aut-pas)# lowercase-min 3
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Step7  Set the number of old passwords to remember for each account. A new password cannot match any of
the old passwords of an account.

sensor (config-aut-pas)# number-old-passwords 3

Step8  Check your new setting.

sensor (config-aut-pas)# show settings
password-strength

size: 8-64 <defaulted>

digits-min: 6 default: 0
uppercase-min: 3 default: 0
lowercase-min: 3 default: 0
other-min: 3 default: 0
number-old-passwords: 3 default: 0

sensor (config-aut-pas) #

For More Information

For the procedures for recovering sensor passwords, see Recovering the Password, page 17-2.

Locking User Accounts

Use the attemptLimit number command in authentication submode to lock accounts so that users cannot
keep trying to log in after a certain number of failed attempts. The default is 0, which indicates unlimited
authentication attempts. For security purposes, you should change this number.

To configure account locking, follow these steps:

Step1  Log in to the sensor using an account with administrator privileges.
Step2  Enter service authentication submode.

sensor# configure terminal
sensor (config) # service authentication

Step3  Set the number of attempts users will have to log in to accounts.

sensor (config-aut)# attemptLimit 3

Step4  Check your new setting.

sensor (config-aut)# show settings
attemptLimit: 3 defaulted: 0
sensor (config-aut) #

Step5  Set the value back to the system default setting.

sensor (config-aut)# default attemptLimit

Step6  Check that the setting has returned to the default.

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
sensor (config-aut) #

Step7  Check to see if any users have locked accounts. The account of the user jsmith is locked as indicated by
the parentheses.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Step 8

~

Note  When you apply a configuration that contains a non-zero value for attemptLimit, a change is
made in the SSH server that may subsequently impact your ability to connect with the sensor.
When attemptLimit is non-zero, the SSH server requires the client to support challenge-response
authentication. If you experience problems after your SSH client connects but before it prompts
for a password, you need to enable challenge-response authentication. Refer to the

documentation for your SSH client for instructions.

sensor (config-aut) # exit
sensor (config) # exit
sensor# show users all

CLI ID User Privilege

* 1349 cisco administrator
5824 (jsmith) viewer
9802 tester operator

To unlock the account of jsmith, reset the password.

sensor# configure terminal

sensor (config) # password jsmith
Enter New Login Password: ******
Re-enter New Login Password: ****#*%

For More Information

For the procedure for unlocking the user accounts, see Unlocking User Accounts, page 3-34.

Unlocking User Accounts

Step 1
Step 2

Step 3

Step 4

Use the unlock user username command in global configuration mode to unlock accounts for users who

have been locked out after a specified number of failed attempts.

To configure account unlocking, follow these steps:

Log in to the sensor using an account with administrator privileges.

Check to see if any users have locked accounts. The account of the user jsmith is locked as indicated by

the parentheses.

sensor# show users all

CLI ID User Privilege

* 1349 cisco administrator
5824 (jsmith) viewer
9802 tester operator

Enter global configuration mode.

sensor# configure terminal
sensor (config) #

Unlock the account.

sensor (config)# unlock user jsmith
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Step5  Check your new setting. The account of the user jsmith is now unlocked as indicated by the lack of

parenthesis.

sensor# show users all
CLI ID User Privilege

* 1349 cisco administrator
5824 jsmith viewer
9802 tester operator

For More Information

For the procedure for locking the user accounts, see Locking User Accounts, page 3-33.

Configuring Time
This section describes the importance of having a reliable time source for the sensor. It contains the
following topics:
e Time Sources and the Sensor, page 3-35
e Synchronizing IPS Module System Clocks with the Parent Device System Clock, page 3-36
e Correcting Time on the Sensor, page 3-36
¢ Configuring Time on the Sensor, page 3-36
e Configuring NTP, page 3-42

Time Sources and the Sensor
A

Note  We recommend that you use an NTP server to regulate time on your sensor. You can use authenticated
or unauthenticated NTP. For authenticated NTP, you must obtain the NTP server IP address, NTP server
key ID, and the key value from the NTP server. You can set up NTP during initialization or you can
configure NTP through the CLI, IDM, IME, or ASDM.

The sensor requires a reliable time source. All events (alerts) must have the correct UTC and local time
stamp, otherwise, you cannot correctly analyze the logs after an attack. When you initialize the sensor,
you set up the time zones and summertime settings. This section provides a summary of the various ways
to set the time on sensors.

The IPS Standalone Appliances

e Use the clock set command to set the time. This is the default.
e Configure the appliance to get its time from an NTP time synchronization source.
N

Note The currently supported Cisco IPS appliances are the IPS 4345, IPS 4360, IPS 4510, and
IPS 4520.
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The ASA IPS Modules

e The ASA 5500-X IPS SSP and ASA 5585-X IPS SSP automatically synchronize their clocks with
the clock in the adaptive security appliance in which they are installed. This is the default.

e Configure them to get their time from an NTP time synchronization source, such as a Cisco router
other than the parent router.

Synchronizing IPS Module System Clocks with the Parent Device System Clock

The ASAIPS modules (ASA 5500 AIP SSM, ASA 5500-X IPS SSP, ASA 5585-XIPS SSP) synchronize
their clocks to the parent chassis clock (switch, router, or adaptive security appliance) each time the IPS
boots up and any time the parent chassis clock is set. The IPS clock and parent chassis clock tend to drift
apart over time. The difference can be as much as several seconds per day. To avoid this problem, make
sure that both the IPS clock and the parent clock are synchronized to an external NTP server. If only the
IPS clock or only the parent chassis clock is synchronized to an NTP server, the time drift occurs.

Correcting Time on the Sensor

If you set the time incorrectly, your stored events will have the incorrect time because they are stamped
with the time the event was created. The Event Store time stamp is always based on UTC time. If during
the original sensor setup, you set the time incorrectly by specifying 8:00 p.m. rather than 8:00 a.m.,
when you do correct the error, the corrected time will be set backwards. New events might have times
older than old events.

For example, if during the initial setup, you configure the sensor as central time with daylight saving
time enabled and the local time is 8:04 p.m., the time is displayed as 20:04:37 CDT and has an offset
from UTC of -5 hours (01:04:37 UTC, the next day). A week later at 9:00 a.m., you discover the error:
the clock shows 21:00:23 CDT. You then change the time to 9:00 a.m. and now the clock shows
09:01:33 CDT. Because the offset from UTC has not changed, it requires that the UTC time now be
14:01:33 UTC, which creates the time stamp problem.

To ensure the integrity of the time stamp on the event records, you must clear the event archive of the
older events by using the clear events command.

)

Note You cannot remove individual events.

Configuring Time on the Sensor

This section describes how to configure time on the sensor so that your events are time-stamped
correctly. It contains the following topics:

e Displaying the System Clock, page 3-37

e Manually Setting the System Clock, page 3-37

e Configuring Recurring Summertime Settings, page 3-38

e Configuring Nonrecurring Summertime Settings, page 3-40

e Configuring Time Zones Settings, page 3-42
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Displaying the System Clock

Step 1
Step 2

Step 3

Step 4

Use the show clock [detail] command to display the system clock. You can use the detail option to
indicate the clock source (NTP or system) and the current summertime setting (if any). The system clock
keeps an authoritative flag that indicates whether the time is authoritative (believed to be accurate). If
the system clock has been set by a timing source, such as NTP, the flag is set.

Table 3-1 lists the system clock flags.

Table 3-1 System Clock Flags
Symbol Description
* Time is not authoritative.
(blank) Time is authoritative.
Time is authoritative, but NTP is not synchronized.

To display the system clock, follow these steps:

Log in to the CLI.
Display the system clock.

sensor# show clock
*19:04:52 UTC Thu Apr 03 2008

Display the system clock with details. The following example indicates that the sensor is getting its time
from NTP and that is configured and synchronized.

sensor# show clock detail

20:09:43 UTC Thu Apr 03 2011

Time source is NTP

Summer time starts 03:00:00 UTC Sun Mar 09 2011
Summer time stops 01:00:00 UTC Sun Nov 02 2011

Display the system clock with details. The following example indicates that no time source is configured.

sensor# show clock detail

*20:09:43 UTC Thu Apr 03 2011

No time source

Summer time starts 03:00:00 UTC Sun Mar 09 2011
Summer time stops 01:00:00 UTC Sun Nov 02 2011

Manually Setting the System Clock

N

Note

You do not need to set the system clock if your sensor is synchronized by a valid outside timing
mechanism such as an NTP clock source.

[ oL-29168-01

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS7.2 g

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter3  Setting Up the Sensor |

W Configuring Time

Step 1
Step 2

Use the clock set hh:mm [:ss] month day year command to manually set the clock on the appliance. Use
this command if no other time sources are available. The clock set command does not apply to the
following platforms, because they get their time from the adaptive security appliance in which they are
installed:

¢ ASA 5500-X IPS SSP
¢ ASA 5585-X IPS SSP

To manually set the clock on the appliance, follow these steps:

Log in to the CLI using an account with administrator privileges.
Set the clock manually.

sensor# clock set 13:21 Mar 29 2011

~

Note The time format is 24-hour time.

Configuring Recurring Summertime Settings

)

Note

Step 1
Step 2

Step 3

Step 4

Summertime is a term for daylight saving time.

Use the summertime-option recurring command to configure the sensor to switch to summertime
settings on a recurring basis. The default is recurring.

To configure the sensor to switch to summertime settings on a recurring basis, follow these steps:

Log in to the sensor using an account with administrator privileges.
Enter summertime recurring submode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos)# summertime-option recurring

Enter start summertime submode.

sensor (config-hos-rec)# start-summertime

Configure the start summertime parameters:
a. Enter the day of the week you want to start summertime settings.

sensor (config-hos-rec-sta) # day-of-week monday

b. Enter the month you want to start summertime settings.

sensor (config-hos-rec-sta)# month april

c. Enter the time of day you want to start summertime settings. The format is hh:mm:ss.

sensor (config-hos-rec-sta)# time-of-day 12:00:00
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d. Enter the week of the month you want to start summertime settings. The values are first through

fifth, or last.

sensor (config-hos-rec-sta)# week-of-month first

e. Verify your settings.

sensor (config-hos-rec-sta)# show settings
start-summertime
month: april default: april
week-of-month: first default: first
day-of-week: monday default: sunday
time-of-day: 12:00:00 default: 02:00:00

sensor (config-hos-rec-sta) #

Step5 Enter end summertime submode.

sensor (config-hos-rec-sta)# exit
sensor (config-hos-rec) # end-summertime

Step6  Configure the end summertime parameters:

a. Enter the day of the week you want to end summertime settings.

sensor (config-hos-rec-end) # day-of-week friday

b. Enter the month you want to end summertime settings.

sensor (config-hos-rec-end) # month october

c. Enter the time of day you want to end summertime settings. The format is hh:mm:ss.

sensor (config-hos-rec-end)# time-of-day 05:15:00

d. Enter the week of the month you want to end summertime settings. The values are first through fifth,

or last.

sensor (config-hos-rec-end) # week-of-month last

e. Verify your settings.

sensor (config-hos-rec-end) # show settings
end-summertime

month: october default: october
week-of-month: last default: last
day-of-week: friday default: sunday
time-of-day: 05:15:00 default: 02:00:00

sensor (config-hos-rec-end) #

Step7  Specify the local time zone used during summertime.

sensor (config-hos-rec-end) # exit
sensor (config-hos-rec)# summertime-zone-name CDT

Step8  Specify the offset.

sensor (config-hos-rec)# offset 60

Step9  Verify your settings.

sensor (config-hos-rec)# show settings
recurring
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Step 10

Step 11

offset: 60 minutes default: 60

summertime-zone-name: CDT

start-summertime
month: april default: april
week-of-month: first default: first
day-of-week: monday default: sunday
time-of-day: 12:00:00 default: 02:00:00

month: october default: october
week-of-month: last default: last
day-of-week: friday default: sunday
time-of-day: 05:15:00 default: 02:00:00

Exit recurring summertime submode.

sensor (config-hos-rec) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Configuring Nonrecurring Summertime Settings

~

Note

Step 1
Step 2

Step 3

Step 4

Summertime is a term for daylight saving time.

Use the summertime-option non-recurring command to configure the sensor to switch to summer time

settings on a one-time basis. The default is recurring.

To configure the sensor to switch to summertime settings on a one-time basis, follow these steps:

Log in to the sensor using an account with administrator privileges.
Enter summertime non-recurring submode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos)# summertime-option non-recurring

Enter start summertime submode.

sensor (config-hos-non) # start-summertime

Configure the start summertime parameters:

a. Enter the date you want to start summertime settings. The format is yyyy-mm-dd.

sensor (config-hos-non-sta)# date 2004-05-15

b. Enter the time you want to start summertime settings. The format is hh:mm:ss.

sensor (config-hos-non-sta)# time 12:00:00
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c. Verify your settings.

sensor (config-hos-non-sta)# show settings
start-summertime

date: 2004-05-15
time: 12:00:00

sensor (config-hos-non-sta) #

Step5 Enter end summertime submode.

sensor (config-hos-non-sta) # exit
sensor (config-hos-non) # end-summertime

Step6  Configure the end summertime parameters:

a. Enter the date you want to end summertime settings. The format is yyyy-mm-dd.

sensor (config-hos-non-end) # date 2004-10-31

b. Enter the time you want to end summertime settings. The format is hh:mm:ss.

sensor (config-hos-non-end) # time 12:00:00

c. Verify your settings.

sensor (config-hos-non-end) # show settings
end-summertime

date: 2004-10-31
time: 12:00:00

sensor (config-hos-non-end) #

Step7  Specify the local time zone used during summertime.

sensor (config-hos-non-end) # exit
sensor (config-hos-non) # summertime-zone-name CDT

Step8  Specify the offset.

sensor (config-hos-non) # offset 60

Step9  Verify your settings.

sensor (config-hos-non) # show settings
non-recurring
offset: 60 minutes default: 60
summertime-zone-name: CDT
start-summertime
date: 2004-05-15
time: 12:00:00

date: 2004-10-31
time: 12:00:00

sensor (config-hos-non) #

Step 10  Exit non-recurring summertime submode.

sensor (config-hos-non) # exit
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Step 11

sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Configuring Time Zones Settings

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Use the time-zone-settings command to configure the time zone settings on the sensor, such as the time
zone name the sensor displays whenever summertime settings are not in effect and the offset.

To configure the time zone settings on the sensor, follow these steps:

Log in to the sensor using an account with administrator privileges.

Enter time zone settings submode.

sensor# configure terminal
sensor (config) # service host
sensor (config-hos)# time-zone-settings

Configure the time zone name that is displayed whenever summertime settings are not in effect. The

default is UTC.

sensor (config-hos-tim) # standard-time-zone-name CST

Configure the offset in minutes. The offset is the number of minutes you add to UTC to get the local

time. The default is 0.

sensor (config-hos-tim) # offset -360

Verify your settings.

sensor (config-hos-tim) # show settings
time-zone-settings

offset: -360 minutes default: 0

standard-time-zone-name: CST default:

sensor (config-hos-tim) #

Exit time zone settings submode.

sensor (config-hos-tim) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Configuring NTP

This section describes how to configure a Cisco router to be an NTP server and how to configure the
sensor to use an NTP server as its time source. It contains the following topics:

e Configuring a Cisco Router to be an NTP Server, page 3-43
e Configuring the Sensor to Use an NTP Time Source, page 3-44
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Configuring a Cisco Router to be an NTP Server

The sensor requires an authenticated connection with an NTP server if it is going to use the NTP server
as its time source. The sensor supports only the MDS5 hash algorithm for key encryption. Use the
following procedure to activate a Cisco router to act as an NTP server and use its internal clock as the
time source.

A

Caution  The sensor NTP capability is designed to be compatible with Cisco routers acting as NTP servers. The
sensor may work with other NTP servers, but is not tested or supported.

~

Note  Remember the NTP server key ID and key values. You need them along with the NTP server IP address
when you configure the sensor to use the NTP server as its time source.

To set up a Cisco router to act as an NTP server, follow these steps:

Step1  Log in to the router.
Step2  Enter configuration mode.
router# configure terminal

Step3  Create the key ID and key value. The key ID can be a number between 1 and 65535. The key value is
text (numeric or character). It is encrypted later.

router (config)# ntp authentication-key key IDmd5 key value

Example

router (config)# ntp authentication-key 100 md5 attack

Note  The sensor only supports MDS5 keys.

Note  Keys may already exist on the router. Use the show running configuration command to check
for other keys. You can use those values for the trusted key in Step 4.

Step4  Designate the key you just created in Step 3 as the trusted key (or use an existing key). The trusted key
ID is the same number as the key ID in Step 3.

router (config)# ntp trusted-key key_ ID

Example

router (config)# ntp trusted-key 100

Step5  Specify the interface on the router with which the sensor will communicate.

router (config)# ntp source interface_name

Example

router (config)# ntp source FastEthernet 1/0
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Step 6

Specify the NTP master stratum number to be assigned to the sensor. The NTP master stratum number
identifies the relative position of the server in the NTP hierarchy. You can choose a number between 1

and 15. It is not important to the sensor which number you choose.

router (config)# ntp master stratum_ number

Example

router (config)# ntp master 6

Configuring the Sensor to Use an NTP Time Source

)

Note

A

The sensor requires a consistent time source. We recommend that you use an NTP server. Use the
following procedure to configure the sensor to use the NTP server as its time source. You can use

authenticated or unauthenticated NTP.

For authenticated NTP, you must obtain the NTP server IP address, NTP server key ID, and the key value

from the NTP server.

Caution

Step 1
Step 2

Step 3

Step 4

The sensor NTP capability is designed to be compatible with Cisco routers acting as NTP servers. The

sensor may work with other NTP servers, but is not tested or supported.

To configure the sensor to use an NTP server as its time source, follow these steps:

Log in to the CLI using an account with administrator privileges.
Enter configuration mode.

sensor# configure terminal

Enter service host mode.

sensor (config) # service host

Configure unauthenticated NTP:

a. Enter NTP configuration mode.

sensor (config-hos)# ntp-option enabled-ntp-unauthenticated

b. Specify the NTP server IP address.

sensor (config-hos-ena) # ntp-server ip_ address

c. Verify the unauthenticated NTP settings.

sensor (config-hos-ena)# show settings
enabled-ntp-unauthenticated

ntp-server: 10.89.147.45

sensor (config-hos-ena) #
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Step5  Configure authenticated NTP:
a. Enter NTP configuration mode.
sensor (config-hos)# ntp-option enable
b. Specify the NTP server IP address and key ID. The key ID is a number between 1 and 65535. This
is the key ID that you already set up on the NTP server.

sensor (config-hos-ena) # ntp-servers ip_address key-id key ID

Example
sensor (config-hos-ena) # ntp-servers 10.16.0.0 key-id 100

c. Specify the key value NTP server. The key value is text (numeric or character). This is the key value
that you already set up on the NTP server.

sensor (config-hos-ena) # ntp-keys key IDmd5-key key value

Example

sensor (config-hos-ena) # ntp-keys 100 md5-key attack

d. Verify the NTP settings.

sensor (config-hos-ena)# show settings
enabled

md5-key: attack

ip-address: 10.16.0.0
key-id: 100

sensor (config-hos-ena) #

Step6  Exit NTP configuration mode.

sensor (config-hos-ena) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]

Step7  Press Enter to apply the changes or enter no to discard them.

Configuring SSH

This section describes SSH on the sensor, and contains the following topics:
e Understanding SSH, page 3-46
e Adding Hosts to the SSH Known Hosts List, page 3-46
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e Adding Authorized RSA1 and RSA2 Keys, page 3-48
e Generating the RSA Server Host Key, page 3-49

Understanding SSH

SSH provides strong authentication and secure communications over channels that are not secure. SSH
encrypts your connection to the sensor and provides a key so you can validate that you are connecting
to the correct sensor. SSH also provides authenticated and encrypted access to other devices that the
sensor connects to for blocking. The IPS supports managing both SSHv1 and SSHv2. The default is
SSHv2, but you can configure the sensor to fallback to SSHv1 if the peer client/server does not support
SSHv2.

SSH authenticates the hosts or networks using one or both of the following:
e Password
e User RSA public key

A

Note  SSH never sends passwords in clear text.

SSH protects against the following:
e [P spoofing—A remote host sends out packets pretending to come from another trusted host.

~

Note  SSH even protects against a spoofer on the local network who can pretend he is your router
to the outside.

e [P source routing—A host pretends an IP packet comes from another trusted host.
¢ DNS spoofing—An attacker forges name server records.

e Interception of clear text passwords and other data by intermediate hosts.

e Manipulation of data by those in control of intermediate hosts.

e Attacks based on listening to X authentication data and spoofed connection to the X11 server.

Adding Hosts to the SSH Known Hosts List

You must add hosts to the SSH known hosts list so that the sensor can recognize the hosts that it can
communicate with through SSH. These hosts are SSH servers that the sensor needs to connect to for
upgrades and file copying, and other hosts, such as Cisco routers, firewalls, and switches that the sensor
will connect to for blocking.

For SSHv1, use the ssh host-key ip-address rsal-key [key-modulus-length public-exponent
public-modulus] command to add an entry to the known hosts list. If you do not know the values for the
modulus, exponent, and length, the system displays the bubble babble for the requested IP address. You
can then choose to add the key to the list. To modify a key for an IP address, the entry must be removed
and recreated. Use the no form of the command to remove the entry.
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Caution

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

When you use the ssh host-key command, the SSH server at the specified IP address is contacted to
obtain the required key over the network. The specified host must be accessible at the moment the
command is issued. If the host is unreachable, you must use the full form of the command, ssh host-key
ip-address rsal-key [key-modulus-length public-exponent public-modulus], to confirm the fingerprint
of the key displayed to protect yourself from accepting the key of an attacker.

For SSHv2, use the ssh host-key ip-address rsa-key key command to add an entry to the known hosts
list.

The following options apply:
* ip address—Specifies the IP address to add to the system.
e rsa-key—Specifies the RSA (SSHv2) key details.
- key—Specifies the Base64 encoded public key.
e rsal-key—Specifies the RSA1 (SSHvl) key details:
— key-modulus-length—Specifies an ASCCI decimal integer in the range[511, 2048].
— public-exponent—Specifies an ASCII decimal integer in the range [3, 2"32].

— public-modulus—Specifies an ASCII decimal integer, x, such that (2*(key-modulus-length-1))
< x < (27(key-modulus-length)).

To add a host to the SSH known hosts list, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

Enter configuration mode.

sensor# configure terminal

Add an entry to the known hosts list.

sensor (config)# ssh host-key 10.16.0.0
Bubble Babble is xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx
Would you like to add this to the known hosts table for this host?[yes]

The Bubble Babble appears. You are prompted to add it to the known hosts list.

If the host is not accessible when the command is issued, this message appears.

Error: getHostSshKey : Failed to fetch RSA key

Enter yes to have the fingerprint added to the known hosts list.

Verify that the host was added.

sensor (config) # exit
sensor# show ssh host-keys
10.89.146.110

View the key for a specific IP address.

sensor# show ssh host-keys 10.16.0.0

1024 35
139306213541835240385332922253968814685684523520064131997839905113640120217816869696708721
704631322844292073851730565044879082670677554157937058485203995572114631296604552161309712
601068614812749969593513740598331393154884988302302182922353335152653860589163651944997842
874583627883277460138506084043415861927

Bubble Babble: xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-fypop-huxyx

sensor#
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Step7  Remove an entry. The host is removed from the SSH known hosts list.

sensor (config)# no ssh host-key 10.16.0.0

Step8  Verify the host was removed. The IP address no longer appears in the list.

sensor (config) # exit
sensor# show ssh host-keys

Adding Authorized RSA1 and RSA2 Keys

Use the ssh authorized-key command to define public keys for a client allowed to use RSA1 or RSA2
authentication to log in to the local SSH server. The default is RSA2. You can configure the sensor to
fall back to RSA1. To modify an authorized key, you must remove and recreate the entry. Use the no
form of the command to remove the entry. Users can only create and remove their own keys.

The following options apply:

e jd—Specifies a 1 to 256-character string that uniquely identifies the authorized key. You can use

w9

numbers, “_,” and “-,” but spaces and “?” are not accepted.
¢ rsa-pubkey—Specifies the RSA (SSHv2) key details.
— pubkey—Specifies the Base64 encoded public key.
e rsal-pubkey—Specifies the RSA1 (SSHv1) key details:

- key-modulus-length—Specifies an ASCCI decimal integer in the range[511, 2048].

— public-exponent—Specifies an ASCII decimal integer in the range [3, 2/32].

— public-modulus—Specifies an ASCII decimal integer, x, such that (2*(key-modulus-length-1))

< x < (27(key-modulus-length)).

Each user who can log in to the sensor has a list of authorized public keys. An SSH client with access to
any of the corresponding RSA private keys can log in to the sensor as the user without entering a

password.

For SSHv1, use an RSA key generation tool on the client where the private key is going to reside. Then,
display the generated public key as a set of three numbers (modulus length, public exponent, public
modulus) and enter those numbers as parameters for the ssh authorized-key command. For SSHv2, you

just need the ID and the public key.

Note  You configure your own list of SSH authorized keys. An administrator cannot manage the list of SSH

authorized keys for other users on the sensor.

Note  An SSH authorized key provides better security than passwords if the private key is adequately
safeguarded. The best practice is to create the private key on the same host where it will be used and
store it with a pass phrase on a local file system. To minimize password or pass phrase prompts, use a

key agent.
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Step 5

Step 6

Step 7

Step 8

Configuring SSH W

To add a key entry to the SSHv1 or SSHv2 authorized keys list for the current user, follow these steps:

Log in to the CLI.
Add a key to the authorized keys list for the current user.

~

Note  You recieve an error message if you try to add a key less than the 2048-bit key size and if the
measured key length and input key length do not match.

For SSHv1:

sensor# configure terminal
sensor (config)# ssh authorized-key mhs rsal-pubkey 512 34 8777777777777

sensor (config) #

For SSHv2:
sensor# configure terminal

sensor (config)# ssh authorized-key phs rsa-pubkey AAAAAAAAAAslkfjslkfjsjfs

Enter yes to add the key to the authorized key list.
Verify that the key was added.

sensor (config) # exit

sensor# show ssh authorized-keys
mhs

phs

sensor#

View the key for a specific ID.

sensor# show ssh authorized-keys mhs

512 34 8777777777777

sensor#

Remove an entry from the list of SSH authorized keys.
sensor# configure terminal

sensor (config)# no ssh authorized-key mhs rsal-key
Verify the entry was removed.

sensor (config)# exit

sensor# show ssh authorized-keys

If you enter the former ID, you receive an error message.

sensor# show ssh authorized-keys mhs
Error: Requested id does not exist for the current user.
sensor#

Generating the RSA Server Host Key

The server uses the SSHv1 or SSHv2 host key to prove its identity. Clients know they have contacted the
correct server when they see a known key. The sensor generates an SSHv1 or SSHv2 host key the first
time it starts up.

[ oL-29168-01
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Use the ssh generate-key command to change the SSH server host key. The displayed fingerprint
matches the one displayed in the remote SSH client in future connections with this sensor if the remote
client is using SSH.

Note  The sensor only supports RSA keys. Peers that communicate with IPS need to support RSA keys;
otherwise, the connection is not established.

To generate a new SSH server host key, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Generate the new server host key.

sensor# ssh generate-key

RSA1 Bubble Babble: xucor-gidyg-comym-zipib-pilyk-vucal-pekyd-hipuc-tuven-gigyr-fixyx
RSA Bubble Babble: xucot-sapaf-sufiz-duriv-rigud-kezol-tupif-buvih-zokap-sohoz-kixox
sensor#

A

Caution  The new key replaces the existing key, which requires you to update the known hosts tables on remote
systems with the new host key so that future connections succeed. You can update the known hosts tables
on remote systems using the ssh host-key command.

Step3  Display the current SSH server host key. The sensor displays the RSA1 (SSHv1) and the RSA (SSHv2)
keys.

sensor# show ssh server-key

RSAL1 Key: 2048 65537 21281522654207836691935756443555553045267729811163188158123
19221105282706971156372834395971442406711584211050336190060471149429624658777668
77772213935517164097668879617982452141055538222385354775671320871325156194364534
01964293900473562985740703815287014221909604447874565966052932190994239169399973
09451774745322103150629685832787333113245586019053499876586171642882215702812368
29552879443164044336379548314607826859130457872422419997317349512539506437629934
62410481738789963850532157078406908293224279442047344280835594921181229802312694
953678513524852911662327237984274983550808940893737598517019547234622411280871

RSA1 Bubble Babble: xucor-gidyg-comym-zipib-pilyk-vucal-pekyd-hipuc-tuven-gigyr-£fixyx

RSA Key: AAAAB3NzaClyc2EAAAADAQABAAABAQC/zpG5nXglAfc/aNzgQweipp9tjAgdlXr5tuCJa+m
ccscEPHC25zUKLQG+8HkvieG2P£11Y7mzZk2POJICjXSV5izFczaFnZhBBUS+QOMHOnsk+S6F9Cujmz99
/0seRwQK160202ds90tNfctAhVgex86SX5cWI0dyAYULZpwZCpK5sKxTtgzUKOEOSFPcHthf1DJIvJfuj
1rWSJ/VAUHH4ATS5aomZ4m/1s8jTp+nog505tDt 6hugqWyYZt 6MNTRoXTg0UgDgGOlueoGM6Sgk0nCwU1sBG
TNaEoJbN0elRk+gNnSGo4FQYLVCryMZYi6GOXZVxwPST3 IGUEHTUnAw6aUnR1

RSA Bubble Babble: xucot-sapaf-sufiz-duriv-rigud-kezol-tupif-buvih-zokap-sohoz-kixox
sensor#

For More Information

For the procedure for updating the known hosts table, see Adding Hosts to the SSH Known Hosts List,
page 3-46.
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Configuring TLS

This section describes TLS on the sensor, and contains the following topics:
e Understanding TLS, page 3-51
e Adding TLS Trusted Hosts, page 3-52
e Displaying and Generating the Server Certificate, page 3-53

Understanding TLS

A

The Cisco IPS contains a web server that is running the IDM. Management stations connect to this web
server. Blocking forwarding sensors also connect to the web server of the master blocking sensor. To
provide security, this web server uses an encryption protocol known as TLS, which is closely related to
SSL protocol. When you enter a URL into the web browser that starts with https://ip_address, the

web browser responds by using either TLS or SSL protocol to negotiate an encrypted session with the
host.

Caution

~

Note

The web browser initially rejects the certificate presented by the IDM because it does not trust the
certificate authority (CA).

The IDM is enabled by default to use TLS and SSL.We highly recommend that you use TLS and SSL.

The process of negotiating an encrypted session in TLS is called “handshaking,” because it involves a
number of coordinated exchanges between client and server. The server sends its certificate to the client.
The client performs the following three-part test on this certificate:

1. Is the issuer identified in the certificate trusted?

Every web browser ships with a list of trusted third-party CAs. If the issuer identified in the
certificate is among the list of CAs trusted by your browser, the first test is passed.

2. Is the date within the range of dates during which the certificate is considered valid?

Each certificate contains a Validity field, which is a pair of dates. If the date falls within this range
of dates, the second test is passed.

3. Does the common name of the subject identified in the certificate match the URL hostname?

The URL hostname is compared with the subject common name. If they match, the third test is
passed.

When you direct your web browser to connect with the IDM, the certificate that is returned fails because
the sensor issues its own certificate (the sensor is its own CA) and the sensor is not already in the list of
CAs trusted by your browser.

When you receive an error message from your browser, you have three options:
e Disconnect from the site immediately.
e Accept the certificate for the remainder of the web browsing session.

¢ Add the issuer identified in the certificate to the list of trusted CAs of the web browser and trust the
certificate until it expires.

[ oL-29168-01
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The most convenient option is to permanently trust the issuer. However, before you add the issuer, use
out-of-band methods to examine the fingerprint of the certificate. This prevents you from being
victimized by an attacker posing as a sensor. Confirm that the fingerprint of the certificate appearing in
your web browser is the same as the one on your sensor.

A

Caution  If you change the organization name or hostname of the sensor, a new certificate is generated the next
time the sensor is rebooted. The next time your web browser connects to the IDM, you will receive the
manual override dialog boxes. You must perform the certificate fingerprint validation again for Internet
Explorer and Firefox.

Adding TLS Trusted Hosts

In certain situations, the sensor uses TLS/SSL to protect a session it establishes with a remote web
server. For these sessions to be secure from man-in-the-middle attacks you must establish trust of the
TLS certificates of the remote web servers. A copy of the TLS certificate of each trusted remote host is
stored in the trusted hosts list.

Use the tls trusted-host ip-address ip-address [port port] command to add a trusted host to the trusted
hosts list. This command retrieves the TLS certificate from the specified host/port and displays its
fingerprint. You can accept or reject the fingerprint based on information retrieved directly from the host
you are requesting to add. The default port is 443.

Each certificate is stored with an identifier field (id). For the IP address and default port, the identifier
field is ipaddress. For the IP address and specified port, the identifier field is ipaddress:port.

A

Caution  TLS at the specified IP address is contacted to obtain the required fingerprint over the network. The
specified host must by accessible at the moment the command is issued. Use an alternate method to
confirm the fingerprint to protect yourself from accepting a certificate of an attacker.

To add a trusted host to the trusted hosts list, follow these steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.
Step2  Add the trusted host.

sensor# configure terminal

sensor (config)# tls trusted-host ip-address 10.16.0.0

Certificate SHAl1l fingerprint is Bl:6F:F5:DA:F3:7A:FB:FB:93:E9:2D:39:B9:99:08:D4:
47:02:F6:12

Would you like to add this to the trusted certificate table for this host?[yes]:

The SHAI fingerprints appear. You are prompted to add the trusted host.

If the connection cannot be established, the transaction fails.

sensor (config)# tls trusted-host ip-address 10.89.146.110 port 8000
Error: getHostCertificate : socket connect failed [4,111]

Step3  Enter yes to accept the fingerprint. The host is added to the TLS trusted host list. The Certificate ID
stored for the requested certificate is displayed when the command is successful.

Certificate ID: 10.89.146.110 successfully added to the TLS trusted host table.
sensor (config) #
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Verify that the host was added.

sensor (config) # exit

sensor# show tls trusted-hosts
10.89.146.110

sensor#

View the fingerprint for a specific host.

sensor# show tls trusted-hosts 10.89.146.110
SHAl: Bl:6F:F5:DA:F3:7A:FB:FB:93:E9:2D:39:B9:99:08:D4:47:02:F6:12
sensor#

Remove an entry from the trusted hosts list.
sensor# configure terminal
sensor (config)# no tls trusted-host 10.89.146.110

Verify the entry was removed from the trusted host list. The IP address no longer appears in the list.

sensor (config) # exit
sensor# show tls trusted-hosts
No entries

Displaying and Generating the Server Certificate

A

A TLS certificate is generated when the sensor is first started. Use the tls generate-key command to
generate a new server self-signed X.509 certificate. The IP address of the sensor is included in the
certificate. If you change the sensor IP address, the sensor automatically generates a new certificate.

Caution

Step 1
Step 2

Step 3

The new certificate replaces the existing certificate, which requires you to update the trusted hosts lists
on remote systems with the new certificate so that future connections succeed. You can update the trusted
hosts lists on remote IPS sensors using the tls trusted-host command. If the sensor is a master blocking
sensor, you must update the trusted hosts lists on the remote sensors that are sending block requests to
the master blocking sensor.

To generate a new TLS certificate, follow these steps:

Log in to the CLI using an account with administrator privileges.
Generate the new certificate.

sensor# tls generate-key
SHA1 fingerprint is 4A:2B:79:A0:82:8B:65:3A:83:B5:D9:50:C0:8E:F6:C6:B0:30:47:BB
sensor#

Verify that the key was generated.

sensor# show tls fingerprint
SHAl: 4A:2B:79:A0:82:8B:65:3A:83:B5:D9:50:C0:8E:F6:C6:B0:30:47:BB
sensor#

[ oL-29168-01
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For More Information

For the procedure for updating the trusted hosts lists on remote sensors, see Adding TLS Trusted Hosts,
page 3-52.

Installing the License Key

This section describes the IPS license key and how to install it. It contains the following topics:
¢ Understanding the License Key, page 3-54
e Service Programs for IPS Products, page 3-55
e Obtaining and Installing the License Key, page 3-55
e Licensing the ASA 5500-X IPS SSP, page 3-57
¢ Uninstalling the License Key, page 3-58

Understanding the License Key

Although the sensor functions without the license key, you must have a license key to obtain signature
updates and use the global correlation features. To obtain a license key, you must have the following:

e Cisco Service for IPS service contract—Contact your reseller, Cisco service or product sales to
purchase a contract.

e  Your IPS device serial number—To find the IPS device serial number in the IDM or the IME, for
the IDM choose Configuration > Sensor Management > Licensing, and for the IME choose
Configuration > sensor_name > Sensor Management > Licensing, or in the CLI use the show
version command.

e Valid Cisco.com username and password.

Trial license keys are also available. If you cannot get your sensor licensed because of problems with
your contract, you can obtain a 60-day trial license that supports signature updates that require licensing.

You can obtain a license key from the Cisco.com licensing server, which is then delivered to the sensor.
Or, you can update the license key from a license key provided in a local file. Go to
http://www.cisco.com/go/license and click IPS Signature Subscription Service to apply for a license
key.

You can view the status of the license key in these places:
e The IDM Home window Licensing section on the Health tab
e The IDM Licensing pane (Configuration > Licensing)
e The IME Home page in the Device Details section on the Licensing tab
e License Notice at CLI login

Whenever you start the IDM, the IME, or the CLI, you are informed of your license status—whether you
have a trial, invalid, or expired license key. With no license key, an invalid license key, or an expired
license key, you can continue to use the IDM, the IME, and the CLI, but you cannot download signature
updates.

If you already have a valid license on the sensor, you can click Download on the License pane to
download a copy of your license key to the computer that the IDM or the IME is running on and save it
to a local file. You can then replace a lost or corrupted license, or reinstall your license after you have
reimaged the sensor.
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Service Programs for IPS Products

Note

Note

A

You must have a Cisco Services for IPS service contract for any IPS product so that you can download
a license key and obtain the latest IPS signature updates. If you have a direct relationship with Cisco
Systems, contact your account manager or service account manager to purchase the Cisco Services for
IPS service contract. If you do not have a direct relationship with Cisco Systems, you can purchase the
service account from a one-tier or two-tier partner.

When you purchase the following IPS products you must also purchase a Cisco Services for IPS service
contract:

e IPS 4345
e IPS 4345-DC
e TIPS 4360
e IPS 4510
e IPS 4520

When you purchase an ASA 5500 series adaptive security appliance product that does not contain IPS,
you must purchase a SMARTnet contract.

SMARTRet provides operating system updates, access to Cisco.com, access to TAC, and hardware
replacement NBD on site.

When you purchase an ASA 5500 series adaptive security appliance product that ships with an IPS
module installed, or if you purchase one to add to your ASA 5500 series adaptive security appliance
product, you must purchase the Cisco Services for IPS service contract.

Cisco Services for IPS provides IPS signature updates, operating system updates, access to Cisco.com,
access to TAC, and hardware replacement NBD on site.

For example, if you purchase an ASA 5585-X and then later want to add IPS and purchase an
ASA-IPS10-K9, you must now purchase the Cisco Services for IPS service contract. After you have the
Cisco Services for IPS service contract, you must also have your product serial number to apply for the
license key.

Caution

If you ever send your product for RMA, the serial number changes. You must then get a new license key
for the new serial number.

Obtaining and Installing the License Key

N

Note

You cannot install an older license key over a newer license key.
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Use the copy source-url license_file_name license-key command to copy the license key to your sensor.
The following options apply:

e source-url—The location of the source file to be copied. It can be a URL or keyword.

e destination-url—The location of the destination file to be copied. It can be a URL or a keyword.

¢ license-key—The subscription license file.

e license_file_name—The name of the license file you receive.

The exact format of the source and destination URLs varies according to the file. Here are the valid
types:

e ftp:—Source or destination URL for an FTP network server. The syntax for this prefix is:
ftp://[[username @ Jlocation][/relativeDirectory]/filename
ftp://[[username @ Jlocation][//absoluteDirectory]/filename

e scp:—Source or destination URL for the SCP network server. The syntax for this prefix is:
scp://[[username @ ]Jlocation][/relativeDirectory]/filename
scp://[[username @ Jlocation][//absoluteDirectory]/filename
~

Note If you use FTP or SCP protocol, you are prompted for a password. If you use SCP protocol,
you must add the remote host to the SSH known hosts list.

e http:—Source URL for the Web server. The syntax for this prefix is:
http://[[username @ ]Jlocation][/directory]/filename

¢ https:—Source URL for the Web server. The syntax for this prefix is:
https://[[username @ Jlocation][/directory]/filename

~

Note If you use HTTPS protocol, the remote host must be a TLS trusted host.

Installing the License Key

To install the license key, follow these steps:

Step 1 Log in to Cisco.com.

Step2  Apply for the license key at this URL: www.cisco.com/go/license.

~

Note In addition to a valid Cisco.com username and password, you must also have a Cisco Services
for IPS service contract before you can apply for a license key.

Step3  Fill in the required fields. Your Cisco IPS Signature Subscription Service license key will be sent by
email to the e-mail address you specified.

~

Note  You must have the correct IPS device serial number and product identifier (PID) because the
license key only functions on the device with that number.

Step4  Save the license key to a system that has a Web server, FTP server, or SCP server.
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Step5 Login to the CLI using an account with administrator privileges.
Step6  Copy the license key to the sensor.

sensor# copy scp://user@192.168.1.2/24://tftpboot/dev.lic license-key
Password: ***x**x#&%

Step7  Verify the sensor is licensed.

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 7.2 (1)E4

Host:
Realm Keys keyl.0
Signature Definition:
Signature Update S697.0 2013-02-15
0S Version: 2.6.29.1
Platform: IPS4360
Serial Number: FCH1504VOCF

No license present

Sensor up-time is 3 days.

Using 14470M out of 15943M bytes of available memory (90% usage)

system is using 32.4M out of 160.0M bytes of available disk space (20% usage)
application-data is using 87.1M out of 376.1M bytes of available disk space (24% usage)
boot is using 61.2M out of 70.1M bytes of available disk space (92% usage)
application-log is using 494.0M out of 513.0M bytes of available disk space (96% usage)

MainApp V-2013_04_10_11_00_7_2_1 (Release) 2013-04-10T11:05:55-0500
Running
AnalysisEngine V-2013_04_10_11_00_7_2_1 (Release) 2013-04-10T11:05:55-0500
Running
CollaborationApp V-2013_04_10_11_00_7_2_1 (Release) 2013-04-10T11:05:55-0500
Running
CLI V-2013_04_10_11_00_7_2_1 (Release) 2013-04-10T11:05:55-0500

Upgrade History:

IPS-K9-7.2-1-E4 11:17:07 UTC Thu Jan 10 2013
Recovery Partition Version 1.1 - 7.2(1)E4
Host Certificate Valid from: 17-Apr-2013 to 18-Apr-2015

sensor#

Licensing the ASA 5500-X IPS SSP

For the ASA 5500-X series adaptive security appliances with the IPS SSP, the ASA requires the IPS
Module license. To view your current ASA licenses, in ASDM choose Home > Device Dashboard >
Device Information > Device License. For more information about ASA licenses, refer to the licensing
chapter in the configuration guide. After you obtain the ASA IPS Module license, you can obtain and
install the IPS license key.
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For More Information

e For more information about getting started using the ASA 5500-X IPS SSP, refer to the Cisco IPS

Module on the ASA Quick Start Guide.

e For the procedures for obtaining and installing the IPS License key, see Obtaining and Installing the

License Key.

Uninstalling the License Key

Use the erase license-key command to uninstall the license key on your sensor. This allows you to delete
an installed license key from a sensor without restarting the sensor or logging into the sensor using the

service account.

To uninstall the license key, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.

Step2  Uninstall the license key on the sensor.

sensor# erase license-key

Warning: Executing this command will remove the license key installed on the sensor.

You must have a valid license key installed on the sensor to apply the Signature Updates

and use the Global Correlation features.

Continue? []: yes
sensor#
Step3  Verify the sensor key has been uninstalled.

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 7.2 (1)E4

Host:
Realm Keys keyl.0
Signature Definition:
Signature Update S697.0 2013-02-15
0S Version: 2.6.29.1
Platform: IPS4360
Serial Number: FCH1504VOCF

No license present
Sensor up-time is 3 days.

Using 14470M out of 15943M bytes of available memory

(90% usage)

system is using 32.4M out of 160.0M bytes of available disk space (20% usage)
application-data is using 87.1M out of 376.1M bytes of available disk space (24% usage)
boot is using 61.2M out of 70.1M bytes of available disk space (92% usage)
application-log is using 494.0M out of 513.0M bytes of available disk space (96% usage)

MainApp V-2013_04_10_11_00_7_2_1
Running
AnalysisEngine Vv-2013_04_10_11_00_7_2_1
Running
CollaborationApp V-2013_04_10_11_00_7_2_1
Running
CLI V-2013_04_10_11_00_7_2_1

Upgrade History:

(Release)

(Release)

(Release)

(Release)

2013-04-10T11:05:55-0500

2013-04-10T11:05:55-0500

2013-04-10T11:05:55-0500

2013-04-10T11:05:55-0500
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IPS-K9-7.2-1-E4 11:17:07 UTC Thu Jan 10 2013
Recovery Partition Version 1.1 - 7.2(1)E4
Host Certificate Valid from: 17-Apr-2013 to 18-Apr-2015

sensor#
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CHAPTER I

Configuring Interfaces

This chapter describes how to configure interfaces on the sensor. You configured the interfaces when you
initialized the sensor with the setup command, but if you need to change or add anything to your
interface configuration, use the following procedures. For more information on configuring interfaces
using the setup command, see Chapter 2, “Initializing the Sensor.”

This chapter contains the following sections:

Understanding Interfaces, page 4-2
Configuring Physical Interfaces, page 4-11
Configuring Promiscuous Mode, page 4-14
Configuring Inline Interface Mode, page 4-16
Configuring Inline VLAN Pair Mode, page 4-21
Configuring VLAN Group Mode, page 4-26
Configuring Inline Bypass Mode, page 4-33
Configuring Interface Notifications, page 4-35
Configuring CDP Mode, page 4-36

Displaying Interface Statistics, page 4-37
Displaying Interface Traffic History, page 4-40

Interface Notes and Caveats

The following notes and caveats apply to configuring interfaces on the sensor:

On appliances, all sensing interfaces are disabled by default. You must enable them to use them. On
modules, the sensing interfaces are permanently enabled.

There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

You can only assign a sensing interface as an alternate TCP reset interface. You cannot configure
the management interface as an alternate TCP reset interface.

You configure the ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) for
promiscuous mode from the adaptive security appliance CLI and not from the Cisco IPS CLI.

You can configure the ASA TIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) to
operate inline even though they have only one sensing interface.

[ oL-29168-01
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The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support inline
VLAN pairs.

The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support VLAN
groups mode.

There are security consequences when you put the sensor in bypass mode. When bypass mode is on,
the traffic bypasses the sensor and is not inspected; therefore, the sensor cannot prevent malicious
attacks.

As with signature updates, when the sensor applies a global correlation update, it may trigger
bypass. Whether or not bypass is triggered depends on the traffic load of the sensor and the size of
the signature/global correlation update. If bypass mode is turned off, an inline sensor stops passing
traffic while the update is being applied.

The ASA 5500-X IPS SSP and the ASA 5585-X IPS SSP do not support bypass mode. The adaptive
security appliance will either fail open, fail close, or fail over depending on the configuration of the
adaptive security appliance and the type of activity being done on the IPS.

The show interface command output for the IPS 4510 and IPS 4520 does not include the total
undersize packets or total transmit FIFO overruns.

When the IPS 4510 and IPS 4520 are configured in VLAN pairs, the packet display command does
not work without the VLAN option if the expression keyword is also used.

On the IPS 4510 and IPS 4520, no interface-related configurations are allowed when the SensorApp
is down.

Understanding Interfaces

This section describes the IPS interfaces and modes, and contains the following topics:

IPS Interfaces

IPS Interfaces, page 4-2

Command and Control Interface, page 4-3
Sensing Interfaces, page 4-4

TCP Reset Interfaces, page 4-4

Interface Support, page 4-6

Interface Configuration Restrictions, page 4-8

Interface Configuration Sequence, page 4-10

The sensor interfaces are named according to the maximum speed and physical location of the interface.
The physical location consists of a port number and a slot number. All interfaces that are built-in on the
sensor motherboard are in slot 0, and the interface card expansion slots are numbered beginning with
slot 1 for the bottom slot with the slot numbers increasing from bottom to top. Each physical interface
can be divided in to VLAN group subinterfaces, each of which consists of a group of VLANSs on that
interface.

There are three interface roles:

Command and control

Sensing
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e Alternate TCP reset

There are restrictions on which roles you can assign to specific interfaces and some interfaces have
multiple roles. You can configure any sensing interface to any other sensing interface as its TCP reset
interface. The TCP reset interface can also serve as an IDS (promiscuous) sensing interface at the same
time. The following restrictions apply:

e The TCP reset interface that is assigned to a sensing interface has no effect in inline interface or
inline VLAN pair mode, because TCP resets are always sent on the sensing interfaces in those
modes.

There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

Caution

On the IPS 4510 and IPS 4520, no interface-related configurations are allowed when the SensorApp is
down.

Command and Control Interface

The command and control interface has an IP address and is used for configuring the sensor. It receives
security and status events from the sensor and queries the sensor for statistics. The command and control
interface is permanently enabled. It is permanently mapped to a specific physical interface, which
depends on the specific model of sensor. You cannot use the command and control interface as either a
sensing or alternate TCP reset interface.

Table 4-1 lists the command and control interfaces for each sensor.

Table 4-1 Command and Control Interfaces

Sensor Command and Control Interface
ASA 5512-X TIPS SSP Management 0/0

ASA 5515-X TIPS SSP Management 0/0

ASA 5525-X TIPS SSP Management 0/0

ASA 5545-X TIPS SSP Management 0/0

ASA 5555-X TIPS SSP Management 0/0

ASA 5585-X TIPS SSP-10 Management 0/0

ASA 5585-X TIPS SSP-20 Management 0/0

ASA 5585-X TIPS SSP-40 Management 0/0

ASA 5585-X TIPS SSP-60 Management 0/0

IPS 4345 Management 0/0
IPS 4345-DC Management 0/0
IPS 4360 Management 0/0
IPS 4510 Management 0/0"
IPS 4520 Management 0/0"
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1. The 4500 series sensors have two management ports, Management 0/0 and
Management 0/1, but Management 0/1 is reserved for future use.

Sensing Interfaces

Sensing interfaces are used by the sensor to analyze traffic for security violations. A sensor has one or
more sensing interfaces depending on the sensor. Sensing interfaces can operate individually in
promiscuous mode or you can pair them to create inline interfaces.

Note  On appliances, all sensing interfaces are disabled by default. You must enable them to use them. On
modules, the sensing interfaces are permanently enabled.

Some appliances support optional interface cards that add sensing interfaces to the sensor. You must
insert or remove these optional cards while the sensor is powered off. The sensor detects the addition or
removal of a supported interface card. If you remove an optional interface card, some of the interface
configuration is deleted, such as the speed, duplex, description string, enabled/disabled state of the
interface, and any inline interface pairings. These settings are restored to their default settings when the
card is reinstalled. However, the assignment of promiscuous and inline interfaces to the Analysis Engine
is not deleted from the Analysis Engine configuration, but is ignored until those cards are reinserted and
you create the inline interface pairs again.

For More Information

¢ For more information on supported interfaces, see Interface Support, page 4-6.

e For more information on interface modes, see Configuring Promiscuous Mode, page 4-14,
Configuring Inline Interface Mode, page 4-16, Configuring Inline VLAN Pair Mode, page 4-21,
Configuring VLAN Group Mode, page 4-26, Configuring Inline Bypass Mode, page 4-33.

TCP Reset Interfaces

This section explains the TCP reset interfaces and when to use them. It contains the following topics:
e Understanding Alternate TCP Reset Interfaces, page 4-4
e Designating the Alternate TCP Reset Interface, page 4-5

Understanding Alternate TCP Reset Interfaces

You can configure sensors to send TCP reset packets to try to reset a network connection between an
attacker host and its intended target host. In some installations when the interface is operating in
promiscuous mode, the sensor may not be able to send the TCP reset packets over the same sensing
interface on which the attack was detected. In such cases, you can associate the sensing interface with
an alternate TCP reset interface and any TCP resets that would otherwise be sent on the sensing interface
when it is operating in promiscuous mode are instead sent out on the associated alternate TCP reset
interface.

If a sensing interface is associated with an alternate TCP reset interface, that association applies when
the sensor is configured for promiscuous mode but is ignored when the sensing interface is configured
for inline mode. any sensing interface can serve as the alternate TCP reset interface for another sensing
interface.
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Note  There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

Table 4-2 lists the alternate TCP reset interfaces.

Table 4-2 Alternate TCP Reset Interfaces

Sensor Alternate TCP Reset Interface
ASA 5512-X TIPS SSP None

ASA 5515-X IPS SSP None

ASA 5525-X IPS SSP None

ASA 5545-X IPS SSP None

ASA 5555-X IPS SSP None

ASA 5585-X TIPS SSP-10 None

ASA 5585-X IPS SSP-20 None

ASA 5585-X IPS SSP-40 None

ASA 5585-X TIPS SSP-60 None

IPS 4345 Any sensing interface
IPS 4345-DC Any sensing interface
IPS 4360 Any sensing interface
IPS 4510 Any sensing interface
IPS 4520 Any sensing interface

For More Information

For more information on choosing the alternate TCP interface, see Designating the Alternate TCP Reset
Interface, page 4-5.

Designating the Alternate TCP Reset Interface
N

Note  There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

You need to designate an alternate TCP reset interface in the following situations:

¢  When a switch is being monitored with either SPAN or VACL capture and the switch does not accept
incoming packets on the SPAN or VACL capture port.

¢ When a switch is being monitored with either SPAN or VACL capture for multiple VLANSs, and the
switch does not accept incoming packets with 802.1q headers. The TCP resets need 802.1q headers
to tell which VLAN the resets should be sent on.

e When a network tap is used for monitoring a connection. Taps do not permit incoming traffic from
the sensor.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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A

Caution

management interface as an alternate TCP reset interface.

You can only assign a sensing interface as an alternate TCP reset interface. You cannot configure the

Interface Support

Table 4-3 describes the interface support for appliances and modules running Cisco IPS.

Table 4-3 Interface Support
Interfaces Not
Added Interfaces Supporting Supporting Inline
Interface |Inline VLAN Pairs Combinations Supporting  |(Command and Control
Base Chassis Cards (Sensing Ports) Inline Interface Pairs Port)
ASA 5512-X IPS SSP — PortChannel 0/0 by security |PortChannel 0/0by security |Management 0/0
context instead of VLAN context instead of VLAN
pair or inline interface pair |pair or inline interface pair
ASA 5515-X IPS SSP — PortChannel 0/0 by security |PortChannel 0/0 by security |Management 0/0
context instead of VLAN context instead of VLAN
pair or inline interface pair |pair or inline interface pair
ASA 5525-X TIPS SSP — PortChannel 0/0 by security |PortChannel 0/0 by security |Management 0/0

context instead of VLAN
pair or inline interface pair

context instead of VLAN
pair or inline interface pair

ASA 5545-X TPS SSP

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0

ASA 5555-X IPS SSP

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0

ASA 5585-X IPS SSP-10

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0

ASA 5585-X TIPS SSP-20

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0

ASA 5585-X TIPS SSP-40

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0

ASA 5585-X IPS SSP-60

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

PortChannel 0/0 by security
context instead of VLAN
pair or inline interface pair

Management 0/0
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Table 4-3 Interface Support (continued)

Interfaces Not

Added Interfaces Supporting Supporting Inline
Interface |Inline VLAN Pairs Combinations Supporting  |(Command and Control
Base Chassis Cards (Sensing Ports) Inline Interface Pairs Port)

IPS 4345 — GigabitEthernet 0/0 All sensing ports can be Management 0/0
GigabitEthernet 0/1 paired together Management 0/1'
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
GigabitEthernet 0/5
Gigabitethernet 0/6
GigabitEthernet 0/7
IPS 4345-DC — GigabitEthernet 0/0 All sensing ports can be Management 0/0
GigabitEthernet 0/1 paired together Management 0/1'
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
GigabitEthernet 0/5
Gigabitethernet 0/6
GigabitEthernet 0/7
IPS 4360 — GigabitEthernet 0/0 All sensing ports can be Management 0/0
GigabitEthernet 0/1 paired together Management 0/1'
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
GigabitEthernet 0/5
GigabitEthernet 0/6
GigabitEthernet 0/7
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Table 4-3

Interface Support (continued)

Base Chassis

Added
Interface
Cards

Interfaces Supporting
Inline VLAN Pairs
(Sensing Ports)

Combinations Supporting
Inline Interface Pairs

Port)

Interfaces Not
Supporting Inline
(Command and Control

IPS 4510

GigabitEthernet 0/0
GigabitEthernet 0/1
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
GigabitEthernet 0/5

TenGigabitEthernet 0/6
TenGigabitEthernet 0/7
TenGigabitEthernet 0/8
TenGigabitEthernet 0/9

All sensing ports can be
paired together

Management 0/0
Management 0/1>

IPS 4520

GigabitEthernet 0/0
GigabitEthernet 0/1
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
GigabitEthernet 0/5

TenGigabitEthernet 0/6
TenGigabitEthernet 0/7
TenGigabitEthernet 0/8
TenGigabitEthernet 0/9

All sensing ports can be
paired together

Management 0/0
Management 0/1>

1. Does not currently support hardware bypass.

2. Reserved for future use.

Interface Configuration Restrictions

The following restrictions apply to configuring interfaces on the sensor:

e Physical Interfaces

— On the ASA TIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) all backplane
interfaces have fixed speed, duplex, and state settings. These settings are protected in the default
configuration on all backplane interfaces.

- For nonbackplane FastEthernet interfaces the valid speed settings are 10 Mbps, 100 Mbps, and
auto. Valid duplex settings are full, half, and auto.

- For Gigabit copper interfaces (1000-TX on the IPS 4345, IPS 4360, IPS 4510, and IPS 4520),
valid speed settings are 10 Mbps, 100 Mbps, 1000 Mbps, and auto. Valid duplex settings are
full, half, and auto.
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For Gigabit (copper or fiber) interfaces, if the speed is configured for 1000 Mbps, the only valid
duplex setting is auto.

The command and control interface cannot also serve as a sensing interface.

e Inline Interface Pairs

S

Inline interface pairs can contain any combination of sensing interfaces regardless of the
physical interface type (copper versus fiber), speed, or duplex settings of the interface.
However, pairing interfaces of different media type, speeds, and duplex settings may not be
fully tested or supported.

The command and control interface cannot be a member of an inline interface pair.
You cannot pair a physical interface with itself in an inline interface pair.
A physical interface can be a member of only one inline interface pair.

You can only configure bypass mode and create inline interface pairs on sensor platforms that
support inline mode.

A physical interface cannot be a member of an inline interface pair unless the subinterface mode
of the physical interface is none.

Note  You can configure the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X TIPS SSP) to operate inline even though they have only one sensing
interface.

e Inline VLAN Pairs

a~

You cannot pair a VLAN with itself.
You cannot use the default VLAN as one of the paired VLANSs in an inline VLAN pair.

For a given sensing interface, a VLAN can be a member of only one inline VLAN pair.
However, a given VLAN can be a member of an inline VLAN pair on more than one sensing
interface.

The order in which you specify the VLANSs in an inline VLAN pair is not significant.

A sensing interface in Inline VLAN Pair mode can have from 1 to 255 inline VLAN pairs.

Note The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not
support inline VLAN pairs.

¢ Alternate TCP Reset Interface

You can only assign the alternate TCP reset interface to a sensing interface. You cannot
configure the command and control interface as an alternate TCP reset interface. The alternate
TCP reset interface option is set to none as the default and is protected for all interfaces except
the sensing interfaces.

You can assign the same physical interface as an alternate TCP reset interface for multiple
sensing interfaces.

A physical interface can serve as both a sensing interface and an alternate TCP reset interface.

The command and control interface cannot serve as the alternate TCP reset interface for a
sensing interface.

A sensing interface cannot serve as its own alternate TCP reset interface.

[ oL-29168-01
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- You can only configure interfaces that are capable of TCP resets as alternate TCP reset
interfaces.
>
Note  There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

¢ VLAN Groups

— You can configure any single interface for promiscuous, inline interface pair, or inline VLAN
pair mode, but no combination of these modes is allowed.

— You cannot add a VLAN to more than one group on each interface.

— You cannot add a VLAN group to multiple virtual sensors.

— An interface can have no more than 255 user-defined VLAN groups.

— When you pair a physical interface, you cannot subdivide it; you can subdivide the pair.

- You can use a VLAN on multiple interfaces; however, you receive a warning for this
configuration.

— You can assign a virtual sensor to any combination of one or more physical interfaces and inline
VLAN pairs, subdivided or not.

— You can subdivide both physical and logical interfaces into VLAN groups.

— The CLI, IDM, and IME prompt you to remove any dangling references. You can leave the
dangling references and continue editing the configuration.

— The CLI, IDM, and IME do not allow configuration changes in Analysis Engine that conflict
with the interface configuration.

— The CLI allows configuration changes in the interface configuration that cause conflicts in the
Analysis Engine configuration. The IDM and IME do not allow changes in the interface
configuration that cause conflicts in the Analysis Engine configuration.

N,
Note  The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not
support VLAN groups mode.

For More Information

¢ For a list of supported sensor interfaces, see Interface Support, page 4-6.
e For more information on alternate TCP reset, see TCP Reset Interfaces, page 4-4.

¢ For more information on physical interfaces, see Configuring Physical Interfaces, page 4-11.

Interface Configuration Sequence

Follow these steps to configure interfaces on the sensor:
1. Configure the physical interface settings (speed, duplex, and so forth) and enable the interfaces.

2. Create or delete inline interfaces, inline VLAN subinterfaces, and VLAN groups, and set the inline
bypass mode.

3. Assign the physical, subinterfaces, and inline interfaces to the virtual sensor.
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For More Information

For the procedure for configuring the physical interface settings, see Configuring Physical
Interfaces, page 4-11.

For the procedures for creating and deleting different kinds of interfaces, see Configuring Inline
Interface Mode, page 4-16, Configuring Inline VLAN Pair Mode, page 4-21, Configuring VLAN
Group Mode, page 4-26, and Configuring Inline Bypass Mode, page 4-33.

For the procedure for configuring virtual sensors, see Adding, Editing, and Deleting Virtual Sensors,
page 5-4.

Configuring Physical Interfaces

Use the physical-interfaces interface_name command in the service interface submode to configure
promiscuous interfaces. The interface name is FastEthernet, GigabitEthernet, or PortChannel.

~

Note

You configure the ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) for
promiscuous mode from the adaptive security appliance CLI and not from the Cisco IPS CLI.

The following options apply:

admin-state {enabled | disabled}—Specifies the administrative link state of the interface, whether
the interface is enabled or disabled.

S

Note  On all backplane sensing interfaces on all modules, admin-state is set to enabled and is
protected (you cannot change the setting). The admin-state has no effect (and is protected)
on the command and control interface. It only affects sensing interfaces. The command and
control interface does not need to be enabled because it cannot be monitored.

alt-tcp-reset-interface—Sends TCP resets out an alternate interface when this interface is used for
promiscuous monitoring and the reset action is triggered by a signature firing.

N

Note  You can only assign a sensing interface as an alternate TCP reset interface. You cannot
configure the management interface as an alternate TCP reset interface.

~
Note  There is only one sensing interface on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP), so you cannot designate an alternate TCP reset interface.

- interface_name—Specifies the name of the interface on which TCP resets should be sent when
this interface is used for promiscuous monitoring and the reset action is triggered by a signature
firing. This setting is ignored when this interface is a member of an inline interface.

- none —Disables the use of an alternate TCP reset interface. TCP resets triggered by the reset
action when in promiscuous mode will be sent out of this interface instead.

default—Sets the value back to the system default setting.

description—Specifies your description of the promiscuous interface.

[ oL-29168-01
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¢ duplex—Specifies the duplex setting of the interface:
- auto—Sets the interface to auto negotiate duplex
— full—Sets the interface to full duplex.
— half—Sets the interface to half duplex.

a~

Note The duplex option is protected on all modules.

)

Note  For TenGigabit SFP+ ports, the permitted values are auto and full.

¢ no—Removes an entry or selection setting.
e speed—Specifies the speed setting of the interface:

- auto—Sets the interface to auto negotiate speed.

— 10—Sets the interface to 10 MB (for TX interfaces only).

— 100—Sets the interface to 100 MB (for TX interfaces only).
— 1000—Sets the interface to 1 GB (for Gigabit interfaces only).

S

Note The speed option is protected on all modules.

N

Note For TenGigabit SFP+ ports with a 10 Gb connector, the permitted values are auto and
10000, and for TenGigabit SFP+ ports with a 1 Gb connector, the permitted value is

auto.

Configuring the Physical Interface Settings

To configure the physical interface settings for promiscuous mode on the sensor, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.

Step2  Enter interface submode.

sensor# configure terminal
sensor (config) # service interface

Step3  Display the list of available interfaces.

sensor (config-int) # physical-interfaces ?

GigabitEthernet0/0 GigabitEthernet0/0 physical
GigabitEthernet0/1 GigabitEthernet0/1 physical
GigabitEthernet0/2 GigabitEthernet0/2 physical
GigabitEthernet0/3 GigabitEthernet0/3 physical
Management0/0 Management0/0 physical inter

sensor (config-int)# physical-interfaces

Step4  Specify the interface for promiscuous mode.

interface.
interface.
interface.
interface.

face.

sensor (config-int)# physical-interfaces GigabitEthernet0/2
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Configuring Physical Interfaces W

Enable the interface. You must assigned the interface to a virtual sensor and enable it before it can
monitor traffic.

sensor (config-int-phy) # admin-state enabled

Add a description of this interface.

sensor (config-int-phy) # description INT1

Specify the duplex settings. This option is not available on the ASA IPS modules (ASA 5500-X IPS SSP
and ASA 5585-X IPS SSP).

sensor (config-int-phy) # duplex full

Specify the speed. This option is not available on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP).

sensor (config-int-phy) # speed 1000

Enable TCP resets for this interface if desired. This option is not available on the ASA IPS modules
(ASA 5500-X IPS SSP and ASA 5585-X IPS SSP).

sensor (config-int-phy) # alt-tcp-reset-interface interface-name GigabitEthernet2/0

Repeat Steps 4 through 9 for any other interfaces you want to designate as promiscuous interfaces.
Verify the settings.

~

Note = Make sure the subinterface-type iS none, the default. You use the subinterface-type command
to configure inline VLAN pairs.

sensor (config-int-phy) # show settings

<protected entry>

name: GigabitEthernet0/2
media-type: tx <protected>
description: INT1 default:
admin-state: enabled default: disabled
duplex: full default: auto
speed: 1000 default: auto
alt-tcp-reset-interface

interface-name: GigabitEthernet2/0

sensor (config-int-phy) #

Remove TCP resets from an interface.

sensor (config-int-phy) # alt-tcp-reset-interface none

Verify the settings.

sensor (config-int-phy) # show settings
<protected entry>
name: GigabitEthernet0/0

[ oL-29168-01
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media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

sensor (config-int-phy) #

Step 14  Exit interface submode.

sensor (config-int-phy) # exit
sensor (config-int) # exit
Apply Changes:?[yes]:

Step15  Press Enter to apply the changes or enter no to discard them.

For More Information

For a list of possible interfaces for your sensor, see Interface Support, page 4-6.

For the procedure for sending traffic to the ASA 5500-X IPS SSP, see Creating Virtual Sensors for
the ASA 5500-X IPS SSP, page 18-4.

For the procedure for sending traffic to the ASA 5585-X IPS SSP, see Creating Virtual Sensors for
the ASA 5585-X IPS SSP, page 19-4.

For more information on the alternate TCP reset interface, see Understanding Alternate TCP Reset
Interfaces, page 4-4 and Designating the Alternate TCP Reset Interface, page 4-5.

For the procedure for configuring inline VLAN pairs, see Configuring Inline VLAN Pairs,
page 4-22.

For the procedure for adding interfaces to virtual sensors, see Adding, Editing, and Deleting Virtual
Sensors, page 5-4.

Configuring Promiscuous Mode

This section describes promiscuous mode on the sensor, and contains the following topics:

Understanding Promiscuous Mode, page 4-14
Configuring Promiscuous Mode, page 4-15

IPv6, Switches, and Lack of VACL Capture, page 4-15

Understanding Promiscuous Mode

In promiscuous mode, packets do not flow through the sensor. The sensor analyzes a copy of the
monitored traffic rather than the actual forwarded packet. The advantage of operating in promiscuous
mode is that the sensor does not affect the packet flow with the forwarded traffic. The disadvantage of
operating in promiscuous mode, however, is the sensor cannot stop malicious traffic from reaching its
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intended target for certain types of attacks, such as atomic attacks (single-packet attacks). The response
actions implemented by promiscuous sensor devices are post-event responses and often require
assistance from other networking devices, for example, routers and firewalls, to respond to an attack.
While such response actions can prevent some classes of attacks, in atomic attacks the single packet has
the chance of reaching the target system before the promiscuous-based sensor can apply an ACL
modification on a managed device (such as a firewall, switch, or router).

By default, all sensing interfaces are in promiscuous mode. To change an interface from inline interface
mode to promiscuous mode, delete any inline interface that contains that interface and delete any inline
VLAN pair subinterfaces of that interface from the interface configuration.

Figure 4-1 illustrates promiscuous mode:

Figure 4-1 Promiscuous Mode
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Configuring Promiscuous Mode

By default, all sensing interfaces are in promiscuous mode. To change an interface from inline mode to
promiscuous mode, delete the inline interface that contains that interface from the interface
configuration.

IPv6, Switches, and Lack of VACL Capture

VACLs on Catalyst switches do not have IPv6 support. The most common method for copying traffic to
a sensor configured in promiscuous mode is to use VACL capture. If you want to have IPv6 support, you
can use SPAN ports.

However, you can only configure up to two monitor sessions on a switch unless you use the following
configuration:

e Monitor session
e Multiple trunks to one or more sensors

e Restrict per trunk port which VLANS are allowed to perform monitoring of many VLANS to more
than two different sensors or virtual sensors within one IPS

[ oL-29168-01
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The following configuration uses one SPAN session to send all of the traffic on any of the specified
VLAN:S to all of the specified ports. Each port configuration only allows a particular VLAN or VLANSs
to pass. Thus you can send data from different VLANS to different sensors or virtual sensors all with one
SPAN configuration line:

clear trunk 4/1-4 1-4094

set trunk 4/1 on dotlg 930

set trunk 4/2 on dotlg 932

set trunk 4/3 on dotlg 960

set trunk 4/4 on dotlqg 962

set span 930, 932, 960, 962 4/1-4 both

Note  The SPAN/Monitor configuration is valuable when you want to assign different IPS policies per VLAN
or when you have more bandwidth to monitor than one interface can handle.

Configuring Inline Interface Mode

This section describes inline mode on the sensor, and contains the following topics:
¢ Understanding Inline Interface Mode, page 4-16

e Configuring Inline Interface Pairs, page 4-17

Understanding Inline Interface Mode

Operating in inline interface pair mode puts the IPS directly into the traffic flow and affects
packet-forwarding rates making them slower by adding latency. This allows the sensor to stop attacks by
dropping malicious traffic before it reaches the intended target, thus providing a protective service. Not
only is the inline device processing information on Layers 3 and 4, but it is also analyzing the contents
and payload of the packets for more sophisticated embedded attacks (Layers 3 to 7). This deeper analysis
lets the system identify and stop and/or block attacks that would normally pass through a traditional
firewall device.

In inline interface pair mode, a packet comes in through the first interface of the pair on the sensor and
out the second interface of the pair. The packet is sent to the second interface of the pair unless that
packet is being denied or modified by a signature.

Note  You can configure the ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) to operate
inline even though they have only one sensing interface.

Note  If the paired interfaces are connected to the same switch, you should configure them on the switch as
access ports with different access VLANSs for the two ports. Otherwise, traffic does not flow through the
inline interface.
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Figure 4-2 illustrates inline interface pair mode:

Figure 4-2 Inline Interface Pair Mode
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Use the inline-interfaces name command in the service interface submode to create inline interface
pairs.

You can configure the ASA TIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) to operate
inline even though they have only one sensing interface.

The following options apply:

inline-interfaces name—Specifies the name of the logical inline interface pair.
default—Sets the value back to the system default setting.

description—Specifies your description of the inline interface pair.

interfacel interface_name—Specifies the first interface in the inline interface pair.
interface2 interface_name—Specifies the second interface in the inline interface pair.
no—Removes an entry or selection setting.

admin-state {enabled | disabled}—Specifies the administrative link state of the interface, whether
the interface is enabled or disabled.

N

Note  On all backplane sensing interfaces on all modules, admin-state is set to enabled and is
protected (you cannot change the setting). The admin-state has no effect (and is protected)
on the command and control interface. It only affects sensing interfaces. The command and
control interface does not need to be enabled because it cannot be monitored.

Creating Inline Interface Pairs

To create inline interface pairs, follow these steps:

Log in to the CLI using an account with administrator privileges.

Enter interface submode.

sensor# configure terminal
sensor (config) # service interface
sensor (config-int) #

[ oL-29168-01
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

Verify that the subinterface mode is “none” for both of the physical interfaces you are pairing in the

inline interface.

sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current: 2)

<protected entry>

name: GigabitEthernet0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

Name the inline pair.

sensor (config-int)# inline-interfaces PAIR1

Display the available interfaces.

sensor (config-int)# interfacel ?

GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.

Configure two interfaces into a pair. You must assign the interface to a virtual sensor and enable it before

it can monitor traffic (see Step 10).

sensor (config-int-inl)# interfacel GigabitEthernet0/0
sensor (config-int-inl)# interface2 GigabitEthernet0/1

Add a description of the interface pair.

sensor (config-int-inl) # description PAIR1 Gig0/0 and Gig0/1

Repeat Steps 4 through 7 for any other interfaces that you want to configure into inline interface pairs.

Verify the settings.

sensor (config-int-inl)# show settings
name: PAIRI1

description: PAIR1 Gig0/0 & Gig0/1 default:
interfacel: GigabitEthernet0/0
interface2: GigabitEthernet0/1

Enable the interfaces assigned to the interface pair.

sensor (config-int) # exit
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Step 11

sensor (config-int)# physical-interfaces GigabitEthernet0/0
sensor (config-int-phy) # admin-state enabled

sensor (config-int-phy) # exit

sensor (config-int)# physical-interfaces GigabitEthernet0/1
sensor (config-int-phy) # admin-state enabled

sensor (config-int-phy) # exit

sensor (config-int) #

Verify that the interfaces are enabled.

sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current: 5)

<protected entry>

name: GigabitEthernet0/0
media-type: tx <protected>
description: <defaulted>
admin-state: enabled default: disabled
duplex: auto <defaulted>
speed: auto <defaulted>
default-vlan: 0 <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/1
media-type: tx <protected>
description: <defaulted>
admin-state: enabled default: disabled
duplex: auto <defaulted>
speed: auto <defaulted>
default-vlan: 0 <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/2 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

Configuring Inline Interface Mode
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Step 12

Step 13

Step 14

Step 15

speed: auto <defaulted>
default-vlan: 0 <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet0/3 <defaulted>

media-type: tx <protected>
--MORE--

Delete an inline interface pair and return the interfaces to promiscuous mode. You must also delete the
inline interface pair from the virtual sensor to which it is assigned.

sensor (config-int)# no inline-interfaces PAIR1

Verify the inline interface pair has been deleted.

sensor (config-int)# show settings

command-control: Management(0/0 <protected>
inline-interfaces (min: 0, max: 999999999, current: 0)

bypass-mode: auto <defaulted>
interface-notifications

Exit interface configuration submode.
sensor (config-int) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

e For the procedure for configuring inline interface mode for the ASA 5500-X IPS SSP, see Assigning
Virtual Sensors to Adaptive Security Appliance Contexts, page 18-7.

¢ For the procedure for configuring inline interface mode for the ASA 5585-X IPS SSP, see Assigning
Virtual Sensors to Adaptive Security Appliance Contexts, page 19-7.

e For the procedure for assigning inline interface pairs to a virtual sensor, or deleting the inline
interface pair from the virtual sensor to which it is assigned, see Adding, Editing, and Deleting
Virtual Sensors, page 5-4.
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Configuring Inline VLAN Pair Mode

This section describes inline VLAN pair mode and how to configure inline VLAN pairs. It contains the
following topics:

e Understanding Inline VLAN Pair Mode, page 4-21
e Configuring Inline VLAN Pairs, page 4-22

Understanding Inline VLAN Pair Mode

S

Note

Note

The ASAIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support inline VLAN
pairs.

You can associate VLANS in pairs on a physical interface. This is known as inline VLAN pair mode.
Packets received on one of the paired VLANS are analyzed and then forwarded to the other VLAN in the
pair.

Inline VLAN pair mode is an active sensing mode where a sensing interface acts as an 802.1q trunk port,
and the sensor performs VLAN bridging between pairs of VLANs on the trunk. The sensor inspects the
traffic it receives on each VLAN in each pair, and can either forward the packets on the other VLAN in
the pair, or drop the packet if an intrusion attempt is detected. You can configure an IPS sensor to
simultaneously bridge up to 255 VLAN pairs on each sensing interface. The sensor replaces the
VLAN ID field in the 802.1q header of each received packet with the ID of the egress VLAN on which
the sensor forwards the packet. The sensor drops all packets received on any VLANS that are not
assigned to inline VLAN pairs.

You cannot use the default VLAN as one of the paired VLANSs in an inline VLAN pair.

Figure 4-3 illustrates inline VLAN pair mode:

Figure 4-3 Inline VLAN Pair Mode
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Configuring Inline VLAN Pairs

Use the physical-interfaces interface_name command in the service interface submode to configure
inline VLAN pairs. The interface name is FastEthernet or GigabitEthernet.

The following options apply:

¢ admin-state {enabled | disabled}—Specifies the administrative link state of the interface, whether
the interface is enabled or disabled.

a~

Note  On all backplane sensing interfaces on all modules, admin-state is set to enabled and is
protected (you cannot change the setting). The admin-state has no effect (and is protected)
on the command and control interface. It only affects sensing interfaces. The command and
control interface does not need to be enabled because it cannot be monitored.

e default—Sets the value back to the system default setting.
e description—Specifies the description of the interface.
¢ duplex—Specifies the duplex setting of the interface:

- auto—Sets the interface to auto negotiate duplex.

— full—Sets the interface to full duplex.

— half—Sets the interface to half duplex.

~

Note The duplex option is protected on all modules.

¢ no—Removes an entry or selection setting.
e speed—Specifies the speed setting of the interface:
- auto—Sets the interface to auto negotiate speed.
— 10—Sets the interface to 10 MB (for TX interfaces only).
— 100—Sets the interface to 100 MB (for TX interfaces only).
— 1000—Sets the interface to 1 GB (for Gigabit interfaces only).

Y

Note The speed option is protected on all modules.

¢ subinterface-type—Specifies that the interface is a subinterface and what type of subinterface is
defined.

- inline-vlan-pair—Lets you define the subinterface as an inline VLAN pair.
— none—No subinterfaces defined.
¢ subinterface name—Defines the subinterface as an inline VLAN pair:
— vlanl—Specifies the first VLAN in the inline VLAN pair.
— vlan2—Specifies the second VLAN in the inline VLAN pair.
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Configuring Inline VLAN Pairs

To configure the inline VLAN pair settings on the sensor, follow these steps:

Step1  Log in to the CLI using an account with administrator privileges.
Step2  Enter interface submode.

sensor# configure terminal
sensor (config) # service interface
sensor (config-int) #

Step3  Verify if any inline interfaces exist (the subinterface type should read “none” if no inline interfaces have
been configured).

sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current: 5)

<protected entry>

name: GigabitEthernet0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/1 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet0/2 <defaulted>

media-type: tx <protected>
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description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/3 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: ManagementO0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

command-control: Management(0/0 <protected>
inline-interfaces (min: 0, max: 999999999, current: 0)
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Configuring Inline VLAN Pair Mode W

bypass-mode: auto <defaulted>
interface-notifications

missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>

sensor (config-int) #

If there are inline interfaces that are using this physical interface, remove them. You must also delete the
inline interface from the virtual sensor to which it is assigned.

sensor (config-int)# no inline-interfaces interface_name

Display the list of available interfaces.

sensor (config-int)# physical-interfaces ?

GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.

sensor (config-int)# physical-interfaces

Designate an interface.

sensor (config-int)# physical-interfaces GigabitEthernet0/2

Enable the interface. You must assign the interface to a virtual sensor and enable it before it can monitor
traffic.

sensor (config-int-phy) # admin-state enabled

Add a description of this interface.

sensor (config-int-phy) # description INT1

Configure the duplex settings. This option is not available on the ASA TIPS modules
(ASA 5500-X IPS SSP and ASA 5585-X IPS SSP).

sensor (config-int-phy) # duplex full

Configure the speed. This option is not available on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X IPS SSP).

sensor (config-int-phy) # speed 1000

Set up the inline VLAN pair.

sensor (config-int-phy) # subinterface-type inline-vlan-pair
sensor (config-int-phy-inl)# subinterface 1

sensor (config-int-phy-inl-sub)# wvlanl 52

sensor (config-int-phy-inl-sub)# vlan2 53

Add a description for the inline VLAN pair.

sensor (config-int-phy-inl-sub)# description INT1 vlans 52 and 53

Verify the inline VLAN pair settings.

sensor (config-int-phy-inl-sub)# show settings
subinterface-number: 1
description: INT1 vlans 52 and 53 default:
vlanl: 52
vlan2: 53
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sensor (config-int-phy-inl-sub) #

Step14 To delete VLAN pairs:
a. Delete one VLAN pair.
sensor (config-int-phy-inl-sub) # exit
sensor (config-int-phy-inl)# no subinterface 1
If this VLAN pair is the last one on the sensor, you receive the following error message:

Error: This "subinterface-type" contains less than the required number of
"subinterface" entries. Please add entry(s) to reach the minimum required entries or
select a different "subinterface-type".

Go to Step b to remove the last VLAN pair.
b. Delete all VLAN pairs.

sensor (config-int-phy-inl-sub) # exit
sensor (config-int-phy-inl) # exit
sensor (config-int-phy) # subinterface-type none

Step15 Exitinterface submode. You must also delete the interface from the virtual sensor to which it is assigned.

sensor (config-int-phy-inl-sub) # exit
sensor (config-int-phy-inl)# exit
sensor (config-int-phy) # exit

sensor (config-int) # exit

Apply Changes:?[yes]:

Step16  Press Enter to apply the changes or enter no to discard them.

For More Information

For the procedure for assigning inline interface pairs to a virtual sensor, or deleting the inline interface
pair from the virtual sensor to which it is assigned, see Adding, Editing, and Deleting Virtual Sensors,
page 5-4.

Configuring VLAN Group Mode

This section describes VLAN Group mode and how to configure VLAN groups. It contains the following
topics:

e Understanding VLAN Group Mode, page 4-26
e Deploying VLAN Groups, page 4-27
e Configuring VLAN Groups, page 4-28

Understanding VLAN Group Mode
~

Note  The ASAIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support VLAN groups
mode.
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You can divide each physical interface or inline interface into VLAN group subinterfaces, each of which
consists of a group of VLANSs on that interface. Analysis Engine supports multiple virtual sensors, each
of which can monitor one or more of these interfaces. This lets you apply multiple policies to the same
sensor. The advantage is that now you can use a sensor with only a few interfaces as if it had many
interfaces.

You cannot divide physical interfaces that are in inline VLAN pairs into VLAN groups.

VLAN group subinterfaces associate a set of VLANs with a physical or inline interface. No VLAN can
be a member of more than one VLAN group subinterface. Each VLAN group subinterface is identified
by a number between 1 and 255. Subinterface 0 is a reserved subinterface number used to represent the
entire unvirtualized physical or logical interface. You cannot create, delete, or modify subinterface 0 and
no statistics are reported for it.

An unassigned VLAN group is maintained that contains all VLANS that are not specifically assigned to
another VLAN group. You cannot directly specify the VLANS that are in the unassigned group. When a
VLAN is added to or deleted from another VLAN group subinterface, the unassigned group is updated.

Packets in the native VLAN of an 802.1q trunk do not normally have 802.1q encapsulation headers to
identify the VLAN number to which the packets belong. A default VLAN variable is associated with
each physical interface and you should set this variable to the VLAN number of the native VLAN or to 0.
The value O indicates that the native VLAN is either unknown or you do not care if it is specified. If the
default VLAN setting is O, the following occurs:

e Any alerts triggered by packets without 802.1q encapsulation have a VLAN value of 0 reported in
the alert.

e Non-802.1q encapsulated traffic is associated with the unassigned VLAN group and it is not
possible to assign the native VLAN to any other VLAN group.

You can configure a port on a switch as either an access port or a trunk port. On an access port, all traffic
is in a single VLAN is called the access VLAN. On a trunk port, multiple VLANS can be carried over
the port, and each packet has a special header attached called the 802.1q header that contains the VLAN
ID. This header is commonly referred as the VLAN tag. However, a trunk port has a special VLAN called
the native VLAN. Packets in the native VLAN do not have the 802.1q headers attached.

Deploying VLAN Groups

Because a VLAN group of an inline pair does not translate the VLAN ID, an inline paired interface must
exist between two switches to use VLAN groups on a logical interface. For an appliance, you can connect
the two pairs to the same switch, make them access ports, and then set the access VLANSs for the two
ports differently. In this configuration, the sensor connects between two VLANSs, because each of the
two ports is in access mode and carries only one VLAN. In this case the two ports must be in different
VLANS, and the sensor bridges the two VLANSs, monitoring any traffic that flows between the two
VLAN:S.

You can also connect appliances between two switches. There are two variations. In the first variation,
the two ports are configured as access ports, so they carry a single VLAN. In this way, the sensor bridges
a single VLAN between the two switches.

[ oL-29168-01
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In the second variation, the two ports are configured as trunk ports, so they can carry multiple VLANSs.
In this configuration, the sensor bridges multiple VLANSs between the two switches. Because multiple
VLANSs are carried over the inline interface pair, the VLANSs can be divided into groups and each group
can be assigned to a virtual sensor.

Configuring VLAN Groups

Use the physical-interfaces interface_name command in the service interface submode to configure
inline VLAN groups. The interface name is FastEthernet or GigabitEthernet.

The following options apply:

¢ admin-state {enabled | disabled}—Specifies the administrative link state of the interface, whether
the interface is enabled or disabled.

~

Note  On all backplane sensing interfaces on all modules, admin-state is set to enabled and is
protected (you cannot change the setting). The admin-state has no effect (and is protected)
on the command and control interface. It only affects sensing interfaces. The command and
control interface does not need to be enabled because it cannot be monitored.

e default—Sets the value back to the system default setting.
¢ description—Specifies the description of the interface.
¢ duplex—Specifies the duplex setting of the interface:

— auto—Sets the interface to auto negotiate duplex.

— full—Sets the interface to full duplex.

— half—Sets the interface to half duplex.

N

Note The duplex option is protected on all modules.

¢ no—Removes an entry or selection setting.
e speed—Specifies the speed setting of the interface:
— auto—Sets the interface to auto negotiate speed.
— 10—Sets the interface to 10 MB (for TX interfaces only).
— 100—Sets the interface to 100 MB (for TX interfaces only).
— 1000—Sets the interface to 1 GB (for Gigabit interfaces only).

N

Note The speed option is protected on all modules.

¢ subinterface-type—Specifies that the interface is a subinterface and what type of subinterface is
defined.

— vlan-group—Lets you define the subinterface as a VLAN group.

— none—Speechifies that no subinterfaces are defined.
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¢ subinterface name—Defines the subinterface as a VLAN group:

— vlans {range | unassigned}—Specifies the set of VLANs in the VLAN group. The value for
range is 1 to 4095 in a comma-separated pattern of individual VLAN IDs or ranges:
1,5-8,10-15. There are no spaces between the entries.

Configuring Inline VLAN Groups

To configure the inline VLAN group settings on the sensor, follow these steps:

Step1  Log in to the CLI using an account with administrator privileges.
Step2  Enter interface submode.

sensor# configure terminal
sensor (config) # service interface
sensor (config-int) #

Step3  Verify if any inline interfaces exist (the subinterface type should read “none” if no inline interfaces have
been configured).

sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current: 5)

<protected entry>

name: GigabitEthernet0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/1 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface
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<protected entry>

name: GigabitEthernet0/2 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: GigabitEthernet0/3 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: Management0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface
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Configuring VLAN Group Mode ||

command-control: Management(0/0 <protected>
inline-interfaces (min: 0, max: 999999999, current: 0)

bypass-mode: auto <defaulted>
interface-notifications

missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>

sensor (config-int) #

If there are inline interfaces that are using this physical interface, remove them.

sensor (config-int)# no inline-interfaces interface_name

Display the list of available interfaces.

sensor (config-int)# physical-interfaces ?

GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.

sensor (config-int)# physical-interfaces

Specify an interface.

sensor (config-int)# physical-interfaces GigabitEthernet0/2

Enable the interface. You must also assign the interface to a virtual sensor and enable it before it can
monitor traffic.

sensor (config-int-phy) # admin-state enabled

Add a description of this interface.

sensor (config-int-phy) # description INT1

Specify the duplex settings. This option is not available on the ASA IPS modules (ASA 5500-X IPS SSP
and ASA 5585-X IPS SSP).

sensor (config-int-phy) # duplex full

Specify the speed. This option is not available on the ASA IPS modules (ASA 5500-X IPS SSP and
ASA 5585-X TIPS SSP).

sensor (config-int-phy) # speed 1000

Set up the VLAN group.

sensor (config-int-phy) # subinterface-type vlan-group
sensor (config-int-phy-vla)# subinterface 1

Assign the VLANS to this group:
a. Assign specific VLANS.

sensor (config-int-phy-vla-sub)# vlans range 1,5-8,10-15
sensor (config-int-phy-vla-sub) #

[ oL-29168-01
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Configuring VLAN Group Mode

b. Verify the settings.

sensor (config-int-phy-vla-sub)# show settings
subinterface-number: 1

description: <defaulted>
vlans

range: 1,5-8,10-15

sensor (config-int-phy-vla-sub) #

c¢. Configure unassigned VLANS.

sensor (config-int-phy-vla-sub)# vlans unassigned
sensor (config-int-phy-vla-sub) #

d. Verify the settings.

sensor (config-int-phy-vla-sub)# show settings
subinterface-number: 1

description: <defaulted>
vlans

sensor (config-int-phy-vla-sub) #

~

Note  Assigning the unassigned VLANS to a separate virtual sensor allows you to specify a policy
for all VLANS that you have not specifically assigned to other groups. For example, you can
group your important internal VLANS in one group and apply a stringent security policy to
that group. You can group the other less important unassigned VLANSs into another group,
and apply the default security policy to that group, so that only very serious alerts are
reported.

Step13  Add a description for the VLAN group.

sensor (config-int-phy-inl-sub)# description INT1 vlans 52 and 53

Step14  Verify the VLAN group settings.

sensor (config-int-phy-vla-sub)# show settings
subinterface-number: 1
description: GROUP1 default:
vlans

sensor (config-int-phy-vla-sub) #
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Step 15

Step 16

Step 17

Configuring Inline Bypass Mode ||

Delete VLAN groups:
a. Delete one VLAN group.
sensor (config-int-phy-vla-sub) # exit
sensor (config-int-phy-vla)# no subinterface 1
If this VLAN group is the last one on the sensor, you receive an error message.

Error: This "subinterface-type" contains less than the required number of
"subinterface" entries. Please add entry(s) to reach the minimum required entries or
select a different "subinterface-type".

Go to Step b to remove the last VLAN group.

b. Delete all VLAN groups. You must also delete the VLAN group from the virtual sensor to which it
is assigned.
sensor (config-int-phy-vla-sub) # exit

sensor (config-int-phy-vla)# exit
sensor (config-int-phy) # subinterface-type none

Exit interface submode.

sensor (config-int-phy-vla-sub) # exit
sensor (config-int-phy-vla)# exit
sensor (config-int-phy) # exit

sensor (config-int) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

For the procedure for assigning inline interface pairs to a virtual sensor, or deleting the inline interface
pair from the virtual sensor to which it is assigned, see Adding, Editing, and Deleting Virtual Sensors,
page 5-4.

Configuring Inline Bypass Mode

This section describes inline bypass mode for sensors configured as inline interface and inline VLAN
pairs, and contains the following topics:

e Understanding Inline Bypass Mode, page 4-33
e Configuring Inline Bypass Mode, page 4-34

Understanding Inline Bypass Mode

)

Note

The ASA 5500-X IPS SSP and the ASA 5585-X IPS SSP do not support bypass mode. The adaptive
security appliance will either fail open, fail close, or fail over depending on the configuration of the
adaptive security appliance and the type of activity being done on the IPS.

[ oL-29168-01
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W Configuring Inline Bypass Mode

A

Caution  There are security consequences when you put the sensor in bypass mode. When bypass mode is on, the
traffic bypasses the sensor and is not inspected; therefore, the sensor cannot prevent malicious attacks.

A

Caution  As with signature updates, when the sensor applies a global correlation update, it may trigger bypass.
Whether or not bypass is triggered depends on the traffic load of the sensor and the size of the
signature/global correlation update. If bypass mode is turned off, an inline sensor stops passing traffic
while the update is being applied.

You can use inline bypass as a diagnostic tool and a failover protection mechanism. Normally, the sensor
Analysis Engine performs packet analysis. When inline bypass is activated, the Analysis Engine is
bypassed, allowing traffic to flow through the inline interfaces and inline VLAN pairs without
inspection. Inline bypass ensures that packets continue to flow through the sensor when the sensor
processes are temporarily stopped for upgrades or when the sensor monitoring processes fail. There are
three modes: on, off, and automatic. By default, bypass mode is set to automatic.

The inline bypass functionality is implemented in software, so it only functions when the operating
system is running. If the sensor is powered off or shut down, inline bypass does not work—traffic does
not flow through the sensor.

For IPS 4510 and IPS 4520, when the SensorApp is not running or if bypass mode is on, the following
occurs:

e The output from the packet capture/display command does not show any packets.

e The show interface and show interface interface_name commands do not show VLAN statistics.

Configuring Inline Bypass Mode

Use the bypass-mode command in the service interface submode to configure bypass mode. The
following options apply:

e off—Turns off inline bypassing. Packet inspection is performed on inline data traffic. However,
inline traffic is interrupted if the Analysis Engine is stopped.

e on—Turns on inline bypassing. No packet inspection is performed on the traffic. Inline traffic
continues to flow even if the Analysis Engine is stopped.

e auto—Turns on automatic bypassing. The sensor automatically begins bypassing inline packet
inspection if the Analysis Engine stops processing packets. This prevents data interruption on inline
interfaces. This is the default.

Configuring Bypass Mode

To configure bypass mode, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.

Step2  Enter interface submode.

sensor# configure terminal
sensor (config) # service interface

Step3  Configure bypass mode.

sensor (config-int)# bypass-mode off

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
m. 0L-29168-01 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Chapter4

Configuring Interfaces

Step 4

Step 5

Step 6

Configuring Interface Notifications W

Verify the settings.

sensor (config-int)# show settings

bypass-mode: off default: auto
interface-notifications

missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>

sensor (config-int) #

Exit interface submode.

sensor (config-int) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

For more information on inline bypass mode, see Configuring Inline Bypass Mode, page 4-33.

Configuring Interface Notifications

Step 1
Step 2

You can configure the sensor to monitor the flow of packets across an interface and send notification if
that flow changes (starts/stops) during a specified interval. You can configure the missed packet
threshold within a specific notification interval and also configure the interface idle delay before a status
event is reported.

Use the interface-notifications command in the service interface submode to configure traffic
notifications.

The following options apply:
e default—Sets the value back to the system default setting.

¢ idle-interface-delay—Specifies the number of seconds an interface must be idle before sending a
notification. The valid range is 5 to 3600. The default is 30 seconds.

¢ missed-percentage-threshold—Specifies the percentage of packets that must be missed during a
specified interval before notification will be sent. The valid range is 0 to 100. The default is 0.

¢ notification-interval—Specifies the interval to check for missed packet percentage. The valid range
is 5 to 3600. The default is 30 seconds

Configuring Interface Notifications

To configure the interface notification settings, follow these steps:

Log in to the CLI using an account with administrator privileges.

Enter global configuration mode.

sensor# configure terminal

[ oL-29168-01
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Ml Configuring CDP Mode

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Enter interface submode.

sensor (config) # service interface

Enter interface notifications submode.

sensor (config-int)# interface-notifications

Specify the idle interface delay.

sensor (config-int-int)# idle-interface-delay 60

Specify the missed percentage threshold.

sensor (config-int-int) # missed-percentage-threshold 1

Specify the notification interval.

sensor (config-int-int)# notification-interval 60

Verify the settings.

sensor (config-int-int) # show settings
interface-notifications

missed-percentage-threshold: 1 percent default:

notification-interval: 60 seconds default: 30
idle-interface-delay: 60 seconds default: 30

sensor (config-int-int) #

Exit interface notifications submode.

sensor (config-int-int) # exit
sensor (config-int) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Configuring CDP Mode

)

Note

The ASA 5500-X IPS SSP and the ASA 5585-X IPS SSP do not support CDP mode.

You can configure the sensor to enable or disable the forwarding of CDP packets. This action applies

globally to all interfaces.

Cisco Discovery Protocol is a media- and protocol-independent device-discovery protocol that runs on
all Cisco-manufactured equipment, including routers, access servers, bridges, and switches. Using CDP,
a device can advertise its existence to other devices and receive information about other devices on the
same LAN or on the remote side of a WAN. CDP runs on all media that support SNAP, including LAN:Ss,

Frame Relay, and ATM media.
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Step 1
Step 2

Step 3

Step 4

Configuring CDP Mode W

User the cdp-mode command in service interface mode to have the sensor either forward or drop CDP
packets.

The following option applies:

¢ cdp-mode {forward-cdp-packets | drop-cdp-packets}—Configures the sensor to either forward
CDP packets or drop CDP packets. The default is drop-cdp-packets.

Enabling CDP Mode
To configure CDP mode, follow these steps:

Log in to the CLI using an account with administrator privileges.
Enter interface submode.

sensor# configure terminal
sensor (config) # service interface

Enable CDP mode.

sensor (config-int)# cdp-mode forward-cdp-packets

Verify the settings.

sensor (config-int)# show settings
bypass-mode: auto <defaulted>
interface-notifications
missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>
cdp-mode: forward-cdp-packets default: drop-cdp-packets
sensor (config-int) #

Displaying Interface Statistics

Note

The show interface command output for the IPS 4510 and IPS 4520 does not include the total undersize
packets or total transmit FIFO overruns.

When the IPS 4510 and IPS 4520 are in bypass mode, VLAN statistics in the show interface and packet
display/capture command output do not show any packets.

The jumbo packet count in the show interface command output from the lines Total Jumbo Packets
Received and Total Jumbo Packets Transmitted for ASA IPS modules may be larger than expected
due to some packets that were almost jumbo size on the wire being counted as jumbo size by the IPS.
This miscount is a result of header bytes added to the packet by the ASA before the packet is transmitted
to the IPS. For IPv4, 58 bytes of header data are added. For IPv6, 78 bytes of header data are added. The
ASA removes the added IPS header before the packet leaves the ASA.

[ oL-29168-01
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Configuring CDP Mode

Step 1
Step 2

Step 3

Use the show interfaces [clear | brief] command in EXEC mode to display statistics for all system
interfaces. Use the show interfaces {FastEthernet | GigabitEthernet | Management | PortChannel}
[slot/port] command to display statistics for specific interfaces.

The following options apply:

¢ clear—(Optional) Clears the diagnostics.

¢ brief—(Optional) Displays a summary of the usability status information for each interface.

e FastEthernet—Displays statistics for FastEthernet interfaces.

¢ GigabitEthernet—Displays statistics for GigabitEthernet interfaces.

¢ Management—Displays statistics for Management interfaces.

A

Note  Only platforms with external ports marked Management support this keyword.

e PortChannel—Displays statistics for PortChannel interfaces

¢ slot/port—Displays statistics for the specific slot/port of the interface.

To display interface statistics, follow these steps:

Log in to the CLI.

Display statistics for all interfaces.

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/0

0

Statistics From Subinterface 12
Vlans in this group = 12
Total Packets Received On This Vlan Group
Total Bytes Received On This Vlan Group =

Total Packets Transmitted On This Vlan Group =
Total Bytes Transmitted On This Vlan Group = 0

Statistics From Subinterface 16
Vlans in this group = 10
Total Packets Received On This Vlan Group
Total Bytes Received On This Vlan Group =

Total Packets Transmitted On This Vlan Group =
Total Bytes Transmitted On This Vlan Group = 0

Statistics From Subinterface 25
Vlans in this group = 11
Total Packets Received On This Vlan Group
Total Bytes Received On This Vlan Group =

Total Packets Transmitted On This Vlan Group =
Total Bytes Transmitted On This Vlan Group = 0

--MORE--

0

0

0

0

0
0

0
0

0

Show a brief summary of the interfaces. The * indicates that the interface is the command and control

interface.

sensor# show interfaces brief

cc Interface Sensing State Link
GigabitEthernet0/0 Disabled Down

* Management0/0 Disabled Up
GigabitEthernet0/1 Disabled Down

Inline Mode
Unpaired

Unpaired

Pair Status
N/A

N/A
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GigabitEthernet0/2 Disabled Down Unpaired N/A
GigabitEthernet0/3 Disabled Down Unpaired N/A
sensor#

Step4  Display the statistics for a specific interface.

sensor# show interfaces Management0/0
MAC statistics from interface Management0/0
Interface function = Command-control interface
Description =
Media Type = TX
Default Vlan = 0
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 4305909
Total Bytes Received = 280475712
Total Multicast Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 973627
Total Bytes Transmitted = 437632618
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

Step5  Clear the statistics.

sensor# show interfaces clear
Interface Statistics
Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/0
Statistics From Subinterface 12
Vlans in this group = 12
Total Packets Received On This Vlan Group = 0
Total Bytes Received On This Vlan Group = 0
Total Packets Transmitted On This Vlan Group = 0
Total Bytes Transmitted On This Vlan Group = 0
Statistics From Subinterface 16
Vlans in this group = 10
Total Packets Received On This Vlan Group = 0
Total Bytes Received On This Vlan Group = 0
Total Packets Transmitted On This Vlan Group = 0
Total Bytes Transmitted On This Vlan Group = 0
Statistics From Subinterface 25
Vlans in this group = 11
Total Packets Received On This Vlan Group = 0
Total Bytes Received On This Vlan Group = 0
Total Packets Transmitted On This Vlan Group = 0
Total Bytes Transmitted On This Vlan Group = 0
--MORE--

For More Information

For information on slot and port numbers and which platforms have a Management port, refer to Cisco
Intrusion Prevention System Appliances and Modules Installation Guide for IPS 7.2.
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[ | Displaying Interface Traffic History

Displaying Interface Traffic History

Use the show interfaces-history [traffic-by-hour | traffic-by-minute] command in EXEC mode to
display historical interfaces statistics for all system interfaces. The historical information for each
interface is maintained for three days with 60 seconds granularity. Use the show interfaces-history
{FastEthernet | GigabitEthernet | Management | PortChannel} [traffic-by-hour |
traffic-by-minute] command to display statistics for specific interfaces.

Note  You must have health monitoring enabled to support the historic interface function.

Each record has the following details:
e Total packets received
e Total bytes received
e FIFO overruns
¢ Receive errors
e Received Mbps
e Missed packet percentage
e Average load

e Peak load

Note  Historical data for each interface for the past 72 hours is also included in the show tech-support
command.

The following options apply:
¢ traffic-by-hour—Displays interface traffic history by the hour.
e traffic-by-minute—Displays interface traffic history by the minute.
e past—Displays historical interface traffic information.

e HH:MM—Specifies the amount of time to go back in the past to begin the traffic display. The range
for HH is 0 to 72. The range for MM is 0 to 59. The minimum value is 00:01 and the maximum value
is 72:00.

e FastEthernet—Displays statistics for FastEthernet interfaces.
¢ GigabitEthernet—Displays statistics for GigabitEthernet interfaces.
e Management—Displays statistics for Management interfaces.

A

Note Only platforms with external ports marked Management support this keyword.

¢ PortChannel—Displays statistics for PortChannel interfaces.
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Displaying Historical Interface Statistics
To display interface traffic history, follow these steps:

Log in to the CLI.
Display the interface traffic history by the hour.

sensor# show interfaces-history traffic-by-hour past 02:15
GigabitEthernet0/0

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

11:30:31 UTC Tue Mar 05 2013 0 0

0 0 0 0

10:27:32 UTC Tue Mar 05 2013 0 0

0 0 0 0

GigabitEthernet0/1

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

11:30:31 UTC Tue Mar 05 2013 0 0

0 0 0 0

10:27:32 UTC Tue Mar 05 2013 0 0

0 0 0 0

GigabitEthernet0/2

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

11:30:31 UTC Tue Mar 05 2013 0 0

0 0 0 0

10:27:32 UTC Tue Mar 05 2013 0 0

0 0 0 0

GigabitEthernet0/3

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

11:30:31 UTC Tue Mar 05 2013 0 0

0 0 0 0

10:27:32 UTC Tue Mar 05 2013 0 0

0 0 0 0

Management0/0

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

11:30:31 UTC Tue Mar 05 2013 31071600 3240924703

0 0 0 0

10:27:32 UTC Tue Mar 05 2013 30859941 3216904786

0 0 0 0

--MORE--

Display the interface traffic history by the minute.

sensor# show interfaces-history traffic-by-minute past 00:45
GigabitEthernet0/0

Time Packets Received Bytes Received
FIFO Overruns Receive Errors Avg Load Peak Load

12:27:49 UTC Tue Mar 05 2013 0 0

0 0 0 0

12:26:45 UTC Tue Mar 05 2013 0 0

0 0 0 0

12:25:48 UTC Tue Mar 05 2013 0 0

0 0 0 0

12:24:42 UTC Tue Mar 05 2013 0 0

Mbps

Mbps

Mbps

Mbps

Mbps

Mbps

MPP

MPP

MPP

MPP

MPP

MPP
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0
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0
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0
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0
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Step4  Display the interface traffic history for a specific interface.

sensor# show interfaces-history GigabitEthernet0/0 traffic-by-minute past

GigabitEthernet0/0

Time

FIFO Overruns Receive
13:34:38 UTC Thu Mar 07
0 0
13:33:35 UTC Thu Mar 07
0 0
13:32:32 UTC Thu Mar 07
0 0
13:31:27 UTC Thu Mar 07
0 0
13:30:25 UTC Thu Mar 07
0 0
sensor#

For More Information

Errors

2013

2013

2013

2013

2013

0

0

0

0

0

Packets Received Bytes Received

Avg Load

Peak Load
0

Mbps

00:05

MPP

00

00

00

00

00

For information on enabling health monitoring, see Configuring Health Status Information, page 17-13.
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CHAPTER 5

Configuring Virtual Sensors

This chapter explains the function of the Analysis Engine and how to create, edit, and delete virtual
sensors. It also explains how to assign interfaces to a virtual sensor. It contains the following sections:

Virtual Sensor Notes and Caveats, page 5-1

Understanding the Analysis Engine, page 5-2

Understanding Virtual Sensors, page 5-2

Advantages and Restrictions of Virtualization, page 5-2

Inline TCP Session Tracking Mode, page 5-3

Normalization and Inline TCP Evasion Protection Mode, page 5-4
HTTP Advanced Decoding, page 5-4

Adding, Editing, and Deleting Virtual Sensors, page 5-4
Configuring Global Variables, page 5-12

Virtual Sensor Notes and Caveats

The following notes and caveats apply to configuring the virtual sensor:

The Cisco IPS does not support more than four virtual sensors. You cannot delete the default virtual
sensor vs0.

The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support the inline
TCP session tracking mode.

For the ASA TIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP), normalization is
performed by the adaptive security appliance and not the IPS.

Anomaly detection is disabled by default. You must enable it to configure or apply an anomaly
detection policy. Enabling anomaly detection results in a decrease in performance.

[ oL-29168-01
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I Understanding the Analysis Engine

Understanding the Analysis Engine

The Analysis Engine performs packet analysis and alert detection. It monitors traffic that flows through
specified interfaces.

You create virtual sensors in the Analysis Engine. Each virtual sensor has a unique name with a list of
interfaces, inline interface pairs, inline VLAN pairs, and VLAN groups associated with it. To avoid
definition ordering issues, no conflicts or overlaps are allowed in assignments. You assign interfaces,
inline interface pairs, inline VLAN pairs, and VLAN groups to a specific virtual sensor so that no packet
is processed by more than one virtual sensor. Each virtual sensor is also associated with a specifically
named signature definition, event action rules, and anomaly detection configuration. Packets from
interfaces, inline interface pairs, inline VLAN pairs, and VLAN groups that are not assigned to any
virtual sensor are disposed of according to the inline bypass configuration.

Note  The Cisco IPS does not support more than four virtual sensors. You cannot delete the default virtual
sensor vs0.

Understanding Virtual Sensors

The sensor can receive data inputs from one or many monitored data streams. These monitored data
streams can either be physical interface ports or virtual interface ports. For example, a single sensor can
monitor traffic from in front of the firewall, from behind the firewall, or from in front of and behind the
firewall concurrently. And a single sensor can monitor one or more data streams. In this situation a single
sensor policy or configuration is applied to all monitored data streams.

A virtual sensor is a collection of data that is defined by a set of configuration policies. The virtual sensor
is applied to a set of packets as defined by interface component.

A virtual sensor can monitor multiple segments, and you can apply a different policy or configuration
for each virtual sensor within a single physical sensor. You can set up a different policy per monitored
segment under analysis. You can also apply the same policy instance, for example, sig0, rules0, or ad0,
to different virtual sensors. You can assign interfaces, inline interface pairs, inline VLAN pairs, and
VLAN groups to a virtual sensor.

Note The default virtual sensor is vsO. You cannot delete the default virtual sensor. The interface list, the
anomaly detection operational mode, the inline TCP session tracking mode, and the virtual sensor
description are the only configuration features you can change for the default virtual sensor. You cannot
change the signature definition, event action rules, or anomaly detection policies.

Advantages and Restrictions of Virtualization

Virtualization has the following advantages:
e You can apply different configurations to different sets of traffic.
¢ You can monitor two networks with overlapping IP spaces with one sensor.

¢ You can monitor both inside and outside of a firewall or NAT device.
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Virtualization has the following restrictions:
*  You must assign both sides of asymmetric traffic to the same virtual sensor.

e Using VACL capture or SPAN (promiscuous monitoring) is inconsistent with regard to VLAN
tagging, which causes problems with VLAN groups.

— When using Cisco IOS software, a VACL capture port or a SPAN target does not always receive
tagged packets even if it is configured for trunking.

— When using the MSFC, fast path switching of learned routes changes the behavior of VACL
captures and SPAN.

¢ Persistent store is limited.
Virtualization has the following traffic capture requirements:

e The virtual sensor must receive traffic that has 802.1q headers (other than traffic on the native VLAN
of the capture port).

e The sensor must see both directions of traffic in the same VLAN group in the same virtual sensor
for any given sensor.

The following sensors support virtualization:
e ASA 5500-X IPS SSP
e ASA 5585-X IPS SSP

e IPS 4345
e IPS 4345-DC
e IPS 4360
e IPS 4510
e TIPS 4520

Inline TCP Session Tracking Mode
~

Note  The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support the inline TCP
session tracking mode.

When you choose to modify packets inline, if the packets from a stream are seen twice by the Normalizer
engine, it cannot properly track the stream state and often the stream is dropped. This situation occurs
most often when a stream is routed through multiple VLANSs or interfaces that are being monitored by
the IPS. A further complication in this situation is the necessity of allowing asymmetric traffic to merge
for proper tracking of streams when the traffic for either direction is received from different VLANSs or
interfaces. To deal with this situation, you can set the mode so that streams are perceived as unique if
they are received on separate interfaces and/or VLANSs (or the subinterface for VLAN pairs).

The following inline TCP session tracking modes apply:

¢ Interface and VLAN—AII packets with the same session key (AaBb) in the same VLAN (or inline
VLAN pair) and on the same interface belong to the same session. Packets with the same key but on
different VLANSs are tracked separately.

e VLAN Only—All packets with the same session key (AaBb) in the same VLAN (or inline VLAN
pair) regardless of the interface belong to the same session. Packets with the same key but on
different VLANSs are tracked separately.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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e Virtual Sensor—All packets with the same session key (AaBb) within a virtual sensor belong to the
same session. This is the default and almost always the best option to choose.

Normalization and Inline TCP Evasion Protection Mode
N~

Note For the ASA TIPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP), normalization is
performed by the adaptive security appliance and not the IPS.

Normalization only applies when the sensor is operating in inline mode. The default is strict evasion
protection, which is full enforcement of TCP state and sequence tracking. The Normalizer enforces
duplicate packets, changed packets, out-of-order packets, and so forth, which helps prevent attackers
from evading the IPS.

Asymmetric mode disables most of the Normalizer checks. Use asymmetric mode only when the entire
stream cannot be inspected, because in this situation, attackers can now evade the IPS.

HTTP Advanced Decoding

HTTP advanced decoding facilitates analysis of encoded HTTP return web traffic by using on-the-fly
decoding. Changes to HTTP advanced decoding take effect immediately and only affect the new traffic
flows.

Restrictions
The following restrictions apply when you enable HTTP advanced decoding:

e Although HTTP advanced decoding does not fire any new signatures, drop packets, or modify
traffic, it allows existing signatures to match on content that was previously not detectable because
of encodings.

e HTTP advanced decoding only acts on return web response traffic.

A

Caution  Enabling HTTP advanced decoding severely impacts system performance.

~

Note  Because HTTP advanced decoding requires the Regex card and the String XL engine, it is available only
to those platforms that have them. HTTP advanced decoding is supported on the IPS 4345, IPS 4360,
IPS 4510, IPS 4520, ASA 5585-X IPS SSP, ASA 5525-X IPS SSP, ASA 5545-X IPS SSP, and
ASA 5555-X TIPS SSP.

Adding, Editing, and Deleting Virtual Sensors

This section describes how to add, edit, and delete virtual sensors, and contains the following topics:
e Adding Virtual Sensors, page 5-5
e Editing and Deleting Virtual Sensors, page 5-9

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
m. 0L-29168-01 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Chapter5

Configuring Virtual Sensors

Adding, Editing, and Deleting Virtual Sensors 1l

Adding Virtual Sensors

Note

Use the virtual-sensor name command in service analysis engine submode to create a virtual sensor.
You can create up to four virtual sensors. You assign policies (anomaly detection, event action rules, and
signature definition) to the virtual sensor. Then you assign interfaces (promiscuous, inline interface
pairs, inline VLAN pairs, and VLAN groups) to the virtual sensor. You must configure the inline
interface pairs and VLAN pairs before you can assign them to a virtual sensor.

Anomaly detection is disabled by default. You must enable it to configure or apply an anomaly detection
policy. Enabling anomaly detection results in a decrease in performance.

The following options apply:

http-advanced-decoding {true | false}—Enables deeper inspection of HTTP traffic. The default is
disabled.

Note Enabling HTTP advanced decoding severely impacts system performance.

Note HTTP advanced decoding is supported on the IPS 4345, IPS 4360, IPS 4510, IPS 4520,
ASA 5585-X IPS SSP, ASA 5525-X IPS SSP, ASA 5545-X TIPS SSP, and
ASA 5555-X TIPS SSP.

anomaly-detection—Specifies the anomaly detection parameters:
— anomaly-detection-name name—Specifies the name of the anomaly detection policy.
— operational-mode—Specifies the anomaly detection mode (inactive, learn, detect).
description—Description of the virtual sensor.
event-action-rules—Specifies the name of the event action rules policy.

inline-TCP-evasion-protection-mode—Lets you choose which type of normalization you need for
traffic inspection:

- asymmetric —Specifies that the sensor can only see one direction of bidirectional traffic flow.
Asymmetric mode protection relaxes the evasion protection at the TCP layer.

>
Note  Asymmetric mode lets the sensor synchronize state with the flow and maintain

inspection for those engines that do not require both directions. Asymmetric mode
lowers security because full protection requires both sides of traffic to be seen.

- strict—Specifies that if a packet is missed for any reason, all packets after the missed packet
are not processed. Strict evasion protection provides full enforcement of TCP state and
sequence tracking.

~

Note  Any out-of-order packets or missed packets can produce Normalizer engine signatures
1300 or 1330 firings, which try to correct the situation, but can result in denied
connections.

[ oL-29168-01
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Step 1
Step 2

Step 3

Step 4

Step 5

S
Note  For the ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP),
normalization is performed by the adaptive security appliance and not the IPS.

¢ inline-TCP-session-tracking-mode—Enables an advanced method used to identify duplicate TCP
sessions in inline traffic. The default is virtual sensor, which is almost always the best choice.

- virtual-sensor —Specifies that all packets with the same session key (AaBb) within a virtual
sensor belong to the same session.

— interface-and-vlan—Specifies that all packets with the same session key (AaBb) in the same
VLAN (or inline VLAN pair) and on the same interface belong to the same session. Packets with
the same key but on different VLANSs or interfaces are tracked independently.

— vlan-only—Specifies that all packets with the same session key (AaBb) in the same VLAN (or
inline VLAN pair) regardless of the interface belong to the same session. Packets with the same
key but on different VLANs are tracked independently.

)
Note The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not
support the inline TCP session tracking mode.

¢ signature-definition—Specifies the name of the signature definition policy.
¢ logical-interfaces—Specifies the name of the logical interfaces (inline interface pairs).

¢ physical-interfaces—Specifies the name of the physical interfaces (promiscuous, inline VLAN
pairs, and VLAN groups):

- subinterface-number—Specifies the physical subinterface number. If the subinterface-type is
none, the value of 0 indicates the entire interface is assigned in promiscuous mode.

¢ no—Removes an entry or selection.

Adding a Virtual Sensor

To add a virtual sensor, follow these steps:

Log in to the CLI using an account with administrator privileges.
Enter service analysis mode.

sensor# configure terminal

sensor (config) # service analysis-engine

sensor (config-ana) #

Add a virtual sensor.

sensor (config-ana)# virtual-sensor vsl

sensor (config-ana-vir) #

Add a description for this virtual sensor.

sensor (config-ana-vir) # description virtual sensor 1

Assign an anomaly detection policy and operational mode to this virtual sensor.

sensor (config-ana-vir)# anomaly-detection
sensor (config-ana-vir-ano)# anomaly-detection-name adl
sensor (config-ana-vir-ano)# operational-mode learn
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Step 7

Step 8
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Assign an event action rules policy to this virtual sensor.

sensor (config-ana-vir-ano) # exit
sensor (config-ana-vir)# event-action-rules rulesl

Assign a signature definition policy to this virtual sensor.

sensor (config-ana-vir)# signature-definition sigl

Enable HTTP advanced decoding.

sensor (config-ana-vir) # http-advanced-decoding true

Caution

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Enabling HTTP advanced decoding severely impacts system performance.

Assign the inline TCP session tracking mode. The default is virtual sensor mode, which is almost always
the best option to choose.

sensor (config-ana-vir)# inline-TCP-session-tracking-mode virtual-sensor

Assign the inline TCP evasion protection mode. The default is strict mode, which is almost always the
best option to choose.

sensor (config-ana-vir)# inline-TCP-evasion-protection-mode strict

Enable HTTP advanced decoding.

sensor (config-ana-vir) # http-advanced-decoding true

Display the list of available interfaces.

sensor (config-ana-vir)# physical-interface ?
GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet2/0 GigabitEthernet0/2 physical interface.
GigabitEthernet2/1 GigabitEthernet0/3 physical interface.
sensor (config-ana-vir)# physical-interface

sensor (config-ana-vir)# logical-interface ?
<none available>

Assign the promiscuous mode interfaces you want to add to this virtual sensor. Repeat this step for all
the promiscuous interfaces that you want to assign to this virtual sensor.

sensor (config-ana-vir) # physical-interface GigabitEthernet0/3
Assign the inline interface pairs you want to add to this virtual sensor. You must have already paired the
interfaces.

sensor (config-ana-vir)# logical-interface inline_interface pair_name

Assign the subinterfaces of the inline VLAN pairs or groups you want to add to this virtual sensor. You
must have already subdivided any interfaces into VLAN pairs or groups.

sensor (config-ana-vir)# physical-interface GigabitEthernet2/0 subinterface-number
subinterface_number

Verify the virtual sensor settings.

sensor (config-ana-vir)# show settings
name: vsl
description: virtual sensor 1 default:
signature-definition: sigl default: sigO0

[ oL-29168-01
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event-action-rules: rulesl default: rulesO
anomaly-detection
anomaly-detection-name: adl default: adO
operational-mode: learn default: detect
physical-interface (min: 0, max: 999999999, current: 2)

name: GigabitEthernet0/3
subinterface-number: 0 <defaulted>

inline-TCP-session-tracking-mode: virtual-sensor default:

logical-interface (min: 0, max: 999999999, current:

sensor (config-ana-vir) #

Exit analysis engine mode.

sensor (config-ana-vir) # exit
sensor (config-ana) # exit
sensor (config) #

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

0)

virtual-sensor

e For the procedure for creating virtual sensors on the ASA 5500-X IPS SSP, see Creating Virtual

Sensors for the ASA 5500-X IPS SSP, page 18-4.

e For the procedure for creating virtual sensors on the ASA 5585-X IPS SSP, see Creating Virtual

Sensors for the ASA 5585-X IPS SSP, page 19-4.

¢ For more information on creating and configuring anomaly detection policies, see Working With

Anomaly Detection Policies, page 9-8.

e For more information on creating and configuring event action rules policies, see Working With

Event Action Rules Policies, page 8-8.

¢ For more information on creating and configuring signature definition policies, see Working With

Signature Definition Policies, page 7-2.

e For more information about normalization, see Normalization and Inline TCP Evasion Protection

Mode, page 5-4.

e For more information about inline TCP session tracking mode, see Inline TCP Session Tracking

Mode, page 5-3.

e For the procedure for pairing inline interfaces, see Configuring Inline Interface Pairs, page 4-17.
Repeat Step 11 for all the inline interface pairs that you want to assign to this virtual sensor.

e For the procedure for pairing and grouping inline VLANS, see Configuring Inline VLAN Pairs,
page 4-22 and Configuring VLAN Groups, page 4-28. Repeat Step 12 for all inline VLAN pairs or

VLAN groups that you want to assign to this virtual sensor.

¢ For the procedure for enabling anomaly detection, see Enabling Anomaly Detection, page 9-8.
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Editing and Deleting Virtual Sensors

You can edit the following parameters of a virtual sensor:
e Signature definition policy

e Event action rules policy

¢ Anomaly detection policy

~

Note  Anomaly detection is disabled by default. You must enable it to configure or apply an
anomaly detection policy. Enabling anomaly detection results in a decrease in performance.

e Anomaly detection operational mode

e Inline TCP session tracking mode

A

Note The ASA IPS modules (ASA 5500-X IPS SSP and ASA 5585-X IPS SSP) do not support
the inline TCP session tracking mode.

e Description

¢ Interfaces assigned

Editing or Deleting a Virtual Sensor

To edit or delete a virtual sensor, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Enter analysis engine mode.

sensor# configure terminal
sensor (config) # service analysis-engine
sensor (config-ana) #

Step 3 Edit the virtual sensor, vsl.

sensor (config-ana)# virtual-sensor vsl
sensor (config-ana-vir) #

Step4  Edit the description of this virtual sensor.

sensor (config-ana-vir) # description virtual sensor A

Step5 Change the anomaly detection policy and operational mode assigned to this virtual sensor.
sensor (config-ana-vir)# anomaly-detection
sensor (config-ana-vir-ano)# anomaly-detection-name ad0
sensor (config-ana-vir-ano)# operational-mode learn
Step6  Change the event action rules policy assigned to this virtual sensor.
sensor (config-ana-vir-ano) # exit
sensor (config-ana-vir)# event-action-rules rules0
Step7  Change the signature definition policy assigned to this virtual sensor.

sensor (config-ana-vir)# signature-definition sig0
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Change the inline TCP session tracking mode. The default is virtual sensor mode, which is almost always
the best option to choose.

sensor (config-ana-vir)# inline-TCP-session-tracking-mode interface-and-vlan

Display the list of available interfaces.

sensor (config-ana-vir)# physical-interface ?
GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet2/0 GigabitEthernet0/2 physical interface.
GigabitEthernet2/1 GigabitEthernet0/3 physical interface.
sensor (config-ana-vir)# physical-interface

sensor (config-ana-vir)# logical-interface ?
<none available>

Change the promiscuous mode interfaces assigned to this virtual sensor.

sensor (config-ana-vir) # physical-interface GigabitEthernet0/2

Change the inline interface pairs assigned to this virtual sensor. You must have already paired the
interfaces.

sensor (config-ana-vir)# logical-interface inline_interface pair_name

Change the subinterface with the inline VLAN pairs or groups assigned to this virtual sensor. You must
have already subdivided any interfaces into VLAN pairs or groups.

sensor (config-ana-vir)# physical-interface GigabitEthernet2/0 subinterface-number
subinterface_number

Verify the edited virtual sensor settings.

ssensor (config-ana-vir)# show settings
name: vsl
description: virtual sensor 1 default:
signature-definition: sigl default: sigO0
event-action-rules: rulesl default: rulesO
anomaly-detection
anomaly-detection-name: adl default: adO
operational-mode: learn default: detect

physical-interface (min: 0, max: 999999999, current: 2)
name: GigabitEthernet0/3
subinterface-number: 0 <defaulted>

inline-TCP-session-tracking-mode: interface-and-vlan default: virtual-sensor

logical-interface (min: 0, max: 999999999, current: 0)

sensor (config-ana-vir) #

Delete a virtual sensor.

sensor (config-ana-vir) # exit
sensor (config-ana)# no virtual-sensor vsl
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Verify the deleted virtual sensor. Only the default virtual sensor, vs0, is present.

sensor (config-ana)# show settings

global-parameters

max-open-iplog-files: 20 <defaulted>

virtual-sensor (min: 1, max: 255, current: 2)

<protected entry>
name: vs0 <defaulted>
description: default virtual sensor <defaulted>
signature-definition: sig0 <protected>
event-action-rules: rules0 <protected>
anomaly-detection
anomaly-detection-name: ad0 <protected>
operational-mode: detect <defaulted>
physical-interface (min: 0, max: 999999999, current: 0)
logical-interface (min: 0, max: 999999999, current: 0)

sensor (config-ana) #

Exit analysis engine mode.

sensor (config-ana) # exit
sensor (config) #
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

For more information on creating and configuring anomaly detection policies, see Working With
Anomaly Detection Policies, page 9-8.

For more information on creating and configuring event action rules policies, see Working With
Event Action Rules Policies, page 8-8.

For more information on creating and configuring signature definition policies, see Working With
Signature Definition Policies, page 7-2.

For the procedure for pairing inline interfaces, see Configuring Inline Interface Pairs, page 4-17.
Repeat Step 11 for all the inline interface pairs that you want to assign to this virtual sensor.

For the procedure for pairing and grouping inline VLANS, see Configuring Inline VLAN Pairs,
page 4-22 and Configuring VLAN Groups, page 4-28. Repeat Step 12 for all inline VLAN pairs or
VLAN groups that you want to assign to this virtual sensor.

For the procedure for enabling anomaly detection, see Enabling Anomaly Detection, page 9-8.
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Configuring Global Variables

Use the global-parameters command in service analysis engine submode to create global variables,
such as IP logging, service activity, and specifying the flow depth. Flow depth is used for String,
Multi-String, Service HTTP, and State engines. It does not apply to the XL String engine and the

Note

Step 1
Step 2

Step 3

Step 4

platforms that support it.

The IPS 4345, IPS 4360, IPS 4510, IPS 4520, ASA 5525-X IPS SSP, ASA 5545-X IPS SSP,
ASA 5555-X TIPS SSP, and ASA 5585-X IPS SSP support the String XL engines and the Regex

accelerator card.

The following options apply:
e ip-logging—Enables global IP logging parameters.

— max-open-iplog-files—Specifies the maximum number of concurrently open log files. The

range is 20 to 100. The default is 20.

e serviceActivity—Lets you gather information about service activities for diagnostic purposes. The

details are more granular and have port level details.

~

Note  Enabling service activity impacts system performance. Enable service activity collection
temporarily for diagnostic purposes only. You must reboot the sensor after you enable

service activity for the change to take affect.

— enable-serviceactivity [1 | 0]—Set to 1 to enable, set to O to disable. The default is disabled.

- serviceActivityLimit limit—Sets the limit for how many services you want to enable. The valid

range is from 10 to 65536. The default is 15.

e specify-flow-depth—Lets you specify the inspection depth of the flow. Flow depth is the number
of bytes inspected in a flow. The new value applies for new flows only. The valid range is from O to

429496296. The default is 0, which is infinitive.

Creating a Global Variable
To create a global variable, follow these steps:

Log in to the CLI using an account with administrator privileges.

Enter service analysis mode.

sensor# configure terminal
sensor (config)# service analysis-engine
sensor (config-ana) #

Create the variable for the maximum number of open IP logs.

sensor (config-ana)# global-parameters

sensor (config-ana-glo)# ip-logging

sensor (config-ana-glo-ip) # max-open-iplog-files 50
sensor (config-ana-glo-ip) # exit

sensor (config-ana-glo) #

Create the flow depth variable.

sensor (config-ana-glo) # specify-flow-depth 500
sensor (config-ana-glo) # exit
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sensor (config-ana) #

Step5  Create the variable for service activity.

sensor (config-ana-glo) # serviceActivity

sensor (config-ana-glo-ser)# enable-serviceactivity 1
sensor (config-ana-glo-ser)# serviceActivityLimit 15
sensor (config-ana-glo-ser)# exit

sensor (config-ana-glo) #

Step6  Verify the global variable settings.

sensor (config-ana-glo) # show settings
global-parameters
specify-flow-depth: 500 default: 0
serviceActivity
enable-serviceactivity: 1 default: 0
serviceActivityLimit: 25 default: 15

sensor (config-ana-glo) #

Step7  Exit analysis engine mode.

sensor (config-ana)# exit
sensor (config) #
Apply Changes:?[yes]:

Step8  Press Enter to apply the changes or enter no to discard them.

Step9  After you reboot the sensor so that service activity is effective, you can view the details.

sensor# show statistic analysis-engine

Analysis Engine Statistics
Number of seconds since service started = 354
Processing Load Percentage

Thread 5 sec 1 min 5 min
0 1 1 1
1 1 1 1
2 1 1 1
3 1 1 1
4 1 1 1
5 1 1 1
6 1 1 3
Average 1 1 2

For More Information

For detailed information about String, Multi-String, Service HTTP, and State engines, see Appendix B,
“Signature Engines.”
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CHAPTER

Defining Signatures

This chapter describes how to define and create signatures. It contains the following sections:

Signature Definition Notes and Caveats, page 7-1
Understanding Policies, page 7-1

Working With Signature Definition Policies, page 7-2
Understanding Signatures, page 7-3

Configuring Signature Variables, page 7-4
Configuring Signatures, page 7-6

Creating Custom Signatures, page 7-40

Signature Definition Notes and Caveats

The following notes and caveats apply to defining signatures:

You must preface signature variables with a dollar ($) sign to indicate that you are using a variable
rather than a string.

We recommend that you do NOT change the promiscuous delta setting for a signature.

The parameters tcp-3-way-handshake-required and tcp-reassembly-mode only impact sensors
inspecting traffic in promiscuous mode, not inline mode. To configure asymmetric options for
sensors inspecting inline traffic, use the inline-TCP-evasion-protection-mode parameter.

A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

Understanding Policies

You can create multiple security policies and apply them to individual virtual sensors. A security policy
is made up of a signature definition policy, an event action rules policy, and an anomaly detection policy.
Cisco IPS contains a default signature definition policy called sig0, a default event action rules policy
called rules0, and a default anomaly detection policy called ad0. You can assign the default policies to
a virtual sensor or you can create new policies. The use of multiple security policies lets you create
security policies based on different requirements and then apply these customized policies per VLAN or
physical interface.
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Working With Signature Definition Policies

Use the service signature-definition name command in service signature definition mode to create a
signature definition policy. The values of this signature definition policy are the same as the default
signature definition policy, sig0, until you edit them.

Or you can use the copy signature-definition source_destination command in privileged EXEC mode
to make a copy of an existing policy and then edit the values of the new policy as needed.

Use the list signature-definition-configurations command in privileged EXEC mode to list the
signature definition policies.

Use the no service signature-definition name command in global configuration mode to delete a
signature definition policy. Use the default service signature-definition name command in global
configuration mode to reset the signature definition policy to factory settings.

Creating, Copying, Editing, and Deleting Signature Definition Policies
To create, copy, edit, and delete signature definition policies, follow these steps:

Step1  Login to the CLI using an account with administrator privileges.

Step2  Create a signature definition policy.

sensor# configure terminal

sensor (config)# service signature-definition MySig
Editing new instance MySig.

sensor (config-sig) # exit

Apply Changes?[yes]: yes

sensor (config) # exit

Step3  Or copy an existing signature definition policy to a new signature definition policy.

sensor# copy signature-definition sig0 sigl
sensor#

~

Note  You receive an error if the policy already exists or if there is not enough space available for the
new policy.

Step4  Accept the default signature definition policy values or edit the following parameters:
a. Add signature definition variables.
b. Configure the general signature options.

Step5  Display a list of signature definition policies on the sensor.

sensor# list signature-definition-configurations
Signature Definition

Instance Size Virtual Sensor
sig0 255 vs0
temp 707 N/A
MySig 255 N/A
sigl 141 vsl
sensor#

Step6  Delete a signature definition policy.

sensor# configure terminal
sensor (config) # no service signature-definition MySig
sensor (config) # exit
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sensor#

~

Note  You cannot delete the default signature definition policy, sig0.

Step7  Confirm the signature definition policy has been deleted.

sensor# list signature-definition-configurations
Signature Definition
Instance Size Virtual Sensor

sig0 255 vs0

temp 707 N/A

sigl 141 vsl
sensor#

Step8  Reset a signature definition policy to factory settings.

sensor# configure terminal
sensor (config)# default service signature-definition sigl
sensor (config) #

For More Information

e For the procedure for adding signature variables, see Configuring Signature Variables, page 7-4.

e For the procedure for configuring the general settings, see Configuring Signatures, page 7-6.

Understanding Signatures

Attacks or other misuses of network resources can be defined as network intrusions. Sensors that use a
signature-based technology can detect network intrusions. A signature is a set of rules that your sensor
uses to detect typical intrusive activity, such as DoS attacks. As sensors scan network packets, they use
signatures to detect known attacks and respond with actions that you define.

The sensor compares the list of signatures with network activity. When a match is found, the sensor takes
an action, such as logging the event or sending an alert. Sensors let you modify existing signatures and
define new ones.

Signature-based intrusion detection can produce false positives because certain normal network activity
can be misinterpreted as malicious activity. For example, some network applications or operating
systems may send out numerous ICMP messages, which a signature-based detection system might
interpret as an attempt by an attacker to map out a network segment. You can minimize false positives
by tuning your signatures.

To configure a sensor to monitor network traffic for a particular signature, you must enable the signature.
By default, the most critical signatures are enabled when you install the signature update. When an attack
is detected that matches an enabled signature, the sensor generates an alert, which is stored in the Event
Store of the sensor. The alerts, as well as other events, may be retrieved from the Event Store by
web-based clients. By default the sensor logs all Informational alerts or higher.

Some signatures have subsignatures, that is, the signature is divided into subcategories. When you
configure a subsignature, changes made to the parameters of one subsignature apply only to that
subsignature. For example, if you edit signature 3050 subsignature 1 and change the severity, the severity
change applies to only subsignature 1 and not to 3050 2, 3050 3, and 3050 4.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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The Cisco IPS contains over 10,000 built-in default signatures. You cannot rename or delete signatures
from the list of built-in signatures, but you can retire signatures to remove them from the sensing engine.
You can later activate retired signatures; however, this process requires the sensing engines to rebuild
their configuration, which takes time and could delay the processing of traffic. You can tune built-in
signatures by adjusting several signature parameters. Built-in signatures that have been modified are
called tuned signatures.

Note = We recommend that you retire any signatures that you are not using. This improves sensor performance.

You can create signatures, which are called custom signatures. Custom signature IDs begin at 60000.
You can configure them for several things, such as matching of strings on UDP connections, tracking of
network floods, and scans. Each signature is created using a signature engine specifically designed for
the type of traffic being monitored.

Configuring Signature Variables

This section describes signature variables, and contains the following topics:
e Understanding Signature Variables, page 7-4
e Creating Signature Variables, page 7-4

Understanding Signature Variables

When you want to use the same value within multiple signatures, use a variable. When you change the
value of a variable, that variable is updated in all signatures in which it appears. This saves you from
having to change the variable repeatedly as you configure signatures.

Note  You must preface signature variables with a dollar ($) sign to indicate that you are using a variable rather
than a string.

Some variables cannot be deleted because they are necessary to the signature system. If a variable is
protected, you cannot select it to edit it. You receive an error message if you try to delete protected
variables. You can edit only one variable at a time.

Creating Signature Variables

Use the variables command in the signature definition submode to create signature variables.
The following options apply:

e variable_name—Identifies the name assigned to this variable. A valid name can only contain
numbers or letters. You can also use a hyphen (-) or underscore (_).

¢ ip-addr-range—Specifies the system-defined variable for grouping IP addresses. The valid values
are: A.B.C.D-A.B.C.D[,A.B.C.D-A.B.C.D]

e web-ports—Specifies the system-defined variable for ports to look for HTTP traffic. To designate
multiple port numbers for a single variable, place a comma between the entries. For example, 80,
3128, 8000, 8010, 8080, 8888, 24326.
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Adding, Editing, and Deleting Signature Variables
To add, edit, and delete signature variables, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.
Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Create a signature variable for a group of IP addresses.

sensor (config-sig)# variables IPADD ip-addr-range 10.1.1.1-10.1.1.24

Edit the signature variable for web ports. WEBPORTS has a predefined set of ports where web servers
are running, but you can edit the value. This variable affects all signatures that have web ports. The
default is 80, 3128, 8000, 8010, 8080, 8888, 24326.

sensor (config-sig)# variables WEBPORTS web-ports 80,3128,8000

Verify the changes.

sensor (config-sig)# show settings
variables (min: 0, max: 256, current: 2)

variable-name: IPADD

ip-addr-range: 10.1.1.1-10.1.1.24

<protected entry>
variable-name: WEBPORTS

web-ports: 80,3128,8000 default: 80-80,3128-3128,8000-8000,8010-8010,80
80-8080,8888-8888,24326-24326

Delete a variable.

sensor (config-sig)# no variables IPADD

Verify the variable has been deleted.

sensor (config-sig)# show settings
variables (min: 0, max: 256, current: 1)
<protected entry>
variable-name: WEBPORTS
web-ports: 80,3128,8000 default: 80-80,3128-3128,8000-8000,8010-8010,80
80-8080,8888-8888,24326-24326

Exit signature definition submode.

sensor (config-sig) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

[ oL-29168-01
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Configuring Signatures

This section describes how to configure signature parameters, and contains the following topics:
¢ Signature Definition Options, page 7-6
e Configuring Alert Frequency, page 7-7
e Configuring Alert Severity, page 7-9
¢ Configuring the Event Counter, page 7-10
¢ Configuring Signature Fidelity Rating, page 7-12
e Configuring the Status of Signatures, page 7-13
e Configuring the Vulnerable OSes for a Signature, page 7-14
e Assigning Actions to Signatures, page 7-15
e Configuring AIC Signatures, page 7-17
e Configuring IP Fragment Reassembly, page 7-28
e Configuring TCP Stream Reassembly, page 7-31
e Configuring IP Logging, page 7-39

Signature Definition Options

The following options apply to configuring the general parameters of a specific signature:
e alert-frequency—Sets the summary options for grouping alerts.
e alert-severity—Sets the severity of the alert.

¢ engine—Specifies the signature engine. You can assign actions when you are in the engine
submode.

e event-counter—Sets the event count.
e promisc-delta—Specifies the delta value used to determine the seriousness of the alert.

A

Caution = We recommend that you do NOT change the promiscuous delta setting for a signature.

Promiscuous delta lowers the risk rating of certain alerts in promiscuous mode. Because the sensor
does not know the attributes of the target system and in promiscuous mode cannot deny packets, it
is useful to lower the prioritization of promiscuous alerts (based on the lower risk rating) so the
administrator can focus on investigating higher risk rating alerts.

In inline mode, the sensor can deny the offending packets and they never reach the target host, so it
does not matter if the target was vulnerable. The attack was not allowed on the network and so we
do not subtract from the risk rating value.

Signatures that are not service, OS, or application specific have 0 for the promiscuous delta. If the
signature is specific to an OS, service, or application, it has a promiscuous delta of 5, 10, or 15
calculated from 5 points for each category.

e sig-description—Your description of the signature.
o sig-fidelity-rating—Specifies the rating of the fidelity of signature.

e status—Sets the status of the signature to enabled or retired.
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vulnerable-os—Specifies the list of OS types that are vulnerable to this attack signature.

For More Information

For the procedure for configuring alert frequency, see Configuring Alert Frequency, page 7-7.
For more information about signature engines, see Appendix B, “Signature Engines.”

For the procedure for assigning actions, see Assigning Actions to Signatures, page 7-15.

For the procedure for configuring event counts, see Configuring the Event Counter, page 7-10.

For the procedure for configuring the signature fidelity rating, see Configuring Signature Fidelity
Rating, page 7-12.

For the procedure for enabling and disabling signatures, see Configuring the Status of Signatures,
page 7-13.

For the procedure for configuring vulnerable OSes, see Configuring the Vulnerable OSes for a
Signature, page 7-14.

Configuring Alert Frequency

Use the alert-frequency command in signature definition submode to configure the alert frequency for
a signature. The alert-frequency command specifies how often the sensor alerts you when this signature
is firing.

The following options apply:

sig_id—Identifies the unique numerical value assigned to this signature. This value lets the sensor
identify a particular signature. The value is 1000 to 65000.

subsig_id—Identifies the unique numerical value assigned to this subsignature. A subsignature ID
is used to identify a more granular version of a broad signature. The value is O to 255.

summary-mode—Specifies the way you want the sensor to group the alerts:
- fire-all—Fires an alert on all events.
— fire-once—Fires an alert only once.

- global-summarize—Summarizes an alert so that it only fires once regardless of how many
attackers or victims.

— summarize—Summarize all the alerts.
specify-summary-threshold {yes | no}—Enables summary threshold mode:

— summary-threshold—Specifies the minimum number of hits the sensor must receive before
sending a summary alert for this signature. The value is 0 to 65535.

— summary-interval—Specifies the time in seconds used in each summary alert. The value is 1
to 1000.

summary-key—Specifies the storage type on which to summarize this signature:
- Axxx—Attacker address.
— Axxb—Attacker address and victim port.
— AxBx—Attacker and victim addresses.
— AaBb—Attacker and victim addresses and ports.

— xxBx—Victim address.

[ oL-29168-01
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¢ specify-global-summary-threshold {yes | no}—(Optional) Enables global summary threshold
mode:

- global-summary-threshold—Specifies the threshold number of events to take alert in to global
summary. The value is 1 to 65535.

Configuring Alert Frequency

To configure the alert frequency parameters of a signature, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.
Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Specify the signature you want to configure.

sensor (config-sig)# signatures 9000 0

Enter alert frequency submode.

sensor (config-sig-sig) # alert-frequency

Specify the alert frequency of this signature:

a. Configure the summary mode to, for example, fire once.

sensor (config-sig-sig-ale)# summary-mode fire-once

sensor (config-sig-sig-ale-fir)# specify-global-summary-threshold yes
sensor (config-sig-sig-ale-fir-yes)# global-summary-threshold 3000
sensor (config-sig-sig-ale-fir-yes)# summary-interval 5000

b. Specify the summary key.

sensor (config-sig-sig-ale-fir-yes)# exit
sensor (config-sig-sig-ale-fir)# summary-key AxBx

c. Verify the settings.

sensor (config-sig-sig-ale-fir)# show settings
fire-once
summary-key: AxBx default: Axxx
specify-global-summary-threshold

global-summary-threshold: 3000 default: 120
summary-interval: 5000 default: 15

sensor (config-sig-sig-ale-fir)#

Exit alert-frequency submode.

sensor (config-sig-sig-ale-fir)# exit
sensor (config-sig-sig-ale)# exit
sensor (config-sig-sig)# exit

sensor (config-sig) # exit

Apply Changes:?[yes]:
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Press Enter to apply the changes or enter no to discard them.

Configuring Alert Severity

Step 1
Step 2

Step 3

Step 4

Step 5

Use the alert-severity command in signature definition submode to configure the severity of a signature.

The following options apply:

e sig_id—Identifies the unique numerical value assigned to this signature. This value lets the sensor

identify a particular signature. The value is 1000 to 65000.

e subsig_id—Identifies the unique numerical value assigned to this subsignature. A subsignature ID

is used to identify a more granular version of a broad signature. The value is 0 to 255.
e alert-severity—Specifies the severity of the alert:
— high —Dangerous alert.
- medium—Medium level alert (default).
- low—Low level alert.

— informational—Informational alert.

Configuring Alert Severity

To configure the alert severity, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.
Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Specify the signature you want to configure.

sensor (config-sig)# signatures 9000 0

Assign the alert severity.

sensor (config-sig-sig)# alert-severity medium

Verify the settings.

sensor (config-sig-sig)# show settings
<protected entry>
sig-id: 9000
subsig-id: 0
alert-severity: medium default: medium
sig-fidelity-rating: 75 <defaulted>
promisc-delta: 0 <defaulted>
sig-description
sig-name: Back Door Probe (TCP 12345) <defaulted>
sig-string-info: SYN to TCP 12345 <defaulted>
sig-comment: <defaulted>
alert-traits: 0 <defaulted>
release: 40 <defaulted>

vulnerable-os: general-os <defaulted>
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engine

event-action: produce-alert <defaulted>
fragment-status: any <defaulted>
specify-1l4-protocol

--MORE--

Step6  Exit signatures submode.

sensor (config-sig-sig)# exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step7  Press Enter to apply the changes or enter no to discard them.

Configuring the Event Counter

Use the event-counter command in signature definition submode to configure how the sensor counts
events. For example, you can specify that you want the sensor to send an alert only if the same signature
fires 5 times for the same address set.

The following options apply:

e event-count—Specifies the number of times an event must occur before an alert is generated. The
valid range is 1 to 65535. The default is 1.

¢ event-count-key—Specifies the storage type on which to count events for this signature:
- Axxx—Attacker address
- AxBx—Attacker and victim addresses
— Axxb—Attacker address and victim port
- xxBx—Victim address
— AaBb—Attacker and victim addresses and ports
e specify-alert-interval [yes | no]—Enables alert interval:

— alert-interval—Specifies the time in seconds before the event count is reset. The default is 60.

Configuring the Event Counter

To configure event counter, follow these steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify the signature for which you want to configure event counter.

sensor (config-sig)# signatures 9000 0
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Step4  Enter event counter submode.

sensor (config-sig-sig) # event-counter

Step5  Specify how many times an event must occur before an alert is generated.

sensor (config-sig-sig-eve)# event-count 2

Step6  Specify the storage type on which you want to count events for this signature.

sensor (config-sig-sig-eve)# event-count-key AxBx

Step7  (Optional) Enable alert interval.

sensor (config-sig-sig-eve)# specify-alert-interval yes

Step8  (Optional) Specify the amount of time in seconds before the event count should be reset.

sensor (config-sig-sig-eve-yes)# alert-interval 30

Step9  Verify the settings.

sensor (config-sig-sig-eve-yes) # exit
sensor (config-sig-sig-eve)# show settings
event-counter
event-count: 2 default: 1
event-count-key: AxBx default: Axxx
specify-alert-interval

alert-interval: 30 default: 60

sensor (config-sig-sig-eve) #

Step 10  Exit signatures submode.

sensor (config-sig-sig-eve)# exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Step 11 Press Enter to apply the changes or enter no to discard them.
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Configuring Signature Fidelity Rating

Use the sig-fidelity-rating command in signature definition submode to configure the signature fidelity
rating for a signature.

The following option applies:

o sig-fidelity-rating—Identifies the weight associated with how well this signature might perform in
the absence of specific knowledge of the target. The valid value is 0 to 100.

Configuring the Signature Fidelity Rating

To configure the signature fidelity rating for a signature, follow these steps:

Step1  Log in to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sig0

Step3  Specify the signature you want to configure.

sensor (config-sig)# signatures 12000 0

Step4  Specify the signature fidelity rating for this signature.

sensor (config-sig-sig) # sig-fidelity-rating 50

Step5  Verify the settings.

sensor (config-sig-sig)# show settings
<protected entry>
sig-id: 12000
subsig-id: 0
alert-severity: low <defaulted>
sig-fidelity-rating: 50 default: 85
promisc-delta: 15 <defaulted>
sig-description
sig-name: Gator Spyware Beacon <defaulted>
sig-string-info: /download/ User-Agent: Gator <defaulted>
sig-comment: <defaulted>
alert-traits: 0 <defaulted>
release: 71 <defaulted>

Step6  Exit signatures submode.

sensor (config-sig-sig) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step7  Press Enter to apply the changes or enter no to discard them.
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A

Use the status command in signature definition submode to specify the status of a specific signature.

The following options apply:

e status—Identifies whether the signature is enabled, disabled, or retired:

— enabled {true | false}—Enables the signature.

— retired {true | false}—Retires the signature.

Configuring Signatures

— obsoletes signature_ID—Shows the other signatures that have been obsoleted by this signature.

Caution

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Activating and retiring signatures can take 30 minutes or longer.

Changing the Signature Status

To change the status of a signature, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Choose the signature you want to configure.

sensor (config-sig)# signatures 12000 0

Change the status for this signature.

sensor (config-sig-sig)# status
sensor (config-sig-sig-sta)# enabled true

Verify the settings.

sensor (config-sig-sig-sta)# show settings
status
enabled: true default: false
retired: false <defaulted>

sensor (config-sig-sig-sta)#

Exit signatures submode.

sensor (config-sig-sig-sta)# exit
sensor (config-sig-sig)# exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.
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Configuring the Vulnerable 0Ses for a Signature

Use the vulnerable-os command in signature definition submode to configure the list of vulnerable OSes

for a signature.
The following options apply:
e general-os—Specifies all OS types
e ijos—Specifies the variants of Cisco I0S
e mac-os—Specifies the variants of Macintosh OS
e netware—Specifies Netware
e other—Specifies any other OS
e unix—Specifies the variants of UNIX
e aix—Specifies the variants of AIX
e bsd—Specifies the variants of BSD
¢ hp-ux—Specifies the variants of HP-UX
¢ irix—Specifies the variants of IRIX
e linux—Specifies the variants of Linux
e solaris—Specifies the variants of Solaris
e windows—Specifies the variants of Microsoft Windows
¢ windows-nt-2k-xp—Specifies the variants of Microsoft NT, 2000, and XP

e win-nt—Specifies the specific variants of Windows NT

Configuring Vulnerable 0Ses

To configure the vulnerable OSes for a signature, follow these steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.

Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify the signature you want to configure.

sensor (config-sig)# signatures 6000 0

Step4  Specify the vulnerable OSes for this signature.

sensor (config-sig-sig)# vulnerable-os linux|aix

Step5  Verify the settings.

sensor (config-sig-sig)# show settings
sig-id: 60000
subsig-id: 0
alert-severity: medium <defaulted>
sig-fidelity-rating: 75 <defaulted>
promisc-delta: 0 <defaulted>
sig-description

sig-name: My Sig <defaulted>
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sig-string-info: My Sig Info <defaulted>
sig-comment: Sig Comment <defaulted>
alert-traits: 0 <defaulted>

release: custom <defaulted>

vulnerable-os: aix|linux default: general-os

*---> engine

event-count: 1 <defaulted>
event-count-key: Axxx <defaulted>
specify-alert-interval

--MORE--

Exit signatures submode.

sensor (config-sig-sig) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Assigning Actions to Signatures

Use the event-action command in signature definition submode to configure the actions the sensor takes
when the signature fires.

The following options apply:

e event-action—Specifies the type of event action the sensor should perform:

deny-attacker-inline (inline only)—Does not transmit this packet and future packets from the
attacker address for a specified period of time.

deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker address victim port pair for a specified period of time.

deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker/victim address pair for a specified period of time.

deny-connection-inline (inline only)—Does not transmit this packet and future packets on the
TCP flow.

deny-packet-inline (inline only)—Does not transmit this packet.
log-attacker-packets—Starts IP logging of packets containing the attacker address.
log-pair-packets—Starts IP logging of packets containing the attacker-victim address pair.
log-victim-packets—Starts IP logging of packets containing the victim address.
produce-alert —Writes the event to the Event Store as an alert.

produce-verbose-alert—Includes an encoded dump (possibly truncated) of the offending
packet in the alert.

request-block-connection—Sends a request to the ARC to block this connection.

request-block-host—Sends a request to the ARC to block this attacker host.
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- request-rate-limit—Sends a rate limit request to the ARC to perform rate limiting.

- request-snmp-trap—Sends a request to the Notification Application component of the sensor
to perform SNMP notification.

- reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow.

- modify-packet-inline— Modifies packet data to remove ambiguity about what the end point
might do with the packet.

e event-action-settings—Enables the external-rate-limit-type:
- none—No rate limiting configured.

— percentage—Specifies the rate limit by traffic percentage (external-rate-limit-percentage).

Configuring Event Actions

To configure event actions and event action settings for a signature, follow these steps:

Step1  Log in to the CLI using an account with administrator privileges.
Step2  Enter signature definition mode.

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) #

Step3  Specify the signature you want to configure.

sensor (config-sig)# signatures 1200 0

Step4  Specify the signature engine (for signature 1200 it is the Normalizer engine).

sensor (config-sig-sig)# engine normalizer

Step5  Configure the event action.

sensor (config-sig-sig-nor)# event-action produce-alert|request-snmp-trap

~

Note  Each time you configure the event actions for a signature, you overwrite the previous
configuration. For example, if you always want to produce an alert when the signature is fired,
you must configure it along with the other event actions you want. Use the | symbol to add more
than one event action, for example, product-alertideny-packet-inlinelrequest-snmp-trap.

Step6  Verify the settings.

sensor (config-sig-sig-nor)# show settings
normalizer

event-action: produce—alert\request—snmp—trap default:
produce-alert |deny-packet-inline

Step7  Specify the percentage for rate limiting.

sensor (config-sig-sig-nor)# event-action-settings
sensor (config-sig-sig-nor-eve) # external-rate-limit-type percentage
sensor (config-sig-sig-nor-eve-per)# external-rate-limit-percentage 50

Step8  Verify the settings.

sensor (config-sig-sig-nor-eve-per)# show settings

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
m. 0L-29168-01 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Chapter7 Defining Signatures

Configuring Signatures W

percentage

external-rate-limit-percentage: 50 default: 100

Step9  Exit event action submode.

sensor (config-sig-sig-nor-eve-per)# exit
sensor (config-sig-sig-nor-eve) # exit
sensor (config-sig-sig-nor)# exit
sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

Step10  Press Enter to apply the changes or enter no to discard them.

For More Information

For a detailed description of event actions, see Event Actions, page 8-4.

Configuring AIC Signatures

This section describes the Application Inspection and Control (AIC) signatures and how to configure
them. It contains the following topics:

¢ Understanding the AIC Engine, page 7-17

e AIC Engine and Sensor Performance, page 7-18

e Configuring the Application Policy, page 7-18

e AIC Request Method Signatures, page 7-20

e AIC MIME Define Content Type Signatures, page 7-21
e AIC Transfer Encoding Signatures, page 7-24

e AIC FTP Commands Signatures, page 7-25

e Creating an AIC Signature, page 7-26

Understanding the AIC Engine

AIC provides thorough analysis of web traffic. It provides granular control over HTTP sessions to
prevent abuse of the HTTP protocol. It allows administrative control over applications, such as instant
messaging and gotomypc, that try to tunnel over specified ports. Inspection and policy checks for P2P
and instant messaging are possible if these applications are running over HTTP. AIC also provides a way
to inspect FTP traffic and control the commands being issued. You can enable or disable the predefined
signatures or you can create policies through custom signatures.

Note  The AIC engines run when HTTP traffic is received on AIC web ports. If traffic is web traffic, but not
received on the AIC web ports, the Service HTTP engine is executed. AIC inspection can be on any port
if it is configured as an AIC web port and the traffic to be inspected is HTTP traffic.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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AIC has the following categories of signatures:
e HTTP request method
— Define request method
— Recognized request methods
e MIME type
— Define content type
— Recognized content type
e Define web traffic policy

There is one predefined signature, 12674, that specifies the action to take when noncompliant HTTP
traffic is seen. The parameter Alarm on Non HTTP Traffic enables the signature. By default this
signature is enabled.

e Transfer encodings

— Associate an action with each method

— List methods recognized by the sensor

— Specify which actions need to be taken when a chunked encoding error is seen
e FTP commands

— Associates an action with an FTP command.

For More Information

e For alist of signature IDs and descriptions for these signatures, see AIC Request Method Signatures,
page 7-20, AIC MIME Define Content Type Signatures, page 7-21, AIC Transfer Encoding
Signatures, page 7-24, and AIC FTP Commands Signatures, page 7-25.

e For the procedure for creating a custom MIME signature, see Creating an AIC Signature, page 7-26.

AIC Engine and Sensor Performance

Application policy enforcement is a unique sensor feature. Rather than being based on traditional IPS
technologies that inspect for exploits, vulnerabilities, and anomalies, AIC policy enforcement is
designed to enforce HTTP and FTP service policies. The inspection work required for this policy
enforcement is extreme compared with traditional IPS inspection work. A large performance penalty is
associated with using this feature. When AIC is enabled, the overall bandwidth capacity of the sensor is
reduced.

AIC policy enforcement is disabled in the IPS default configuration. If you want to activate AIC policy
enforcement, we highly recommend that you carefully choose the exact policies of interest and disable
those you do not need. Also, if your sensor is near its maximum inspection load capacity, we recommend
that you not use this feature since it can oversubscribe the sensor. We recommend that you use the
adaptive security appliance firewall to handle this type of policy enforcement.

Configuring the Application Policy

Use the application-policy command in signature definition submode to enable the web AIC feature.
You can configure the sensor to provide Layer 4 to Layer 7 packet inspection to prevent malicious
attacks related to web and FTP services.
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The following options apply:

e ftp-enable {true | false}—Enables protection for FTP services. Set to true to require the sensor to
inspect FTP traffic. The default is false.

¢ http-policy—Enables inspection of HTTP traffic:

— aic-web-ports—Specifies the variable for ports to look for AIC traffic. The valid range is O to
65535. A comma-separated list of integer ranges a-b[,c-d] within 0-65535. The second number
in the range must be greater than or equal to the first number. The default is
80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,24326-24326.

— http-enable [true | false]—Enables protection for web services. Set to true to require the sensor
to inspect HTTP traffic for compliance with the RFC. The default is false.

- max-outstanding-http-requests-per-connection—Specifies the maximum allowed HTTP
requests per connection. The valid value is 1 to 16. The default is 10.

Configuring the Application Policy

To configure the application policy, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.
Enter application policy submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl
sensor (config-sig)# application-policy

Enable inspection of FTP traffic.

sensor (config-sig-app)# ftp-enable true

Configure the HTTP application policy:
a. Enter HTTP application policy submode.

sensor (config-sig-app)# http-policy

b. Enable HTTP application policy enforcement.
sensor (config-sig-app-htt)# http-enable true

c. Specify the number of outstanding HTTP requests per connection that can be outstanding without
having received a response from the server.

sensor (config-sig-app-htt) # max-outstanding-http-requests-per-connection 5

d. Edit the AIC ports.

sensor (config-sig-app-htt)# aic-web-ports 80-80,3128-3128

Verify your settings.

sensor (config-sig-app-htt) # exit
sensor (config-sig-app)# show settings
application-policy

http-enable: true default: false

max-outstanding-http-requests-per-connection: 5 default: 10

aic-web-ports: 80-80,3128-3128 default: 80-80,3128-3128,8000-8000,8010-
8010,8080-8080,8888-8888,24326-24326

[ oL-29168-01
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ftp-enable: true default:

sensor (config-sig-app) #

Step 6

Exit signature definition submode.

sensor (config-sig-app) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step 7

Press Enter to apply the changes or enter no to discard them.

AIC Request Method Signatures

The HTTP request method has two categories of signatures:

¢ Define request method—Allows actions to be associated with request methods. You can expand and
modify the signatures (Define Request Method).

e Recognized request methods—Lists methods that are recognized by the sensor (Recognized Request

Methods).

Table 7-1 lists the predefined define request method signatures. Enable the signatures that have the
predefined method you need.

Table 7-1

Request Method Signatures

Signature ID

Define Request Method

12676

Request Method Not Recognized

12677

Define Request Method PUT

12678

Define Request Method CONNECT

12679

Define Request Method DELETE

12680

Define Request Method GET

12681

Define Request Method HEAD

12682

Define Request Method OPTIONS

12683

Define Request Method POST

12685

Define Request Method TRACE

12695

Define Request Method INDEX

12696

Define Request Method MOVE

12697

Define Request Method MKDIR

12698

Define Request Method COPY

12699

Define Request Method EDIT

12700

Define Request Method UNEDIT

12701

Define Request Method SAVE

12702

Define Request Method LOCK

12703

Define Request Method UNLOCK
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Table 7-1 Request Method Signatures (continued)
Signature ID Define Request Method

12704 Define Request Method REVLABEL
12705 Define Request Method REVLOG

12706 Define Request Method REVADD

12707 Define Request Method REVNUM

12708 Define Request Method SETATTRIBUTE
12709 Define Request Method GETATTRIBUTENAME
12710 Define Request Method GETPROPERTIES
12711 Define Request Method STARTENV
12712 Define Request Method STOPREV

For More Information

For the procedure for enabling signatures, see Configuring the Status of Signatures, page 7-13.

AIC MIME Define Content Type Signatures

There are two policies associated with MIME types:
¢ Define content type—Associates specific actions for the following cases (Define Content Type):
— Deny a specific MIME type, such as an image/jpeg
— Message size violation
— MIME-type mentioned in header and body do not match
¢ Recognized content type (Recognized Content Type)

Table 7-2 lists the predefined define content type signatures. Enable the signatures that have the
predefined content type you need. You can also create custom define content type signatures.

Table 7-2 Define Content Type Signatures

Signature ID Signature Description

12621 Content Type image/gif Invalid Message Length

12622 2 Content Type image/png Verification Failed

12623 0 Content Type image/tiff Header Check

12623 1 Content Type image/tiff Invalid Message Length

12623 2 Content Type image/tiff Verification Failed

12624 0 Content Type image/x-3ds Header Check

12624 1 Content Type image/x-3ds Invalid Message Length

12624 2 Content Type image/x-3ds Verification Failed

12626 0 Content Type image/x-portable-bitmap Header Check

12626 1 Content Type image/x-portable-bitmap Invalid Message Length

12626 2 Content Type image/x-portable-bitmap Verification Failed
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Table 7-2

Define Content Type Signatures (continued)

Signature ID

Signature Description

12627 0
12627 1
12627 2

Content Type image/x-portable-graymap Header Check

Content Type image/x-portable-graymap Invalid Message Length
Content Type image/x-portable-graymap Verification Failed

12628 0
12628 1
12628 2

Content Type image/jpeg Header Check
Content Type image/jpeg Invalid Message Length
Content Type image/jpeg Verification Failed

12629 0
12629 1

Content Type image/cgf Header Check
Content Type image/cgf Invalid Message Length

126310
12631 1

Content Type image/x-xpm Header Check
Content Type image/x-xpm Invalid Message Length

126330
12633 1
12633 2

Content Type audio/midi Header Check
Content Type audio/midi Invalid Message Length
Content Type audio/midi Verification Failed

126340
12634 1
12634 2

Content Type audio/basic Header Check
Content Type audio/basic Invalid Message Length
Content Type audio/basic Verification Failed

126350
12635 1
12635 2

Content Type audio/mpeg Header Check
Content Type audio/mpeg Invalid Message Length
Content Type audio/mpeg Verification Failed

12636 0
12636 1
12636 2

Content Type audio/x-adpcm Header Check
Content Type audio/x-adpcm Invalid Message Length
Content Type audio/x-adpcm Verification Failed

126370
12637 1
12637 2

Content Type audio/x-aiff Header Check
Content Type audio/x-aiff Invalid Message Length
Content Type audio/x-aiff Verification Failed

12638 0
12638 1
12638 2

Content Type audio/x-ogg Header Check
Content Type audio/x-ogg Invalid Message Length
Content Type audio/x-ogg Verification Failed

126390
12639 1
12639 2

Content Type audio/x-wav Header Check
Content Type audio/x-wav Invalid Message Length
Content Type audio/x-wav Verification Failed

12641 0
12641 1
12641 2

Content Type text/html Header Check
Content Type text/html Invalid Message Length
Content Type text/html Verification Failed

12642 0
12642 1

Content Type text/css Header Check
Content Type text/css Invalid Message Length

12643 0
12643 1

Content Type text/plain Header Check
Content Type text/plain Invalid Message Length

12644 0
12644 1

Content Type text/richtext Header Check
Content Type text/richtext Invalid Message Length

126450
12645 1
12645 2

Content Type text/sgml Header Check
Content Type text/sgml Invalid Message Length
Content Type text/sgml Verification Failed
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Table 7-2 Define Content Type Signatures (continued)

Signature ID Signature Description

12646 0 Content Type text/xml Header Check

12646 1 Content Type text/xml Invalid Message Length

12646 2 Content Type text/xml Verification Failed

12648 0 Content Type video/flc Header Check

12648 1 Content Type video/flc Invalid Message Length

12648 2 Content Type video/flc Verification Failed

12649 0 Content Type video/mpeg Header Check

12649 1 Content Type video/mpeg Invalid Message Length

12649 2 Content Type video/mpeg Verification Failed

12650 0 Content Type text/xmcd Header Check

12650 1 Content Type text/xmcd Invalid Message Length

12651 0 Content Type video/quicktime Header Check

12651 1 Content Type video/quicktime Invalid Message Length

126512 Content Type video/quicktime Verification Failed

12652 0 Content Type video/sgi Header Check

12652 1 Content Type video/sgi Verification Failed

12653 0 Content Type video/x-avi Header Check

12653 1 Content Type video/x-avi Invalid Message Length

12654 0 Content Type video/x-fli Header Check

12654 1 Content Type video/x-fli Invalid Message Length

12654 2 Content Type video/x-fli Verification Failed

126550 Content Type video/x-mng Header Check

126551 Content Type video/x-mng Invalid Message Length

126552 Content Type video/x-mng Verification Failed

12656 0 Content Type application/x-msvideo Header Check

12656 1 Content Type application/x-msvideo Invalid Message Length

12656 2 Content Type application/x-msvideo Verification Failed

12658 0 Content Type application/ms-word Header Check

12658 1 Content Type application/ms-word Invalid Message Length

12659 0 Content Type application/octet-stream Header Check

12659 1 Content Type application/octet-stream Invalid Message Length

12660 0 Content Type application/postscript Header Check

12660 1 Content Type application/postscript Invalid Message Length

12660 2 Content Type application/postscript Verification Failed

12661 0 Content Type application/vnd.ms-excel Header Check

12661 1 Content Type application/vnd.ms-excel Invalid Message Length

12662 0 Content Type application/vnd.ms-powerpoint Header Check

12662 1 Content Type application/vnd.ms-powerpoint Invalid Message Length

12663 0 Content Type application/zip Header Check

12663 1 Content Type application/zip Invalid Message Length

12663 2 Content Type application/zip Verification Failed
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Table 7-2 Define Content Type Signatures (continued)

Signature ID Signature Description

12664 0 Content Type application/x-gzip Header Check

12664 1 Content Type application/x-gzip Invalid Message Length
12664 2 Content Type application/x-gzip Verification Failed

12665 0 Content Type application/x-java-archive Header Check
12665 1 Content Type application/x-java-archive Invalid Message Length
12666 0 Content Type application/x-java-vm Header Check

12666 1 Content Type application/x-java-vm Invalid Message Length
12667 0 Content Type application/pdf Header Check

12667 1 Content Type application/pdf Invalid Message Length

12667 2 Content Type application/pdf Verification Failed

12668 0 Content Type unknown Header Check

12668 1 Content Type unknown Invalid Message Length

12669 0 Content Type image/x-bitmap Header Check

12669 1 Content Type image/x-bitmap Invalid Message Length
12673 0 Recognized content type

For More Information

e For the procedure for enabling signatures, see Configuring the Status of Signatures, page 7-13.

¢ For the procedure for creating an ACI signature, see Creating an AIC Signature, page 7-26.

AIC Transfer Encoding Signatures

There are three policies associated with transfer encoding:

e Associate an action with each method (Define Transfer Encoding)

¢ List methods recognized by the sensor (Recognized Transfer Encodings)

¢ Specify which actions need to be taken when a chunked encoding error is seen (Chunked Transfer
Encoding Error)

Table 7-3 lists the predefined transfer encoding signatures. Enable the signatures that have the

predefined transfer

encoding method you need.

Table 7-3 Transfer Encoding Signatures
Signature ID Transfer Encoding Method

12686 Recognized Transfer Encoding
12687 Define Transfer Encoding Deflate
12688 Define Transfer Encoding Identity
12689 Define Transfer Encoding Compress
12690 Define Transfer Encoding GZIP
12693 Define Transfer Encoding Chunked
12694 Chunked Transfer Encoding Error
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For the procedure for enabling signatures, see Configuring the Status of Signatures, page 7-13.

AIC FTP Commands Signatures

Table 7-4 lists the predefined FTP commands signatures. Enable the signatures that have the predefined

FTP command you need.

Table 7-4 FTP Commands Signatures
Signature ID FTP Command

12900 Unrecognized FTP command
12901 Define FTP command abor
12902 Define FTP command acct
12903 Define FTP command allo
12904 Define FTP command appe
12905 Define FTP command cdup
12906 Define FTP command cwd
12907 Define FTP command dele
12908 Define FTP command help
12909 Define FTP command list
12910 Define FTP command mkd
12911 Define FTP command mode
12912 Define FTP command nlst
12913 Define FTP command noop
12914 Define FTP command pass
12915 Define FTP command pasv
12916 Define FTP command port
12917 Define FTP command pwd
12918 Define FTP command quit
12919 Define FTP command rein
12920 Define FTP command rest
12921 Define FTP command retr
12922 Define FTP command rmd
12923 Define FTP command rnfr
12924 Define FTP command rnto
12925 Define FTP command site
12926 Define FTP command smnt
12927 Define FTP command stat
12928 Define FTP command stor
12929 Define FTP command stou
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Table 7-4 FTP Commands Signatures (continued)

Signature ID

FTP Command

12930

Define FTP command stru

12931

Define FTP command syst

12932

Define FTP command type

12933

Define FTP command user

For More Information

For the procedure for enabling signatures, see Configuring the Status of Signatures, page 7-13.

Creating an AIC Signature
A

Caution A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

The following example demonstrates how to create a MIME-type signature based on the AIC engine.

The following options apply:

¢ event-action—Specifies the action(s) to perform when alert is triggered:

— deny-attacker-inline (inline only)—Does not transmit this packet and future packets from the

attacker address for a specified period of time.

— deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker address victim port pair for a specified period of time.

- deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker/victim address pair for a specified period of time.

— deny-connection-inline (inline only)—Does not transmit this packet and future packets on the

TCP flow.

— deny-packet-inline (inline only)—Does not transmit this packet.

- log-attacker-packets—Starts IP logging of packets containing the attacker address.

— log-pair-packets—Starts IP logging of packets containing the attacker-victim address pair.

— log-victim-packets—Starts IP logging of packets containing the victim address.

— produce-alert —Writes the event to the Event Store as an alert.

— produce-verbose-alert—Includes an encoded dump (possibly truncated) of the offending
packet in the alert.

- request-block-connection—Sends a request to the ARC to block this connection.

— request-block-host—Sends a request to the ARC to block this attacker host.

— request-rate-limit—Sends a rate limit request to the ARC to perform rate limiting.

— request-snmp-trap—Sends a request to the Notification Application component of the sensor
to perform SNMP notification.

- reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow.
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- modify-packet-inline— Modifies packet data to remove ambiguity about what the end point

might do with the packet.
¢ no—Removes an entry or selection setting
e signature-type—Specifies the type of signature desired:
— content-types—Content-types.
— define-web-traffic-policy—Defines web traffic policy.

— max-outstanding-requests-overrun—Inspects for large number of outstanding HTTP
requests.

- msg-body-pattern—Message body pattern.
- request-methods—Signature types that deal with request methods.

- transfer-encodings—Signature types that deal with transfer encodings.

Defining a MIME-Type Policy Signature
To define a MIME-type policy signature, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

Enter application policy enforcement submode.

sensor# configure terminal

sensor (config)# service signature-definition sigl

sensor (config-sig)# signatures 60001 O

sensor (config-sig-sig) # engine application-policy-enforcement-http

Specify the event action.

sensor (config-sig-sig-app) # event-action produce-alert|log-pair-packets

Define the signature type.

sensor (config-sig-sig-app)# signature-type content-type define-content-type

Define the content type.

sensor (config-sig-sig-app-def)# name MyContent

Verify your settings.

sensor (config-sig-sig-app-def)# show settings
-> define-content-type

name: MyContent
*---> content-type-details

sensor (config-sig-sig-app-def) #

Exit signatures submode.

sensor (config-sig-sig-app-def) # exit
sensor (config-sig-sig-app) # exit
sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:
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Step8  Press Enter to apply the changes or enter no to discard them.

Configuring IP Fragment Reassembly

This section describes IP fragment reassembly, lists the IP fragment reassembly signatures with the
configurable parameters, describes how to configure these parameters, and how to configure the method
for IP fragment reassembly. It contains the following topics:

e Understanding IP Fragment Reassembly, page 7-28

e [P Fragment Reassembly Signatures and Configurable Parameters, page 7-28
e Configuring IP Fragment Reassembly Parameters, page 7-30

e Configuring the Method for IP Fragment Reassembly, page 7-30

Understanding IP Fragment Reassembly

You can configure the sensor to reassemble a datagram that has been fragmented over multiple packets.
You can specify boundaries that the sensor uses to determine how many datagram fragments it
reassembles and how long to wait for more fragments of a datagram. The goal is to ensure that the sensor
does not allocate all its resources to datagrams that cannot be completely reassembled, either because
the sensor missed some frame transmissions or because an attack has been launched that is based on
generating random fragmented datagrams.

~

Note  You configure the IP fragment reassembly per signature.

IP Fragment Reassembly Signatures and Configurable Parameters

Table 7-5 lists IP fragment reassembly signatures with the parameters that you can configure for IP
fragment reassembly. The IP fragment reassembly signatures are part of the Normalizer engine.

Table 7-5 IP Fragment Reassembly Signatures
Parameter With Default Value
Signature ID and Name Description and Range Default Action
1200 IP Fragmentation Fires when the total number of Specify Max Fragments 10000 |Deny Packet Inline
Buffer Full fragments in the system exceeds the |(0-42000) Produce Alert!
threshold set by Max Fragments.
1201 IP Fragment Overlap |Fires when the fragments queued for |—?2 Deny Packet Inline
a datagram overlap each other. Produce Alert!

1202 IP Fragment Overrun |Fires when the fragment data (offset |Specify Max Datagram Size Deny Packet Inline
- Datagram Too Long and size) exceeds the threshold set 65536 (2000-65536) Produce Alert?
with Max Datagram Size.

1203 IP Fragment Fires when the fragments queued for |— Deny Packet Inline
Overwrite - Data is a datagram overlap each other and Produce Alert’
Overwritten the overlapping data is different.*
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IP Fragment Reassembly Signatures (continued)

Configuring Signatures

Signature ID and Name

Description

Parameter With Default Value
and Range

Default Action

1204 IP Fragment Missing

Initial Fragment

Fires when the datagram is
incomplete and missing the initial
fragment.

Deny Packet Inline
Produce Alert®

1205 IP Fragment Too
Many Datagrams

Fires when the total number of partial
datagrams in the system exceeds the
threshold set by Max Partial
Datagrams.

Specify Max Partial Datagrams
1000 (0-10000)

Deny Packet Inline
Produce Alert’

1206 IP Fragment Too
Small

Fires when there are more than Max
Small Frags of a size less than Min
Fragment Size in one datagram.’

Specify Max Small Frags 2
(8-1500)

Specify Min Fragment Size 400
(1-8)

Deny Packet Inline
Produce Alert’

1207 IP Fragment Too
Many Fragments in a
Datagram

Fires when there are more than Max
Fragments per Datagram in one
datagram.

Specify Max Fragments per
Datagram 170 (0-8192)

Deny Packet Inline
Produce Alert®

1208 IP Fragment
Incomplete Datagram

Fires when all of the fragments for a
datagram have not arrived during the
Fragment Reassembly Timeout. !

Specify Fragment Reassembly
Timeout 60 (0-360)

Deny Packet Inline
Produce Alert®

1225 Fragment Flags
Invalid

Fires when a bad combination of
fragment flags is detected.

11

1.

10.
11.

Modify Packet Inline and Deny Connection Inline have no effect on this signature. Deny Packet Inline drops the packets and all associated fragments for
this datagram. If you disable this signature, the default values are still used and packets are dropped (inline mode) or not analyzed (promiscuous mode)
and no alert is sent.

This signature does not fire when the datagram is an exact duplicate. Exact duplicates are dropped in inline mode regardless of the settings. Modify Packet
Inline removes the overlapped data from all but one fragment so there is no ambiguity about how the endpoint treats the datagram. Deny Connection
Inline has no effect on this signature. Deny Packet Inline drops the packet and all associated fragments for this datagram.

Modify Packet Inline and Deny Connection Inline have no effect on this signature. Deny Packet Inline drops the packet and all associated fragments for
this datagram. Regardless of the actions set the datagram is not processed by the IPS if the datagram is larger than the Max Datagram size.

This is a very unusual event.

Modify Packet Inline removes the overlapped data from all but one fragment so there is no ambiguity about how the endpoint treats the datagram. Deny
Connection Inline has no effect on this signature. Deny Packet Inline drops the packets and all associated fragments for this datagram.

IPS does not inspect a datagram missing the first fragments regardless of the settings. Modify Packet Inline and Deny Connection Inline have no effect
on this signature. Deny Packet Inline drops the packet and all associated fragments for this datagram.

Modify Packet Inline and Deny Connection Inline have no effect on this signature. Deny Packet Inline drops the packet and all associated fragments for
this datagram.

IPS does not inspect the datagram if this signature is on and the number of small fragments is exceeded.

Modify Packet Inline and Deny Connection Inline have no effect on this signature. Deny Packet Inline drops the packet and all associated fragments for
this datagram.

The timer starts when the packet for the datagram arrives.

Modify Packet Inline modifies the flags to a valid combination. Deny Connection Inline has no effect on this signature. Deny Packet Inline drops the
packet and all associated fragments for this datagram.

For More Information

For more information about the Normalizer engine, see Normalizer Engine, page B-36.

[ oL-29168-01
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Configuring IP Fragment Reassembly Parameters

To configure IP fragment reassembly parameters for a specific signature, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal

sensor (config)# service signature-definition sigl
Step3  Specify the IP fragment reassembly signature ID and subsignature ID.

sensor (config-sig)# signatures 1200 0

Step4  Specify the engine.

sensor (config-sig-sig)# engine normalizer

Step5  Enter edit default signatures submode.

sensor (config-sig-sig-nor)# edit-default-sigs-only default-signatures-only

Step6  Enable and change the default setting (if desired) of any of the IP fragment reassembly parameter for
signature 1200, for example, specifying the maximum fragments.

sensor (config-sig-sig-nor-def) # specify-max-fragments yes
sensor (config-sig-sig-nor-def-yes)# max-fragments 20000

Step7  Verify the settings.

sensor (config-sig-sig-nor-def-yes)# show settings
ves

max-fragments: 20000 default: 10000

sensor (config-sig-sig-nor-def-yes) #

Step8  Exit signature definition submode.

sensor (config-sig-sig-nor-def-yes)# exit
sensor (config-sig-sig-nor-def) # exit
sensor (config-sig-sig-nor)# exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

Step9  Press Enter for apply the changes or enter no to discard them.

Configuring the Method for IP Fragment Reassembly

Use the fragment-reassembly command in the signature definition submode to configure the method
the sensor will use to reassemble fragments. You can configure this option if your sensor is operating in
promiscuous mode. If your sensor is operating in line mode, the method is NT only.

The following options apply:

¢ ip-reassemble-mode—Identifies the method the sensor uses to reassemble the fragments based on
the operating system:

— nt—Specifies the Windows systems (default).
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- solaris—Specifies the Solaris systems.
— linux—Specifies the GNU/Linux systems.
= bsd—Specifies the BSD UNIX systems.

Configuring the IP Fragment Reassembly Method
To configure the method for IP fragment reassembly, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.

Step2  Enter fragment reassembly submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl
sensor (config-sig)# fragment-reassembly

Step3  Configure the operating system you want the sensor to use to reassemble IP fragments.

sensor (config-sig-fra)# ip-reassemble-mode linux

Step4  Verify the setting.

sensor (config-sig-fra)# show settings
fragment-reassembly

ip-reassemble-mode: linux default: nt

sensor (config-sig-fra)#

Step5  Exit signature definition submode.

sensor (config-sig-fra)# exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step6  Press Enter to apply the changes or enter no to discard them.

Configuring TCP Stream Reassembly

This section describes TCP stream reassembly, lists the TCP stream reassembly signatures with the
configurable parameters, describes how to configure TCP stream signatures, and how to configure the
mode for TCP stream reassembly. It contains the following topics:

e Understanding TCP Stream Reassembly, page 7-31

e TCP Stream Reassembly Signatures and Configurable Parameters, page 7-32
e Configuring TCP Stream Reassembly Signatures, page 7-36

e Configuring the Mode for TCP Stream Reassembly, page 7-37

Understanding TCP Stream Reassembly

You can configure the sensor to monitor only TCP sessions that have been established by a complete
three-way handshake. You can also configure how long to wait for the handshake to complete, and how
long to keep monitoring a connection where no more packets have been seen. The goal is to prevent the

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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sensor from creating alerts where a valid TCP session has not been established. There are known attacks
against sensors that try to get the sensor to generate alerts by simply replaying pieces of an attack. The
TCP session reassembly feature helps to mitigate these types of attacks against the sensor.

You configure TCP stream reassembly parameters per signature. You can configure the mode for TCP

stream reassembly.

TCP Stream Reassembly Signatures and Configurable Parameters

Table 7-6 lists TCP stream reassembly signatures with the parameters that you can configure for TCP
stream reassembly. TCP stream reassembly signatures are part of the Normalizer engine.

Table 7-6

TCP Stream Reassembly Signatures

Parameter With
Default Value and

Signature ID and Name Description Range Default Actions
1301 TCP Session Inactivity Timeout' Fires when a TCP session has | TCP Idle Timeout 2

been idle for a TCP Idle 3600 (15-3600)

Timeout.
1302 TCP Session Embryonic Timeout® | Fires when a TCP session has | TCP Embryonic —4

not completes the three-way Timeout 15

handshake in TCP embryonic  |(3-300)

timeout seconds.

6

1303 TCP Session Closing Timeout®

Fires when a TCP session has
not closed completely in TCP
Closed Timeout seconds after
the first FIN.

TCP Closed Timeout
5 (1-60)

1304 TCP Session Packet Queue Overflow

This signature allows for
setting the internal TCP Max
Queue size value for the
Normalizer engine. As a result
it does not function in
promiscuous mode. By default
this signature does not fire an
alert. If a custom alert event is
associated with this signature
and if the queue size is
exceeded, an alert fires.

Note  The IPS signature team
discourages modifying
this value.

TCP Max Queue 32
(0-128)

TCP Idle Timeout
3600

1305 TCP Urg Flag Set®

Fires when the TCP urgent flag
is seen

TCP Idle Timeout
3600

Modify Packet Inline’
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Table 7-6 TCP Stream Reassembly Signatures (continued)
Parameter With
Default Value and
Signature ID and Name Description Range Default Actions
1306 0 TCP Option Other Fires when a TCP option in the |TCP Option Number |Modify Packet Inline
range of TCP Option Numberis |6-7,9-255 Produce Alert'®

seen. All 1306 signatures fire |(Integer Range Allow
an alert and do not function in |Multiple 0-255

promiscuous mode. constraints)
TCP Idle Timeout
3600
1306 1 TCP SACK Allowed Option Fires when a TCP selective TCP Idle Timeout Modify Packet Inline!!

ACK allowed option is seen. 3600
All 1306 signatures fire an alert
and do not function in
promiscuous mode.

1306 2 TCP SACK Data Option Fires when a TCP selective TCP Idle Timeout Modify Packet Inline'?
ACK data option is seen. All 3600
1306 signatures fire an alert and
do not function in promiscuous

mode.
1306 3 TCP Timestamp Option Fires when a TCP timestamp TCP Idle Timeout Modify Packet Inline'?
option is seen. All 1306 3600

signatures fire an alert and do
not function in promiscuous

mode.
1306 4 TCP Window Scale Option Fires when a TCP window scale |TCP Idle Timeout Modify Packet Inline'*
option is seen. All 1306 3600

signatures fire an alert and do
not function in promiscuous
mode.

1306 5 TCP MSS Option Fires when a TCP MSS option |TCP Idle Timeout Modify Packet Inline
is detected. All 1306 signatures [3600
fire an alert and do not function
in promiscuous mode.

1306 6 TCP option data after EOL option |Fires when the TCP option list |TCP Idle Timeout Modify Packet Inline
has data after the EOL option. [3600
All 1306 signatures fire an alert
and do not function in
promiscuous mode.

1307 TCP Window Variation Fires when the right edge of the |TCP Idle Timeout Deny Connection Inline
recv window for TCP moves to |[3600 Produce Alert!?
the right (decreases).

1308 TTL Evasion'® Fires when the TTL seen on one |TCP Idle Timeout Modify Packet Inline!”

direction of a session is higher [3600
than the minimum that has been
observed.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Table 7-6

TCP Stream Reassembly Signatures (continued)

Signature ID and Name

Description

Parameter With
Default Value and
Range

Default Actions

1309 TCP Reserved Flags Set

Fires when the reserved bits
(including bits used for ECN)
are set on the TCP header.

TCP Idle Timeout
3600

Modify Packet Inline
Produce Alert!®

1311 TCP Packet Exceeds MSS

Fires when a packet exceeds the
MSS that was exchanged
during the three-way
handshake.

TCP Idle Timeout
3600

Produce Alert"’

1312 TCP MSS Below Minimum

Fires when the MSS value in a
packet containing a SYN flag is
less that TCP Min MSS.

TCP Min MSS 400
(0-16000)

TCP Idle Timeout
3600

Modify Packet Inline

1313 TCP Max MSS

Fires when the MSS value in a
packet containing a SYN flag
exceed TCP Max MSS

TCP Max MSS1460
(0-16000)

Modify Packet Inline
disabled”'

1314 TCP Data SYN

Fires when TCP payload is sent

Deny Packet Inline

in the SYN packet. disabled??
1315 ACK Without TCP Stream Fires when an ACK packetis |— Produce Alert
sent that does not belong to a disabled?

stream.

1317 Zero Window Probe

Fires when a zero window
probe packet is detected.

Modify Packet Inline
removes data from the
Zero Window Probe
packet.

Modify Packet Inline

1330%* 0 TCP Drop - Bad Checksum

Fires when TCP packet has bad
checksum.

Modify Packet Inline
corrects the
checksum.

Deny Packet Inline

1330 1 TCP Drop - Bad TCP Flags

Fires when TCP packet has bad
flag combination.

Deny Packet Inline

1330 2 TCP Drop - Urgent Pointer With
No Flag

Fires when TCP packet has a

URG pointer and no URG flag.

Modify Packet Inline
clears the pointer.

Modify Packet Inline
disabled

1330 3 TCP Drop - Bad Option List

Fires when TCP packet has a
bad option list.

Deny Packet Inline

1330 4 TCP Drop - Bad Option Length

Fires when TCP packet has a
bad option length.

Deny Packet Inline

1330 5 TCP Drop - MSS Option Without
SYN

Fires when TCP MSS option is
seen in packet without the SYN
flag set.

Modify Packet Inline
clears the MSS
option.

Modify Packet Inline

1330 6 TCP Drop - WinScale Option
Without SYN

Fires when TCP window scale
option is seen in packet without
the SYN flag set.

Modify Packet Inline
clears the window
scale option.

Modify Packet Inline

[l Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2

Download from Www.Somanuals.com. All Manuals Search And Download.

0L-29168-01 |



| Chapter7 Defining Signatures

Table 7-6

TCP Stream Reassembly Signatures (continued)

Configuring Signatures

Signature ID and Name

Description

Parameter With
Default Value and
Range

Default Actions

1330 7 TCP Drop - Bad WinScale Option
Value

Fires when a TCP packet has a
bad window scale value.

Modify Packet Inline
sets the value to the
closest constraint
value.

Modify Packet Inline

1330 8 TCP Drop - SACK Allow Without
SYN

Fires when the TCP SACK
allowed option is seen in a
packet without the SYN flags
set.

Modify Packet Inline
clears the SACK
allowed option.

Modify Packet Inline

1330 9 TCP Drop - Data in SYNIACK

Fires when TCP packet with
SYN and ACK flags set also
contains data.

Deny Packet Inline

1330 10 TCP Drop - Data Past FIN

Fires when TCP data is
sequenced after FIN.

Deny Packet Inline

1330 11 TCP Drop - Timestamp not
Allowed

Fires when TCP packet has
timestamp option when
timestamp option is not
allowed.

Deny Packet Inline

1330 12 TCP Drop - Segment Out of Order

Fires when TCP segment is out
of order and cannot be queued.

Deny Packet Inline

1330 13 TCP Drop - Invalid TCP Packet

Fires when TCP packet has
invalid header.

Deny Packet Inline

1330 14 TCP Drop - RST or SYN in
window

Fires when TCP packet with
RST or SYN flag was sent in
the sequence window but was
not the next sequence.

Deny Packet Inline

1330 15 TCP Drop - Segment Already
ACKed

Fires when TCP packet
sequence is already ACKed by
peer (excluding keepalives).

Deny Packet Inline

1330 16 TCP Drop - PAWS Failed

Fires when TCP packet fails
PAWS check.

Deny Packet Inline

1330 17 TCP Drop - Segment out of State
Order

Fires when TCP packet is not
proper for the TCP session
state.

Deny Packet Inline

1330 18 TCP Drop - Segment out of
Window

Fires when TCP packet
sequence number is outside of
allowed window.

Deny Packet Inline

3050 Half Open SYN Attack

syn-flood-max-embry
onic 5000

3250 TCP Hijack

max-old-ack 200

3251 TCP Hijack Simplex Mode

max-old-ack 100

1. The timer is reset to 0 after each packet on the TCP session. by default, this signature does not produce an alert. You can choose to produce alerts for

expiring TCP connections if desired. A statistic of total number of expired flows is updated any time a flow expires.
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2. Modify Packet Inline, Deny Connection Inline, and Deny Packet Inline have no effect on this signature.

3. The timer starts with the first SYN packet and is not reset. State for the session is reset and any subsequent packets for this flow appear to be out of order
(unless it is a SYN).

4. Modify Packet Inline, Deny Connection Inline, and Deny Packet Inline have no effect on this signature.

bd

The timer starts with the first FIN packet and is not reset. State for the session is reset and any subsequent packets for this flow appear to be out of order
(unless it is a SYN).

Modify Packet Inline, Deny Connection Inline, and Deny Packet Inline have no effect on this signature.
Modify Packet Inline and Deny Packet Inline have no effect on this signature. Deny Connection Inline drops the current packet and the TCP session.

Phrak 57 describes a way to evade security policy using URG pointers. You can normalize the packet when it is in inline mode with this signature.

© ® N

Modify Packet Inline strips the URG flag and zeros the URG pointer from the packet. Deny Connection Inline drops the current packet and the TCP
session. Deny Packet Inline drops the packet.

10. Modify Packet Inline strips the selected option(s) from the packet. Deny Connection Inline drops the current packet and the TCP session. Deny Packet
Inline drops the packet.

11. Modify Packet Inline strips the selected ACK allowed option from the packet. Deny Connection Inline drops the current packet and the TCP session. Deny
Packet Inline drops the packet.

12. Modify Packet Inline strips the selected ACK allowed option from the packet. Deny Connection Inline drops the current packet and the TCP session. Deny
Packet Inline drops the packet.

13. Modify Packet Inline strips the timestamp option from the packet. Deny Connection Inline drops the current packet and the TCP session. Deny Packet
Inline drops the packet.

14. Modify Packet Inline strips the window scale option from the packet. Deny Connection Inline drops the current packet and the TCP session. Deny Packet
Inline drops the packet.

15. Modify Packet Inline has no effect on this signature. Deny Connection Inline drops the current packet and the TCP connection. Deny Packet Inline drops
the packet.

16. This signature is used to cause TTLs to monotonically decrease for each direction on a session. For example, if TTL 45 is the lowest TTL seen from A to
B, then all future packets from A to B will have a maximum of 45 if Modify Packet Inline is set. Each new low TTL becomes the new maximum for packets
on that session.

17. Modify Packet Inline ensures that the IP TTL monotonically decreases. Deny Connection Inline drops the current packet and the TCP session. Deny Packet
Inline drops the packet.

18. Modify Packet Inline clears all reserved TCP flags. Deny Connection Inline drops the current packet and the TCP session. Deny Packet Inline drops the
packet.

19. Modify Packet Inline has no effect on this signature. Deny Connection Inline drops the current packet and the TCP connection. Deny Packet Inline drops
the packet.

20. 2.4.21-15.EL.cisco.l Modify Packet Inline raises the MSS value to TCP Min MSS. Deny Connection Inline drops the current packet and the TCP session.
Deny Packet Inline drops the packet 2.4.21-15.EL.cisco.1.

21. Modify Packet Inline lowers the MSS value to TCP Max MSS. Deny Connection Inline drops the current packet and the TCP session. Deny Packet Inline
drops the packet 2.4.21-15.EL.cisco.1.

22. Modify Packet Inline has no effect on this signature. Deny Connection Inline drops the current packet and the TCP session. Deny Packet Inline drops the
packet.

23. Modify Packet Inline, Deny Connection Inline, and Deny Packet Inline have no effect on this signature. By default, the 1330 signatures drop packets for
which this signature sends alerts.

24. These subsignatures represent the reasons why the Normalizer might drop a TCP packet. By default these subsignatures drop packets. These subsignatures
let you permit packets that fail the checks in the Normalizer through the IPS. The drop reasons have an entry in the TCP statistics. By default these
subsignatures do not produce an alert.

For More Information

For more information about the Normalizer engine, see Normalizer Engine, page B-36.

Configuring TCP Stream Reassembly Signatures

To configure TCP stream reassembly for a specific signature, follow these steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.

Step2  Enter signature definition submode.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Configuring Signatures W

sensor# configure terminal
sensor (config)# service signature-definition sigl

Specify the TCP stream reassembly signature ID and subsignature ID.

sensor (config-sig)# signatures 1313 0

Specify the engine.

sensor (config-sig-sig)# engine normalizer

Enter edit default signatures submode.

sensor (config-sig-sig-nor)# edit-default-sigs-only default-signatures-only

Enable and change the default setting (if desired) of the maximum MSS parameter for signature 1313.

sensor (config-sig-sig-nor-def) # specify-tcp-max-mss yes
sensor (config-sig-sig-nor-def-yes)# tcp-max-mss 1380

~

Note  Changing this parameter from the default of 1460 to 1380 helps prevent fragmentation of traffic
going through a VPN tunnel.

Verify the settings.

sensor (config-sig-sig-nor-def-yes)# show settings
ves

tcp-max-mss: 1380 default: 1460

sensor (config-sig-sig-nor-def-yes) #

Exit signature definition submode.

sensor (config-sig-sig-nor-def-yes)# exit
sensor (config-sig-sig-nor-def) # exit
sensor (config-sig-sig-nor)# exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

Press Enter for apply the changes or enter no to discard them.

Configuring the Mode for TCP Stream Reassembly

~

Note

Use the stream-reassembly command in the signature definition submode to configure the mode that
the sensor will use to reassemble TCP sessions.

The parameters tcp-3-way-handshake-required and tcp-reassembly-mode only impact sensors
inspecting traffic in promiscuous mode, not inline mode. To configure asymmetric options for sensors
inspecting inline traffic, use the inline-TCP-evasion-protection-mode parameter.

[ oL-29168-01
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The following options apply:

¢ tcp-3-way-handshake-required [true | false] —Specifies that the sensor should only track sessions
for which the 3-way handshake is completed. The default is true.

e tcp-reassembly-mode—Specifies the mode the sensor should use to reassemble TCP sessions:
— strict—Only allows the next expected in the sequence (default).
— loose—Allows gaps in the sequence.
— asym—Allows asymmetric traffic to be reassembled.

A

Caution = The asymmetric option disables TCP window evasion checking.

Configuring the TCP Stream Reassembly Parameters
To configure the TCP stream reassembly parameters, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.

Step2  Enter TCP stream reassembly submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl
sensor (config-sig)# stream-reassembly

Step3  Specify that the sensor should only track session for which the 3-way handshake is completed.

sensor (config-sig-str)# tcp-3-way-handshake-required true

Step4  Specify the mode the sensor should use to reassemble TCP sessions.

sensor (config-sig-str)# tcp-reassembly-mode strict

Step5  Verify the settings.

sensor (config-sig-str)# show settings
stream-reassembly

tcp-3-way-handshake-required: true default: true
tcp-reassembly-mode: strict default: strict

sensor (config-sig-str)#

Step6  Exit signature definition submode.

sensor (config-sig-str)# exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step7  Press Enter to apply the changes or enter no to discard them.

For More Information

For information on asymmetric inspection options for sensors configured in inline mode, see Inline TCP
Session Tracking Mode, page 5-3 and Adding, Editing, and Deleting Virtual Sensors, page 5-4.
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Configuring IP Logging

You can configure a sensor to generate an [P session log when the sensor detects an attack. When IP
logging is configured as a response action for a signature and the signature is triggered, all packets to
and from the source address of the alert are logged for a specified period of time.

Note  IP logging allows a maximum limit of 20 concurrent IP log files. Once the limit of 20 is reached, you
receivethefoﬂo“dngInessageinlnahLlog:cid/w errWarnIpLogProcessor: :addIpLog: Ran out of

file descriptors.

Use the ip-log command in the signature definition submode to configure IP logging.

The following options apply:

¢ ip-log-bytes—Identifies the maximum number of bytes you want logged. The valid value is O to
2147483647. The default is 0.

¢ ip-log-packets—Identifies the number of packets you want logged. The valid value is 0 to 65535.
The default is 0.

¢ ip-log-time—Identifies the duration you want the sensor to log. The valid value is 30 to 300
seconds. The default is 30 seconds.

Note  When the sensor meets any one of the IP logging conditions, it stops IP logging.

Configuring IP Logging Parameters

To configure the IP logging parameters, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.
Step2  Enter IP log submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl
sensor (config-sig) # ip-log

Step3  Specify the IP logging parameters:

a. Specify the maximum number of bytes you want logged.

sensor (config-sig-ip)# ip-log-bytes 200000

b. Specify the number of packets you want logged.

sensor (config-sig-ip) # ip-log-packets 150

c. Specify the length of time you want the sensor to log.

sensor (config-sig-ip)# ip-log-time 60

Step4  Verify the settings.

sensor (config-sig-ip)# show settings
ip-log
ip-log-packets: 150 default: 0
ip-log-time: 60 default: 30
ip-log-bytes: 200000 default: 0
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sensor (config-sig-ip) #

Step5  Exit signature definition submode.

sensor (config-sig-ip) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

Step6  Press Enter to apply the changes or enter no to discard them.

Creating Custom Signatures

This section describes how to create custom signatures and contains the following topics:
e Sequence for Creating a Custom Signature, page 7-40
e Example String TCP Engine Signature, page 7-41
e Example Service HTTP Engine Signature, page 7-44
e Example Meta Engine Signature, page 7-46
e Example IPv6 Engine Signature, page 7-50
e Example String XL TCP Engine Match Offset Signature, page 7-52
e Example String XL TCP Engine Minimum Match Length Signature, page 7-55

Sequence for Creating a Custom Signature

Use the following sequence when you create a custom signature:

Step 1 Select a signature engine.
Step2  Assign the signature identifiers:
e Signature ID
e SubSignature ID
e Signature name
e Alert notes (optional)
e User comments (optional)

Step3  Assign the engine-specific parameters. The parameters differ for each signature engine, although there
is a group of master parameters that applies to each engine.

Step4  Assign the alert response:
¢ Signature fidelity rating
e Severity of the alert
Step5  Assign the alert behavior.
Step6  Apply the changes.
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Example String TCP Engine Signature

A

The String engine is a generic-based pattern-matching inspection engine for ICMP, TCP, and UDP
protocols. The String engine uses a regular expression engine that can combine multiple patterns into a
single pattern-matching table allowing for a single search through the data. There are three String
engines: String ICMP, String TCP, and String UDP.

Caution

~

Note

A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

This procedure also applies to String UDP and ICMP signatures.

The following options apply:

e default—Sets the value back to the system default setting.

e direction—Specifies the direction of the traffic:

from-service—Traffic from service port destined to client port.

to-service—Traffic from client port destined to service port.

¢ event-action—Specifies the action(s) to perform when alert is triggered:

deny-attacker-inline (inline only)—Does not transmit this packet and future packets from the
attacker address for a specified period of time.

deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker address victim port pair for a specified period of time.

deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker/victim address pair for a specified period of time.

deny-connection-inline (inline only)—Does not transmit this packet and future packets on the
TCP flow.

deny-packet-inline (inline only)—Does not transmit this packet.
log-attacker-packets—Starts IP logging of packets containing the attacker address.
log-pair-packets—Starts IP logging of packets containing the attacker-victim address pair.
log-victim-packets—Starts IP logging of packets containing the victim address.
produce-alert —Writes the event to the Event Store as an alert.

produce-verbose-alert—Includes an encoded dump (possibly truncated) of the offending
packet in the alert.

request-block-connection—Sends a request to the ARC to block this connection.
request-block-host—Sends a request to the ARC to block this attacker host.
request-rate-limit—Sends a rate limit request to the ARC to perform rate limiting.

request-snmp-trap—Sends a request to the Notification Application component of the sensor
to perform SNMP notification.

reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow.

modify-packet-inline— Modifies packet data to remove ambiguity about what the end point
might do with the packet.

[ oL-29168-01
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¢ no—Removes an entry or selection setting.
¢ regex-string —Specifies a regular expression to search for in a single TCP packet.

e service-ports—Specifies the ports or port ranges where the target service may reside. The valid
range is 0 to 65535. It is a separated list of integer ranges a-b[,c-d] within 0 to 65535. The second
number in the range must be greater than or equal to the first number.

¢ specify-exact-match-offset {yes | no}—(Optional) Enables exact match offset:

- exact-match-offset—Specifies the exact stream offset the regular expression string must report
for a match to be valid. The value is 0 to 65535.

¢ specify-min-match-length {yes | no}—(Optional) Enables minimum match length:

— min-match-length—Specifies the minimum number of bytes the regular expression string must
match. The value is 0 to 65535.

e strip-telnet-options {true | false}—Strips the Telnet option characters from the data before the
pattern is searched.

e swap-attacker-victim {true | false}—Swaps the attacker and victim addresses and ports (source
and destination) in the alert message and in any actions taken. The default is false.

Creating a String TCP Engine Signature
To create a signature based on the String TCP engine, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.

Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify a signature ID and subsignature ID for the signature. Custom signatures are in the range of 60000
to 65000.

sensor (config-sig)# signatures 60025 0

Step4  Enter signature description submode.

sensor (config-sig-sig)# sig-description

Step5  Specify a name for the new signature. You can also specify a additional comments about the sig using
the sig-comment command or additional information about the signature using the sig-string-info
command.

sensor (config-sig-sig-sig)# sig-name This is my new name

Step6  Exit signature description submode.

sensor (config-sig-sig-sig)# exit

Step7  Specify the string TCP engine.

sensor (config-sig-sig) # engine string-tcp

Step8  Specify the service ports.

sensor (config-sig-sig-str)# service-ports 23

Step9  Specify the direction.

sensor (config-sig-sig-str)# direction to-service
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Step10  Specify the regex string to search for in the TCP packet. You can change the event actions if needed
according to your security policy using the event-action command. The default event action is
produce-alert.

sensor (config-sig-sig-str)# regex-string This-is-my-new-Sig-regex

Step11  You can modify the following optional parameters for this custom String TCP signature:
¢ specify-exact-match-offset
¢ specify-min-match-length
e strip-telnet-options
e swap-attacker-victim.

Step12  Verify the settings.

sensor (config-sig-sig-str)# show settings
string-tcp
event-action: produce-alert <defaulted>
strip-telnet-options: false <defaulted>
specify-min-match-length

regex-string: This-is-my-new-Sig-regex
service-ports: 23

direction: to-service default: to-service
specify-exact-match-offset

swap-attacker-victim: false <defaulted>

sensor (config-sig-sig-str)#

Step 13  Exit signature definition submode.

sensor (config-sig-sig-str)# exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Step14  Press Enter to apply the changes or enter no to discard them.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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Example Service HTTP Engine Signature

The Service HTTP engine is a service-specific string-based pattern-matching inspection engine. The
HTTP protocol is one of the most commonly used in networks of today. In addition, it requires the most
amount of preprocessing time and has the most number of signatures requiring inspection making it
critical to the overall performance of the system.

The Service HTTP engine uses a Regex library that can combine multiple patterns into a single
pattern-matching table allowing a single search through the data. This engine searches traffic directed
only to web services, or HTTP requests. You cannot inspect return traffic with this engine. You can
specify separate web ports of interest in each signature in this engine.

HTTP deobfuscation is the process of decoding an HTTP message by normalizing encoded characters
to ASCII equivalent characters. It is also known as ASCII normalization.

Before an HTTP packet can be inspected, the data must be deobfuscated or normalized to the same
representation that the target system sees when it processes the data. It is ideal to have a customized
decoding technique for each host target type, which involves knowing what operating system and web
server version is running on the target. The Service HTTP engine has default deobfuscation behavior for
the Microsoft IIS web server.

The following options apply:
¢ de-obfuscate {true | false}—Applies anti-evasive deobfuscation before searching.
e default—Sets the value back to the system default setting.
e event-action —Specifies the action(s) to perform when alert is triggered:

— deny-attacker-inline (inline only)—Does not transmit this packet and future packets from the
attacker address for a specified period of time.

— deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker address victim port pair for a specified period of time.

— deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker/victim address pair for a specified period of time.

— deny-connection-inline (inline only)—Does not transmit this packet and future packets on the
TCP flow.

— deny-packet-inline (inline only)—Does not transmit this packet.

- log-attacker-packets—Starts IP logging of packets containing the attacker address.

- log-pair-packets—Starts IP logging of packets containing the attacker-victim address pair.
— log-victim-packets—Starts IP logging of packets containing the victim address.

— produce-alert —Writes the event to the Event Store as an alert.

— produce-verbose-alert—Includes an encoded dump (possibly truncated) of the offending
packet in the alert.

- request-block-connection—Sends a request to the ARC to block this connection.
- request-block-host—Sends a request to the ARC to block this attacker host.
- request-rate-limit—Sends a rate limit request to the ARC to perform rate limiting.

— request-snmp-trap—Sends a request to the Notification Application component of the sensor
to perform SNMP notification.

— reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow.
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- modify-packet-inline— Modifies packet data to remove ambiguity about what the end point
might do with the packet.

¢ max-field-sizes —Grouping for maximum field sizes:

specify-max-arg-field-length {yes | no}—Enables max-arg-field-length (optional).

specify-max-header-field-length {yes | no}—Enables max-header-field-length (optional).

specify-max-request-length {yes | no}—Enables max-request-length (optional).

specify-max-uri-field-length {yes | no}—Enables max-uri-field-length (optional).
¢ no—Removes an entry or selection setting.

e regex—Regular expression grouping:

specify-arg-name-regex—Enables arg-name-regex (optional).

specify-header-regex —Enables header-regex (optional).

specify-request-regex—Enables request-regex (optional).

specify-uri-regex—Enables uri-regex (optional).
e service-ports —A comma-separated list of ports or port ranges where the target service may reside.

e swap-attacker-victim {true | false}—Whether address (and ports) source and destination are
swapped in the alarm message. The default is false for no swapping.

Creating a Service HTTP Engine Signature
To create a custom signature based on the Service HTTP engine, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify a signature ID and a subsignature ID for the signature. Custom signatures are in the range of
60000 to 65000.

sensor (config-sig)# signatures 63000 O

Step4  Enter signature description mode.

sensor (config-sig-sig) # sig-description

Step5  Specify a signature name.

sensor (config-sig-sig-sig)# sig-name myWebSig

Step6  Specify the alert traits. The valid range is from 0 to 65535.

sensor (config-sig-sig-sig)# alert-traits 2

Step7  Exit signature description submode.

sensor (config-sig-sig-sig)# exit

Step8  Specify the alert frequency.

sensor (config-sig-sig)# alert-frequency

sensor (config-sig-sig-ale)# summary-mode fire-all

sensor (config-sig-sig-ale-fir)# summary-key Axxx

sensor (config-sig-sig-ale-fir)# specify-summary-threshold yes
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

sensor (config-sig-sig-ale-fir-yes)# summary-threshold 200

Exit alert frequency submode.

sensor (config-sig-sig-ale-fir-yes)# exit

sensor (config-sig-sig-ale-fir)# exit

sensor (config-sig-sig-ale)# exit

Configure the signature to apply anti-evasive deobfuscation before searching:
sensor (config-sig-sig) # engine service-http

sensor (config-sig-sig-ser)# de-obfuscate true

Configure the Regex parameters.

sensor (config-sig-sig) # engine service-http

sensor (config-sig-sig-ser)# regex

sensor (config-sig-sig-ser-reg) # specify-uri-regex yes

sensor (config-sig-sig-ser-reg-yes)# uri-regex [Mm] [Yy] [F£] [Oo] [Oo]
Exit Regex submode.

sensor (config-sig-sig-ser-reg-yes)# exit

sensor (config-sig-sig-ser-reg-)# exit

Configure the service ports using the signature variable WEBPORTS.

sensor (config-sig-sig-ser)# service-ports $WEBPORTS

Exit signature definition submode.

sensor (config-sig-sig-ser)# exit
sensor (config-sig-sig)# exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

Example Meta Engine Signature

A

Caution

A large number of Meta engine signatures could adversely affect overall sensor performance.

The Meta engine defines events that occur in a related manner within a sliding time interval. This engine
processes events rather than packets. As signature events are generated, the Meta engine inspects them
to determine if they match any or several Meta definitions. The Meta engine generates a signature event

after all requirements for the event are met.

All signature events are handed off to the Meta engine by the Signature Event Action Processor. The
Signature Event Action Processor hands off the event after processing the minimum hits option.
Summarization and event action are processed after the Meta engine has processed the component

events.
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Meta Signature Engine Enhancement

The purpose of the Meta engine is to detect a specified payload from an attacker and a corresponding
payload from the victim. It is also used to inspect streams at different offsets. The Meta engine supports
the AND and OR logical operators. ANDNOT capability has been added to the Meta engine. This clause
is a negative clause used to complement the existing positive clause-based signatures. The previous
signature format had the following form:

IF (A and B and C) then Alarm; alternatively, IF (A or B or C) then Alarm is also
supported; where A, B, and C are meta component signatures.

The addition of the negative clause allows for the following logic:

IF (A and/or B) AND NOT (C and/or D) then Alarm.

The (C and/or D) is the negative clause and is satisfied if (C and D) [alternatively (C or D)] do not occur
before the Meta Reset Interval time expires.

A component of the positive clause must occur before the negative clause(s) to establish the Meta
tracking state. The Meta engine cannot track the lack of past behavior. The state of the negative clause
is evaluated when the Meta Reset Interval time expires.

Caution A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.
The Meta engine is different from other engines in that it takes alerts as input where most engines take
packets as input.
The following options apply:
e component-list namel—Specifies the list of Meta components:
- edit—Edits an existing entry in the list.
— insert —Inserts a new entry into the list.
- move—Moves an entry in the list.
— begin—Places the entry at the beginning of the active list.
— end—Places the entry at the end of the active list.
— inactive—Places the entry into the inactive list.
— before—Places the entry before the specified entry.
- after—Places the entry after the specified entry.
- component-count—Specifies the number of times component must fire before this component
is satisfied.
— component-sig-id—Specifies the signature ID of the signature to match this component on.
— component-subsig-id—Specifies the subsignature ID of the signature to match this component
on.
— is-not-component {true | false}—Specifies that the component is a NOT component.

e component-list-in-order {true | false}—Specifies whether to have the component list fire in order.
For example, if signature 1001 in the m2 component fires before signature 1000 in the m1
component, the Meta signature will not fire.

e all-components-required {true | false}—Specifies to use all components. This option works with
the all-not-components-required option, if you have NOT components configured as required, the
Meta signature will not fire.
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e all-not-components-required {true | false}—Specifies to use all of the NOT components.

e swap-attacker-victim {true | false}—Swaps the attacker and victim addresses and ports (source
and destination) in the alert message and in any actions taken.

¢ meta-reset-interval—Specifies the time in seconds to reset the Meta signature. The valid range is
0 to 3600 seconds. The default is 60 seconds.

¢ meta-key—Specifies the storage type for the Meta signature:
— AaBb—Attacker and victim addresses and ports.
— AxBx—Attacker and victim addresses.
- Axxx—Attacker address.
- xxBx—Victim address.

¢ unique-victim-ports—Specifies the number of unique victims ports required per Meta signature.
The valid range is 1 to 256.

e event-action—Specifies the action(s) to perform when an alert is triggered:

— deny-attacker-inline (inline only)—Does not transmit this packet and future packets from the
attacker address for a specified period of time.

— deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker address victim port pair for a specified period of time.

— deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future
packets on the attacker/victim address pair for a specified period of time.

— deny-connection-inline (inline only)—Does not transmit this packet and future packets on the
TCP flow.

— deny-packet-inline (inline only)—Does not transmit this packet.

- log-attacker-packets—Starts IP logging of packets containing the attacker address.

— log-pair-packets—Starts IP logging of packets containing the attacker-victim address pair.
— log-victim-packets—Starts IP logging of packets containing the victim address.

— produce-alert —Writes the event to the Event Store as an alert.

— produce-verbose-alert—Includes an encoded dump (possibly truncated) of the offending
packet in the alert.

- request-block-connection—Sends a request to the ARC to block this connection.
- request-block-host—Sends a request to the ARC to block this attacker host.
— request-rate-limit—Sends a rate limit request to the ARC to perform rate limiting.

— request-snmp-trap—Sends a request to the Notification Application component of the sensor
to perform SNMP notification.

— reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow.

- modify-packet-inline— Modifies packet data to remove ambiguity about what the end point
might do with the packet.

Note  Signature 64000 subsignature 0 will fire when it sees the alerts from signature 1000 subsignature O and
signature 1001 subsignature O on the same source address. The source address selection is a result of the
meta key default value of Axxx. You can change the behavior by changing the meta key setting to xxBx
(destination address) for example.
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Creating a Meta Engine Signature

To create a signature based on the Meta engine, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Specify a signature ID and a subsignature ID for the signature. Custom signatures are in the range of

60000 to 65000.

sensor (config-sig)# signatures 64000 O

Specify the signature engine.

sensor (config-sig-sig)# engine meta

Insert a signature (named m1) at the beginning of the list.

sensor (config-sig-sig-met)# component-list insert ml begin

Specify the signature ID of the signature on which to match this component.

sensor (config-sig-sig-met-com) # component-sig-id 1000

Exit component list submode.

sensor (config-sig-sig-met-com) # exit

Insert another signature (named m?2) at the end of the list.

sensor (config-sig-sig-met)# component-list insert m2 end

Specify the signature ID of the signature on which to match this component.

sensor (config-sig-sig-met-com)# component-sig-id 1001

Configure the component list not to fire in order.

sensor (config-sig-sig-met-com)# component-list-in-order false

Specify to use all components you have created.

sensor (config-sig-sig-met-com) # all-components-required true

Specify not to use all of the NOT components.

sensor (config-sig-sig-met-com) # all-not-components-required false

Verify the settings.

sensor (config-sig-sig-met-com) # exit
sensor-128 (config-sig-sig-met)# show settings
meta
event-action: produce-alert <defaulted>
swap-attacker-victim: false <defaulted>
meta-reset-interval: 60 <defaulted>
component-list (ordered min: 1, max: 32, current: 2 - 2 active,

0 inactive)
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component-sig-id: 1000
component-subsig-id: 0 default: 0
component-count: 1 default: 1
is-not-component: false <defaulted>

component-sig-id: 1001
component-subsig-id: 0 <defaulted>
component-count: 1 <defaulted>
is-not-component: true default: false

unique-victims: 1 <defaulted>

component-list-in-order: false default: false
all-components-required: true default: true
all-nots-required: false default: false

sensor (config-sig-sig-met) #

Exit signature definition submode.

sensor (config-sig-sig-met)# exit
sensor (config-sig-sig)# exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

e For more information on Signature Event Action Processor, see Signature Event Action Processor,

page 8-3.

e For more information on the Meta engine, see Meta Engine, page B-33.

Example IPv6 Engine Signature

A

Caution

A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

[l Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2

Download from Www.Somanuals.com. All Manuals Search And Download.

0L-29168-01 |



| Chapter7 Defining Signatures

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Creating Custom Signatures

The following example Atomic IP Advanced custom signature prohibits Protocol ID 88 over IPv6.

To create a signature based on the Atomic IP Advanced signature engine, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sig0

Specify a signature ID and a subsignature ID for the signature. Custom signatures are in the range of

60000 to 65000.

sensor (config-sig)# signatures 60000 O

Specify the signature engine.

sensor (config-sig-sig)# engine atomic-ip-advanced

Specify the IP version.

sensor (config-sig-sig-ato)# specify-ip-version yes

Specify IPv6.

sensor (config-sig-sig-ato-yes)# version ipvé

Specify the L4 protocol.

sensor (config-sig-sig-ato-yes-ipv) # exit
sensor (config-sig-sig-ato-yes)# exit
sensor (config-sig-sig-ato)# specify-l4-protocol yes

Specify protocol ID 88.

sensor (config-sig-sig-ato-yes)# l4-protocol other-protocol
sensor (config-sig-sig-ato-yes-oth)# other-ip-protocol-id 88
Verify the settings.

sensor (config-sig-sig-ato-yes-oth)# show settings
other-protocol

sensor (config-sig-sig-ato-yes-oth)#

Exit signature definition submode.

sensor (config-sig-sig-ato-yes-oth) # exit
sensor (config-sig-sig-ato-yes)# exit
sensor (config-sig-sig-ato)# exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes?[yes]:

Press Enter to apply the changes or enter no to discard them.
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For More Information

¢ For more information about the Atomic IP Advanced engine and a list of the parameters, see Atomic
IP Advanced Engine, page B-15.

e For more information on the Atomic engines, see Atomic Engine, page B-14.

Example String XL TCP Engine Match Offset Signature
A\

Caution A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

~

Note  This procedure also applies to String XLUDP and String XL ICMP signatures, with the exception of the
parameter service-ports, which does not apply to String XL ICMP signatures.

The following example demonstrates how to create a custom String XL TCP signature that searches for
exact, maximum, or minimum offsets. You can modify the following optional match offset parameters
for this custom String XL TCP signature:

e specify-exact-match-offset {yes Ino}—Enables exact match offset:

- exact-match-offset—Specifies the exact stream offset in bytes the regular expression string
must report for a match to be valid. The value is 0 to 65535.

¢ specify-max-match-offset {yes Ino}—Enables maximum match length:

— max-match-offset—Specifies the maximum stream offset in bytes the regular expression string
must report for a match to be valid. The value is 0 to 65535.

¢ specify-min-match-offset {yes Ino}—FEnables minimum match offset:

- min-match-offset—Specifies the minimum stream offset in bytes the regular expression string
must report for a match to be valid. The value is 0 to 65535.

Creating a String XL TCP Engine Signature

To create a custom signature based on the String XL TCP engine that searches for matches, follow these
steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify a signature ID and subsignature ID for the signature. Custom signatures are in the range of 60000
to 65000.

sensor (config-sig)# signatures 60003 0

Step4  Enter signature description submode.

sensor (config-sig-sig) # sig-description
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Specify a name for the new signature. You can also specify a additional comments about the sig using
the sig-comment command or additional information about the signature using the sig-string-info
command.

sensor (config-sig-sig-sig)# sig-name This is my new name

Exit signature description submode.

sensor (config-sig-sig-sig)# exit

Specify the String XL TCP engine.

sensor (config-sig-sig)# engine string-xl-tcp

Specify the service ports.

sensor (config-sig-sig-str)# service-ports 80

Specify the direction.

sensor (config-sig-sig-str)# direction to-service

Change the event actions if needed according to your security policy by using the event-action
command. The default event action is produce-alert.

Make sure raw regex is turned off:

sensor (config-sig-sig-str)# specify-raw-regex-string no

~

Note  Raw Regex is regular expression syntax used for raw mode processing. It is expert mode only
and targeted for use by the Cisco IPS signature development team or only those who are under
supervision by the Cisco IPS signature development team. You can configure a String XL
signature in either regular Regex or raw Regex.

Specify the regex string to search for in the TCP packet.

sensor (config-sig-sig-str-no)# regex-string tcpstring

Exit raw regex mode to configure optional String XL TCP parameters.
sensor (config-sig-sig-str-no)# exit

sensor (config-sig-sig-str)#

Specify an exact match offset for this signature.

sensor (config-sig-sig-str)# specify-exact-match-offset yes
sensor (config-sig-sig-str-yes)# exact-match-offset 20

N

Note If you have exact match offset set to yes, you cannot configure maximum or minimum match
offset. If you have exact match offset set to no, you can configure both maximum and minimum
match offset at the same time.

Turn off exact match offset and specify a maximum match offset for this signature.

sensor (config-sig-sig-str-yes)# exit

sensor (config-sig-sig-str)# specify-exact-match-offset no
sensor (config-sig-sig-str-no) # specify-max-match-offset yes
sensor (config-sig-sig-str-no-yes) # max-match-offset 30
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Step16  Specify a minimum match offset for this signature.

sensor (config-sig-sig-str-no-yes) # exit
sensor (config-sig-sig-str-no)# specify-min-match-offset yes
sensor (config-sig-sig-str-no-yes)# min-match-offset 20

Step17  Verify the settings.

sensor (config-sig-sig-str-no-yes)# exit

sensor (config-sig-sig-str-no)# exit

sensor (config-sig-sig-str)# show settings

string-xl-tcp

event-action: produce-alert <defaulted>
strip-telnet-options: false <defaulted>
direction: to-service default: to-service
service-ports: 80
specify-max-stream-length

regex-string: tcpstring
dot-all: false <defaulted>
end-optional: false <defaulted>
no-case: false <defaulted>
stingy: false <defaulted>

utf8: false <defaulted>
specify-min-match-length

swap-attacker-victim: false <defaulted>
specify-exact-match-offset

sensor (config-sig-sig-str)#
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Step 18

Step 19

Creating Custom Signatures 1l

Exit signature definition submode.

sensor (config-sig-sig-str)# exit
sensor (config-sig-sig)# exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Press Enter to apply the changes or enter no to discard them.

For More Information

For detailed information about the String XL signature engine, see String XL Engines, page B-65.

Example String XL TCP Engine Minimum Match Length Signature

A

Caution

~

Note

A custom signature can affect the performance of your sensor. Test the custom signature against a
baseline sensor performance for your network to determine the overall impact of the signature.

This procedure also applies to String XL UDP and String XL ICMP signatures, with the exception of the
parameter service-ports, which does not apply to String XL ICMP signatures.

You can modify the following optional parameters to work with a specific Regex string:

dot-all true {true | false}—If set to true, matches [\x00-\xFF] including \n; if set to false, matches
anything in the range [\x00-\xFF] except \n. The default is false.

specify-min-match-length {yes | no}—Enables minimum match length:

— min-match-length—Specifies the maximum number of bytes the regular expression string
must match for the pattern to be considered a hit. The value is 0 to 65535.

stingy {true | false}—If set to true, specifies to stop looking for larger matches after the first
completed match. The default is false.

N

Note  Stingy can only be used with min-match-length; otherwise, it is ignored.

utf8 {true | false}—If set to true, treats all legal UTF-8 byte sequences in the expression as a single
character. The default is false.

Creating a String XL TCP Engine Signature

The following example demonstrates how to create a custom String XL TCP signature that searches for
minimum match length with stingy, dot all, and UTF-8 turned on.
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To create a custom signature based on the String XL TCP engine that searches for minimum match length
with stingy, dot all, and UTF-8 turned on, follow these steps:

Step 1 Log in to the CLI using an account with administrator or operator privileges.
Step2  Enter signature definition submode.

sensor# configure terminal
sensor (config)# service signature-definition sigl

Step3  Specify a signature ID and subsignature ID for the signature.

sensor (config-sig)# signatures 60004 0

Custom signatures are in the range of 60000 to 65000.
Step4  Enter signature description submode.
sensor (config-sig-sig) # sig-description
Step5  Specify a name for the new signature. You can also specify a additional comments about the sig using

the sig-comment command or additional information about the signature using the sig-string-info
command.

sensor (config-sig-sig-sig)# sig-name This is my new name

Step6  Exit signature description submode.

sensor (config-sig-sig-sig)# exit

Step7  Specify the String XL TCP engine.

sensor (config-sig-sig) # engine string-xl-tcp

Step8  Specify the service ports.

sensor (config-sig-sig-str)# service-ports 80

Step9  Specify the direction.
sensor (config-sig-sig-str)# direction to-service

Step 10 Change the event actions if needed according to your security policy by using the event-action
command. The default event action is produce-alert.

Step 11 Make sure raw regex is turned off:

sensor (config-sig-sig-str)# specify-raw-regex-string no

~

Note  Raw Regex is regular expression syntax used for raw mode processing. It is expert mode only
and targeted for use by the Cisco IPS signature development team or only those who are under
supervision by the Cisco IPS signature development team. You can configure a String XL
signature in either regular Regex or raw Regex.

Step12  Specify the regex string to search for in the TCP packet with dot all turned on.
sensor (config-sig-sig-str-no)# regex-string ht+p[\r].
sensor (config-sig-sig-str-no)# dot-all true

Step 13  Specify a minimum match length for this signature that can only be used with stingy.

sensor (config-sig-sig-str-no)# specify-min-match-length yes
sensor (config-sig-sig-str-no-yes)# min-match-length 100
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sensor (config-sig-sig-str-no-yes) # exit
sensor (config-sig-sig-str-no)# stingy true

Step 14  Verify the settings:

sensor (config-sig-sig-str-no)# show settings
no

regex-string: ht+p[\r\].
dot-all: true default: false
end-optional: false <defaulted>
no-case: false <defaulted>
stingy: true default: false
utf8: false <defaulted>
specify-min-match-length

sensor (config-sig-sig-str-no) #

Step15  Specify a new Regex string to search for and turn on UTF-8.

sensor (config-sig-sig-str-no)# regex-string \x5c\x31\x30\x2e\x30[\x00-\x££]+\
x2e\x31\x5c\x74\x65\x6d\x70
sensor (config-sig-sig-str-no)# utf8 true

Step16  Verify the settings:

sensor (config-sig-sig-str-no)# show settings
no
regex-string: \x5c\x31\x30\x2e\x30[\x00-\xff]+\x2e\x31\x5c\x74\x65\x6d\x70
dot-all: true default: false
end-optional: false <defaulted>
no-case: false <defaulted>
stingy: true default: false
utf8: true default: false
specify-min-match-length

Step 17  Exit signature definition submode.

sensor (config-sig-sig-str-no)# exit
sensor (config-sig-sig-str)# exit
sensor (config-sig-sig)# exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

Step18  Press Enter to apply the changes or enter no to discard them.

For More Information
For detailed information about the String XL signature engine, see String XL Engines, page B-65.
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CHAPTER

Configuring Event Action Rules

This chapter explains how to add event action rules policies and how to configure event action rules. It
contains the following sections:

Event Action Rules Notes and Caveats, page 8§-1
Understanding Security Policies, page 8-2
Understanding Event Action Rules, page 8-2
Working With Event Action Rules Policies, page 8-8
Event Action Variables, page 8-9

Configuring Target Value Ratings, page 8-13
Configuring Event Action Overrides, page 8-17
Configuring Event Action Filters, page 8-20
Configuring OS Identifications, page 8-26
Configuring General Settings, page 8-32
Configuring the Denied Attackers List, page 8-35
Monitoring Events, page 8-38

Event Action Rules Notes and Caveats

The following notes and caveats apply to configuring event action rules:

Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a
block or rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action
is not carried out.

Global correlation inspection and the reputation filtering deny features do not support IPv6
addresses. For global correlation inspection, the sensor does not receive or process reputation data
for IPv6 addresses. The risk rating for IPv6 addresses is not modified for global correlation
inspection. Similarly, network participation does not include event data for attacks from IPv6
addresses. And finally, IPv6 addresses do not appear in the deny list.

You must preface the event variable with a dollar ($) sign to indicate that you are using a variable
rather than a string.

Connection blocks and network blocks are not supported on adaptive security appliances. Adaptive
security appliances only support host blocks with additional connection information.
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* You cannot delete the event action override for deny-packet-inline because it is protected. If you do
not want to use that override, set the override-item-status to disabled for that entry.

e Passive OS fingerprinting is enabled by default and the IPS contains a default vulnerable OS list for
each signature.

Understanding Security Policies

You can create multiple security policies and apply them to individual virtual sensors. A security policy
is made up of a signature definition policy, an event action rules policy, and an anomaly detection policy.
Cisco IPS contains a default signature definition policy called sig0, a default event action rules policy
called rules0, and a default anomaly detection policy called ad0. You can assign the default policies to
a virtual sensor or you can create new policies. The use of multiple security policies lets you create
security policies based on different requirements and then apply these customized policies per VLAN or
physical interface.

Understanding Event Action Rules

Event action rules are a group of settings you configure for the event action processing component of the
sensor. These rules dictate the actions the sensor performs when an event occurs. The event action
processing component is responsible for the following functions:

e (Calculating the risk rating

¢ Adding event action overrides

¢ Filtering event action

e Executing the resulting event action
e Summarizing and aggregating events
e Maintaining a list of denied attackers

S

Note  Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.
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Signature Event Action Processor

The Signature Event Action Processor coordinates the data flow from the signature event in the Alarm
Channel to processing through the Signature Event Action Override, the Signature Event Action Filter,
and the Signature Event Action Handler. It consists of the following components:

Alarm Channel—The unit that represents the area to communicate signature events from the
SensorApp inspection path to signature event handling.

Signature Event Action Override—Adds actions based on the risk rating value. Signature Event
Action Override applies to all signatures that fall in the range of the configured risk rating threshold.
Each Signature Event Action Override is independent and has a separate configuration value for
each action type.

Signature Event Action Filter—Subtracts actions based on the signature ID, addresses, and risk
rating of the signature event. The input to the Signature Event Action Filter is the signature event
with actions possibly added by the Signature Event Action Override.

S

Note The Signature Event Action Filter can only subtract actions, it cannot add new actions.

The following parameters apply to the Signature Event Action Filter:
— Signature ID
— Subsignature ID
— Attacker address
— Attacker port
— Victim address
— Victim port
— Risk rating threshold range
— Actions to subtract
- Sequence identifier (optional)
- Stop-or-continue bit
— Enable action filter line bit
— Victim OS relevance or OS relevance

Signature Event Action Handler—Performs the requested actions. The output from the Signature
Event Action Handler is the actions being performed and possibly an evldsAlert written to the Event
Store.

Figure 8-1 on page 8-4 illustrates the logical flow of the signature event through the Signature Event
Action Processor and the operations performed on the action for this event. It starts with the signature
event with configured action received in the Alarm Channel and flows top to bottom as the signature
event passes through the functional components of the Signature Event Action Processor.
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Figure 8-1 Signature Event Through Signature Event Action Processor
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For More Information

For more information on risk rating, see Calculating the Risk Rating, page 8-13.

Event Actions

The IPS has the following event actions:

Alert and Log Actions

e produce-alert—Writes the event to the Event Store as an alert.

N

Note  The produce-alert action is not automatic when you enable alerts for a signature. To have an
alert created in the Event Store, you must select produce-alert. If you add a second action,
you must include produce-alert if you want an alert sent to the Event Store. Also, every time
you configure the event actions, a new list is created and it replaces the old list. Make sure
you include all the event actions you need for each signature.
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Note There are other event actions that force a produce-alert. These actions use produce-alert as
the vehicle for performing the action. Even if produce-alert is not selected or is filtered, the
alert is still produced. The actions are the following: produce-verbose-alert,
request-snmp-trap, log-attacker-packets, log-victim-packets, and log-pair-packets.

Note A produce-alert event action is added for an event when global correlation has increased the
risk rating of an event, and has added either the deny-packet-inline or deny-attacker-inline
event action.

produce-verbose-alert—Includes an encoded dump of the offending packet in the alert. This action
causes an alert to be written to the Event Store, even if produce-alert is not selected.

log-attacker-packets—Starts IP logging on packets that contain the attacker address and sends an
alert. This action causes an alert to be written to the Event Store, even if produce-alert is not
selected.

log-victim-packets—Starts IP logging on packets that contain the victim address and sends an alert.
This action causes an alert to be written to the Event Store, even if produce-alert is not selected.

log-pair-packets—Starts IP logging on packets that contain the attacker/victim address pair. This
action causes an alert to be written to the Event Store, even if produce-alert is not selected.

request-snmp-trap—Sends a request to the Notification Application component of the sensor to
perform SNMP notification. This action causes an alert to be written to the Event Store, even if
produce-alert is not selected. You must have SNMP configured on the sensor to implement this
action.

Deny Actions

deny-packet-inline (inline only)—Terminates the packet.

~

Note  You cannot delete the event action override for deny-packet-inline because it is protected. If
you do not want to use that override, set the override-item-status to disabled for that entry.

deny-connection-inline (inline only)—Terminates the current packet and future packets on this TCP
flow.

deny-attacker-victim-pair-inline (inline only)—Does not transmit this packet and future packets on
the attacker/victim address pair for a specified period of time.

deny-attacker-service-pair-inline (inline only)—Does not transmit this packet and future packets on
the attacker address victim port pair for a specified period of time.

deny-attacker-inline (inline only)—Terminates the current packet and future packets from this
attacker address for a specified period of time.

The sensor maintains a list of attackers being denied by the system. To remove an entry from the
denied attacker list, you can view the list of attackers and clear the entire list, or you can wait for
the timer to expire. The timer is a sliding timer for each entry. Therefore, if attacker A is being
denied, but issues another attack, the timer for attacker A is reset and attacker A remains in the
denied attacker list until the timer expires. If the denied attacker list is at capacity and cannot add a
new entry, the packet is still denied.

modify-packet-inline (inline only)—Modifies packet data to remove ambiguity about what the end
point might do with the packet.
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)
Note  You cannot use modify-packet-inline as an action when adding event action filters or
overrides.

Other Actions

¢ request-block-connection—Sends a request to ARC to block this connection. You must have
blocking devices configured to implement this action.

A
Note  Connection blocks and network blocks are not supported on adaptive security appliances.
Adaptive security appliances only support host blocks with additional connection

information.

~

Note IPv6 does not support request-block-connection.

¢ request-block-host—Sends a request to ARC to block this attacker host. You must have blocking
devices configured to implement this action.

~

Note IPv6 does not support request-block-host.

e request-rate-limit—Sends a rate limit request to ARC to perform rate limiting. You must have rate
limiting devices configured to implement this action.

~

Note  The request-rate-limit action applies to a select set of signatures.

N

Note IPv6 does not support request-rate-limit.

e reset-tcp-connection—Sends TCP resets to hijack and terminate the TCP flow. The
reset-tcp-connection action only works on TCP signatures that analyze a single connection. It does
not work for sweeps or floods.

Understanding Deny Packet Inline
For signatures that have deny-packet-inline configured as an action or for an event action override that
adds deny-packet-inline as an action, the following actions may be taken:

e dropped-packet

e denied-flow

® tcp-one-way-reset-sent

The deny-packet-inline action is represented as a dropped packet action in the alert. When a
deny-packet-inline occurs for a TCP connection, it is automatically upgraded to a
deny-connection-inline action and seen as a denied flow in the alert. If the IPS denies just one packet,
the TCP continues to try to send that same packet again and again, so the IPS denies the entire connection
to ensure it never succeeds with the resends.
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When a deny-connection-inline occurs, the IPS also automatically sends a TCP one-way reset, which
shows up as a TCP one-way reset sent in the alert. When the IPS denies the connection, it leaves an open
connection on both the client (generally the attacker) and the server (generally the victim). Too many
open connections can result in resource problems on the victim. So the IPS sends a TCP reset to the
victim to close the connection on the victim side (usually the server), which conserves the resources of
the victim. It also prevents a failover that would otherwise allow the connection to fail over to a different
network path and reach the victim. The IPS leaves the attacker side open and denies all traffic from it.

TCP Reset Differences Between IPS Appliances and ASA IPS Modules
The IPS appliance sends TCP reset packets to both the attacker and victim when reset-tcp-connection is

selected. The IPS appliance sends a TCP reset packet only to the victim under the following
circumstances:

e When a deny-packet-inline or deny-connection-inline is selected
e When TCP-based signatures and reset-tcp-connection have NOT been selected

In the case of the ASA IPS modules, the TCP reset request is sent to the ASA, and then the ASA sends
the TCP reset packets. The ASA sends TCP reset packets to both the attacker and victim when the
reset-tcp-connection is selected. When deny-packet-inline or deny-connection-inline is selected, the
ASA sends the TCP reset packet to either the attacker or victim depending on the configuration of the
signature. Signatures configured to swap the attacker and victim when reporting the alert can cause the
ASA to send the TCP reset packet to the attacker.

TCP Normalizer Signature Warning

You receive the following warning if you disable a default-enabled TCP Normalizer signature or remove
a default-enabled modify packet inline, deny packet inline, or deny connection inline action:

Use caution when disabling, retiring, or changing the event action settings of a <Sig ID>
TCP Normalizer signature for a sensor operating in IPS mode. The TCP Normalizer signature
default values are essential for proper operation of the sensor.

If the sensor is seeing duplicate packets, consider assigning the traffic to multiple
virtual sensors. If you are having problems with asymmetric or out-of-order TCP packets,
consider changing the normalizer mode from strict evasion protection to asymmetric mode
protection. Contact Cisco TAC if you require further assistance.

For More Information

e For procedure for configuring denied attackers, see Monitoring and Clearing the Denied Attackers
List, page 8-36.

e For the procedure for configuring the general settings, see Configuring the General Settings,
page 8-34.

¢ For the procedures for configuring blocking devices, see Chapter 14, “Configuring Attack Response
Controller for Blocking and Rate Limiting.”

¢ For the procedures for configuring SNMP, see Chapter 15, “Configuring SNMP.”

Event Action Rules Configuration Sequence

Follow these steps when configuring the event action rules component of the IPS:
1. Create any variables that you want to use in event action filters.

2. Create target value ratings. Assign target value ratings to your network assets so that you can
calculate the risk rating.

Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.2
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3. Create overrides to add actions based on the risk rating value. Assign a risk rating to each event
action type.

4. Create filters. Assign filters to subtract actions based on the ID, IP addresses, and risk rating of the
signature.

5. Create OS mappings. OS mappings are used for the attack relevance rating in the calculation of the
risk rating for an alert.

6. Configure the general settings. Specify whether you want to use the summarizer, the meta event
generator, or configure denied attacker parameters.

Working With Event Action Rules Policies

Use the service event-action-rules name command in service event action rules submode to create an
event action rules policy. The values of this event action rules policy are the same as the default event
action rules policy, rules0, until you edit them. Or you can use the copy event-action-rules
source_destination command in privileged EXEC mode to make a copy of an existing policy and then
edit the values of the new policy as needed. Use the list event-action-rules-configurations command
in privileged EXEC mode to list the event action rules policies. Use the no service event-action-rules
name command in global configuration mode to delete an event action rules policy. Use the default
service event-action-rules name command in global configuration mode to reset the event action rules
policy to factory settings.

Working With Event Action Rules Policies

To create, copy, display, edit, and delete event action rules policies, follow these steps:

Step1  Login to the CLI using an account with administrator privileges.
Step2  Create an event action rules policy.

sensor# configure terminal

sensor (config)# service event-action-rules MyRules
sensor (config-eve) # exit

Apply Changes?[yes]: yes

sensor (config) # exit

sensor#

Step3  Copy an existing event action rules policy to a new event action rules policy.

sensor# copy event-action-rules rules0 rulesl
sensor#

N

Note  You receive an error if the policy already exists or if there is not enough space available for the
new policy.

Step4  Accept the default event action rules policy values or edit the following parameters.
a. Add event action rules variables.
b. Configure event action rules overrides.
c. Configure event action rules filters.
d. Configure the event action rules general settings.

e. Configure the event action rules target value rating.
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f. Configure the event action rules OS identification settings.
Step5 Display a list of event action rules policies on the sensor:

sensor# list event-action-rules-configurations
Event Action Rules

Instance Size Virtual Sensor
rules0 255 vs0
temp 707 N/A
MyRules 255 N/A
rulesl 141 vsl
sensor#

Step6  Delete an event action rules policy.

sensor (config)# no service event-action-rules MyRules
sensor (config) #

~

Note  You cannot delete the default event action rules policy, rules0.

Step7  Confirm the event action rules instance has been deleted.

sensor# list event-action-rules-configurations
Event Action Rules
Instance Size Virtual Sensor

rulesO 112 vs0
rulesl 142 N/A
sensor#

Step8  Reset an event action rules policy to factory settings.

sensor# configure terminal
sensor (config)# default service event-action-rules rulesl
sensor (config) #

For More Information

¢ For the procedure for adding event action rules variables, see Event Action Variables, page 8-9.

e For the procedure for configuring event action rules overrides, see Configuring Event Action
Overrides, page 8-17.

¢ For the procedure for configuring event action rules filters, see Configuring Event Action Filters,
page 8-20.

e For the procedure for configuring the general settings, see Configuring General Settings, page 8-32.

e For the procedure for configuring event action rules target value ratings, see Configuring Target
Value Ratings, page 8-13.

e For the procedure for configuring OS maps, see Configuring OS Identifications, page 8-26.

Event Action Variables

This section describes event action variables, and contains the following topics:
e Understanding Event Action Variables, page 8-10
e Adding, Editing, and Deleting Event Action Variables, page 8-11
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Understanding Event Action Variables
S

Note  Global correlation inspection and the reputation filtering deny features do not support IPv6 addresses.
For global correlation inspection, the sensor does not receive or process reputation data for IPv6
addresses. The risk rating for IPv6 addresses is not modified for global correlation inspection. Similarly,
network participation does not include event data for attacks from IPv6 addresses. And finally, IPv6
addresses do not appear in the deny list.

Note  Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.

You can create event variables and then use those variables in event action filters. When you want to use
the same value within multiple filters, use a variable. When you change the value of the variable, any
filter that uses that variable is updated with the new value.

Note  You must preface the event variable with a dollar ($) sign to indicate that you are using a variable rather
than a string.

Some variables cannot be deleted because they are necessary to the signature system. If a variable is
protected, you cannot select it to edit it. You receive an error message if you try to delete protected
variables. You can edit only one variable at a time.

IPv4 Addresses

When configuring IPv4 addresses, specify the full IP address or ranges or set of ranges:
e 192.0.2.3-192.0.2.26
e 10.90.1.1
e 192.56.10.1-192.56.10.255
e 10.1.1.1-10.2.255.255, 192.0.2.3-192.0.2.26

IPv6 Addresses
When configuring IPv6 addresses, use the following format:
XX XXX XXX XXX XXX XX XX XXX XXX XXX XXX XX >- <X XXX XXX XXX XX XX XX XX

XXXXXX XXX XXX XXS[<XX XXX XXX XXX XX XXX XXX XX XXX XXX XX XXX >-<XXX
XXXXXX XXX XXX XXX XXX XXX XXX XXX XX >

~

Note  IPv6 addresses are 128 bits represented in hexadecimal and divided into eight 16-bit groups
separated by colons. You can skip the leading zeros and you can represent the zeroed groups in
the middle with a double colon (::). You must start the address with the 2001:db8 prefix.
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Timesaver

If you have an IP address space that applies to your engineering group and there are no Windows systems
in that group, and you are not worried about any Windows-based attacks to that group, you could set up
a variable to be the IP address space of the engineering group. You could then use this variable to
configure a filter that would ignore all Windows-based attacks for this group.

Adding, Editing, and Deleting Event Action Variables

S

Note

Note

Note

Step 1
Step 2

Step 3

Step 4

Global correlation inspection and the reputation filtering deny features do not support IPv6 addresses.
For global correlation inspection, the sensor does not receive or process reputation data for IPv6
addresses. The risk rating for IPv6 addresses is not modified for global correlation inspection. Similarly,
network participation does not include event data for attacks from IPv6 addresses. And finally, IPv6
addresses do not appear in the deny list.

Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.

Use the variables variable_name address ip_address command in service event action rules submode
to create an IPv4 event action variable. The IPv4 address can be one address, a range, or ranges separated
by a comma. Use the variables variable_name ipv6-address ip_address command in service event
action rules submode to create an IPv6 event action variable. Use the no variables variable_name
command in service event action rules submode to delete an event action variable.

IPv6 addresses are 128 bits represented in hexadecimal and divided into eight 16-bit groups separated
by colons. You can skip the leading zeros and you can represent the zeroed groups in the middle with a
double colon (::). You must start the address with the 2001:db8 prefix.

Working With Event Action Variables

To add, delete, and edit event action variables, follow these steps:

Log in to the CLI using an account with administrator privileges.

Enter event action rules submode.

sensor# configure terminal
sensor (config)# service event-action-rules rulesO

Add an IPv4 event action rules variable. The valid values for address are A.B.C.D-A.B.C.D
[LA.B.C.D-A.B.C.D].

sensor (config-eve)# variables variable-ipv4 address 192.0.2.3

Add an IPv6 event action rules variable. The valid form for ipv6-address is:

XX XXX XXX XXX XXX XX XXX XXX XK XXX XXX XX >- <X XXX XXX XXX XX XX XX XX
XX XX XXX XXX XXX XS [<X XXX XX XXX XXX XXX X XXX XXX XK XXX X XXX X >-<X XX
XXX XXX XXX XXX XXX XX XX XXX XXX XXX X>]

[ oL-29168-01
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Event Action Variables

sensor (config-eve)# variables variable-ipv6é ipvé6-address
2001:0db8:3c4d:0015:0000:0000:abcd:efl2

Verify that you added the event action rules variable.

sensor (config-eve)# show settings
variables (min: 0, max: 256, current: 2)

variableName: variable-ipvé

ipvée-address: 2001:0db8:3c4d:0015:0000:0000:abcd:efl2 default: ::0-FFFF

:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

variableName: variable-ipvi4

address: 192.0.2.3 default: 0.0.0.0-255.255.255.255

To edit an event action rules variable, change the IPv6 address to a range.

sensor (config-eve)# variables variable-ipv6é ipvé6-address
::0-FFFF:FFFF:FFFF:FFFF :FFFF:FFFF:FFFF :FFFF

Verify that you edited the event action rules variable.

sensor (config-eve)# show settings
variables (min: 0, max: 256, current: 2)

variableName: variable-ipvé

ipv6-address: ::0-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF default: ::0

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

Delete an event action rules variable.

sensor (config-eve) # no variables variable-ipvé

Verify the event action rules variable you deleted.

sensor (config-eve)# show settings
variables (min: 0, max: 256, current: 1)

variableName: variableipvi4

address: 192.0.2.3 default: 0.0.0.0-255.255.255.255

Exit event action rules submode.

sensor (config-eve) # exit
Apply Changes:?[yes]:

Press Enter to apply your changes or enter no to discard them.
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Configuring Target Value Ratings

This section describes what risk rating is and how to use it to configure target value ratings. This section
contains the following topics:

e (Calculating the Risk Rating, page 8-13
e Understanding Threat Rating, page 8-14
e Adding, Editing, and Deleting Target Value Ratings, page 8-15

Calculating the Risk Rating

Note

A risk rating (RR) is a value between 0 and 100 that represents a numerical quantification of the risk
associated with a particular event on the network. The calculation takes into account the value of the
network asset being attacked (for example, a particular server), so it is configured on a per-signature
basis using the attack severity rating and the signature fidelity rating, and on a per-server basis using the
target value rating. The risk rating is calculated from several components, some of which are configured,
some collected, and some derived.

The risk rating is associated with alerts not signatures.

Risk ratings let you prioritize alerts that need your attention. These risk rating factors take into
consideration the severity of the attack if it succeeds, the fidelity of the signature, the reputation score
of the attacker from the global correlation data, and the overall value of the target host to you. The risk
rating is reported in the evidsAlert.

The following values are used to calculate the risk rating for a particular event:

e Signature fidelity rating (SFR)—A weight associated with how well this signature might perform in
the absence of specific knowledge of the target. The signature fidelity rating is configured per
signature and indicates how accurately the signature detects the event or condition it describes.

Signature fidelity rating is calculated by the signature author on a per-signature basis. The signature
author defines a baseline confidence ranking for the accuracy of the signature in the absence of
qualifying intelligence on the target. It represents the confidence that the detected behavior would
produce the intended effect on the target platform if the packet under analysis were allowed to be
delivered. For example, a signature that is written with very specific rules (specific regular
expression) has a higher signature fidelity rating than a signature that is written with generic rules.

~

Note  The signature fidelity rating does not indicate how bad the detected event may be.

e Attack severity rating (ASR)—A weight associated with the severity of a successful exploit of the
vulnerability. The attack severity rating is derived from the alert severity parameter (informational,
low, medium, or high) of the signature. The attack severity rating is configured per signature and
indicates how dangerous the event detected is.

A

Note  The attack severity rating does not indicate how accurately the event is detected.

[ oL-29168-01
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Target value rating (TVR)—A weight associated with the perceived value of the target.

Target value rating is a user-configurable value (zero, low, medium, high, or mission critical) that
identifies the importance of a network asset (through its IP address). You can develop a security
policy that is more stringent for valuable corporate resources and looser for less important resources.
For example, you could assign a target value rating to the company web server that is higher than
the target value rating you assign to a desktop node. In this example, attacks against the company
web server have a higher risk rating than attacks against the desktop node. Target value rating is
configured in the event action rules policy.

Attack relevance rating (ARR)—A weight associated with the relevancy of the targeted operating
system. Attack relevancy rating is a derived value (relevant, unknown, or not relevant), which is
determined at alert time. The relevant operating systems are configured per signature.

Promiscuous delta (PD)—A weight associated with the promiscuous delta, which can be subtracted
from the overall risk rating in promiscuous mode. Promiscuous delta is in the range of 0 to 30 and
is configured per signature.

N

Note If the trigger packet is not inline, the promiscuous delta is subtracted from the rating.

Watch list rating (WLR)—A weight associated with the CSA MC watch list in the range of 0 to 100
(CSA MC only uses the range 0 to 35). If the attacker for the alert is found on the watch list, the
watch list rating for that attacker is added to the rating.

Figure 8-2 illustrates the risk rating formula:

Figure 8-2 Risk Rating Formula

RR

_ASR *TVR * SFR
10000

+ ARR - PD + WLR

191016

Understanding Threat Rating

Threat rating is risk rating that has been lowered by event actions that have been taken. Nonlogging event
actions have a threat rating adjustment. The largest threat rating from all the event actions taken is
subtracted from the risk rating. The event actions have the following threat ratings:

deny-attacker-inline—45
deny-attacker-victim-pair-inline—40
deny-attacker-service-pair-inline—40
deny-connection-inline—35
deny-packet-inline—35
modify-packet-inline—35
request-block-host—20
request-block-connection—20
reset-tcp-connection—20

request-rate-limit—20
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Adding, Editing, and Deleting Target Value Ratings

)

Note

Note

Global correlation inspection and the reputation filtering deny features do not support IPv6 addresses.
For global correlation inspection, the sensor does not receive or process reputation data for IPv6
addresses. The risk rating for IPv6 addresses is not modified for global correlation inspection. Similarly,
network participation does not include event data for attacks from IPv6 addresses. And finally, IPv6
addresses do not appear in the deny list.

Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.

You can assign a target value rating to your network assets. The target value rating is one of the factors
used to calculate the risk rating value for each alert. You can assign different target value ratings to
different targets. Events with a higher risk rating trigger more severe signature event actions.

For IPv4 address, use the target-value {zerovalue | low | medium | high | mission-critical }

target-address ip_address command in service event action rules submode to add target value ratings
for your network assets. The default is medium. Use the no target-value {zerovalue | low | medium |
high | mission-critical} command in service event action rules submode to delete target value ratings.

For IPv6 addresses, use the ipv6-target-value {zerovalue | low | medium | high | mission-critical }
ipv6-target-address ip_address command in service event action rules submode to add target value
ratings for your network assets. The default is medium. Use the no ipv6-target-value {zerovalue | low
| medium | high | mission-critical} command in service event action rules submode to delete target
value ratings.

The following options apply:

e target-value—Specifies the IPv4 target value rating:

zerovalue—No value of this target.
- low—Lower value of this target.
— medium—Normal value of this target (default).
— high—Elevated value of this target.
— mission-critical —Extreme value of this target.
¢ no target-value—Removes the IPv4 target value rating.

e target-address ip_address—Specifies the range set of IP address(es) for IPv4 addresses in the
following form: <A.B.C.D>-<A.B.C.D>[,<A.B.C.D>-<A.B.C.D>]

e ipv6-target-value—Specifies the IPv6 target value rating:

zerovalue—No value of this target.

— low—Lower value of this target.

— medium—Normal value of this target (default).
— high—Elevated value of this target.

- mission-critical —Extreme value of this target.

* no ipvé-target-value—Removes the IPv6 target value rating.

[ oL-29168-01
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e ipv6-target-address ip_address—Specifies the range set of IP address(es) for IPv6 addresses in the
following form:
XX XXX XXX XXX XXX XX XX XXX XXX XX XX XXX X >- <X X XXX XXX XXX X XXX X
XX XXX XXX XXX X XXX X[ <X XXX XX XK XXX XXX XX XX XXX XXX XXX X XX XX >-
XX XXX XXX XXX XXX XX XX XXX XXX XXX X XXX X >]

Adding, Editing, and Deleting Target Value Ratings

To add, edit, and delete target value ratings for your network assets, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Enter event action rules submode.

sensor# configure terminal

sensor (config) # service event-action-rules rulesl
Step3  Assign an IPv4 target value rating to the network asset.

sensor (config-eve) # target-value mission-critical target-address 192.0.2.0

Step4  Assign an IPv6 target value rating to the network asset.

sensor (config-eve) # ipvé6-target-value mission-critical ipvé-target-address
2001:0db8:3c4d:0015:0000:0000:abcd:efl2

Step5  Verify that you added the target value rating.

sensor (config-eve)# show settings

target-value-setting: mission-critical
target-address: 192.0.2.0 default: 0.0.0.0-255.255.255.255

ipv6-target-value-setting: mission-critical
ipv6-target-address: 2001:04b8:3c4d:0015:0000:0000:abcd:efl2 default: ::0-
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF : FFFF: FEFF

sensor (config-eve) #

Step6  To edit a target value rating, change the target value rating setting of the asset.

sensor (config-eve) # target-value low target-address 192.0.2.0

Step7  Verify that you edited the target value rating.

sensor (config-eve)# show settings

target-value-setting: low
target-address: 192.0.2.0 default: 0.0.0.0-255.255.255.255

Step8  Delete the target value rating.

sensor (config-eve) # no ipvé6-target-value mission-critical

Step9  Verify that you deleted the target value rating.

sensor (config-eve)# show settings
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Step 11

Configuring Event Action Overrides W

ipv6-target-value (min: 0, max: 5, current: 0)

Exit event action rules submode.

sensor (config-rul)# exit
Apply Changes:?[yes]:

Press Enter to apply your changes or enter no to discard them.

Configuring Event Action Overrides

This section describes event action overrides, and contains the following topics:
e Understanding Event Action Overrides, page 8-17
e Adding, Editing, Enabling, and Disabling Event Action Overrides, page 8-17

Understanding Event Action Overrides

Note

You can add an event action override to change the actions associated with an event based on the risk
rating of that event. Event action overrides are a way to add event actions globally without having to
configure each signature individually. Each event action has an associated risk rating range. If a
signature event occurs and the risk rating for that event falls within the range for an event action, that
action is added to the event. For example, if you want any event with a risk rating of 85 or more to
generate an SNMP trap, you can set the risk rating range for request-snmp-trap to 85-100. If you do not
want to use action overrides, you can disable the entire event action override component.

Connection blocks and network blocks are not supported on adaptive security appliances. Adaptive
security appliances only support host blocks with additional connection information.

Adding, Editing, Enabling, and Disabling Event Action Overrides

Note

Use the overrides {request-block-connection | request-block-host | deny-attacker-inline |
deny-packet-inline | deny-attacker-service-pair-inline | deny-attacker-victim-pair-inline |
deny-connection-inline | log-attacker-packets | log-victim-packets | log-pair-packets |
reset-tcp-connection | produce-alert | produce-verbose-alert | request-rate-limit |
request-snmp-trap} command in service event action rules submode to configure the parameters of
event action overrides. Use the no overrides command in service event action rules submode to delete
the parameters of event action overrides.

Configure the override event actions, then the risk rating range, then enable or disable the override.

You cannot delete the event action override for deny-packet-inline because it is protected. If you do not
want to use that override, set the override-item-status to disabled for that entry.

[ oL-29168-01
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The following options apply:
¢ no overrides—Removes an entry or selection setting.

e override-item-status {enabled | disabled }—Enables or disables the use of this override item. The
default is enabled.

¢ risk-rating-range—Specifies the range of risk rating values for this override item. The default is O
to 100.

¢ show—Displays system settings and/or history information.

Configuring Event Action Overrides

To add event action overrides, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Enter event action rules submode.

sensor# configure terminal
sensor (config) # service event-action-rules rulesO
sensor (config-eve) #

Step3  Assign the action for the override:

e Deny packets from the source IP address of the attacker.

sensor (config-eve) # overrides deny-attacker-inline
sensor (config-eve-ove) #

¢ Do not transmit the single packet causing the alert.
sensor (config-eve) # overrides deny-packet-inline
sensor (config-eve-ove) #

e Do not transmit packets on the specified TCP connection.
sensor (config-eve) # overrides deny-connection-inline
sensor (config-eve-ove) #

e Send TCP RST packets to terminate the connection.

sensor (config-eve) # overrides reset-tcp-connection
sensor (config-eve-ove) #

e Request a block of the connection.

sensor (config-eve) # overrides request-block-connection
sensor (config-eve-ove) #

e Request a block of the attacker host.

sensor (config-eve) # overrides request-block-host
sensor (config-eve-ove) #

e Log the packets from the attacker IP address.

sensor (config-eve) # overrides log-attacker-packets
sensor (config-eve-ove) #

e Log the packets from the victim IP address.

sensor (config-eve)# overrides log-victim-packets
sensor (config-eve-ove) #
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e Log packets from both the attacker and victim IP addresses.
sensor (config-eve) # overrides log-pair-packets
sensor (config-eve-ove) #

e  Write an alert to Event Store.
sensor (config-eve) # overrides produce-alert
sensor (config-eve-ove) #

e  Write verbose alerts to Event Store.
sensor (config-eve) # overrides produce-verbose-alert
sensor (config-eve-ove) #

e Write events that request an SNMP trap to the Event Store.
sensor (config-eve) # overrides request-snmp-trap

sensor (config-eve-ove) #

Step4  Configure the risk rating for this override item. The default risk rating range is 0 to 100. Set it to a
different value, such as 85 to 100.

sensor (config-eve-ove) # risk-rating-range 85-100

Step5 Enable or disable the use of this override item. The default is enabled.

sensor (config-eve-ove)# override-item-status {enabled | disabled}

Step6  Verify the settings.

sensor (config-eve-ove) # exit
sensor (config-eve)# show settings
action-to-add: deny-attacker-inline

override-item-status: Enabled default: Enabled
risk-rating-range: 85-100 default: 0-100

Step7  Edit the risk rating of an event action override.

sensor (config-eve)# overrides deny-attacker-inline
sensor (config-eve-ove) # risk-rating 95-100

Step8  Verify that you edited the event action override.

sensor (config-eve-ove) # exit
sensor (config-eve)# show settings

overrides (min: 0, max: 14, current: 1)

override-item-status: Enabled <defaulted>
risk-rating-range: 95-100 default: 0-100

Step9  Delete the event action override.
sensor (config-eve) # no overrides deny-attacker-inline
sensor (config-eve-ove) #

Step 10  Verify that you deleted the event action override.

sensor (config-eve-ove) # exit
sensor (config-eve)# show settings
overrides (min: 0, max: 14, current: 1)
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action-to-add: deny-attacker-inline

override-item-status: Enabled <defaulted>
risk-rating-range: 95 default: 0-100

override-item-status: Enabled <defaulted>
risk-rating-range: 90-100 <defaulted>

Step 11 Exit event action rules submode.

sensor (config-eve) # exit
Apply Changes:?[yes]:

Step12  Press Enter to apply your changes or enter no to discard them.

For More Information
For a detailed description of all the event actions, see Event Actions, page 8-4.

Configuring Event Action Filters

This section describes event action filters, and contains the following topics:
e Understanding Event Action Filters, page 8-20
¢ Configuring Event Action Filters, page 8-21

Understanding Event Action Filters
S

Note  Global correlation inspection and the reputation filtering deny features do not support IPv6 addresses.
For global correlation inspection, the sensor does not receive or process reputation data for IPv6
addresses. The risk rating for IPv6 addresses is not modified for global correlation inspection. Similarly,
network participation does not include event data for attacks from IPv6 addresses. And finally, IPv6
addresses do not appear in the deny list.

Note  Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.

Event action filters are processed as an ordered list and you can move filters up or down in the list. Filters
let the sensor perform certain actions in response to the event without requiring the sensor to perform all
actions or remove the entire event. Filters work by removing actions from an event. A filter that removes
all actions from an event effectively consumes the event.

Note = When filtering sweep signatures, we recommend that you do not filter the destination addresses. If there
are multiple destination addresses, only the last address is used for matching the filter.
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Configuring Event Action Filters

Caution

Event action filters based on source and destination IP addresses do not function for the Sweep engine,
because they do not filter as regular signatures. To filter source and destination IP addresses in sweep
alerts, use the source and destination IP address filter parameters in the Sweep engine signatures.

Configuring Event Action Filters

~

Note

Note

Note

Global correlation inspection and the reputation filtering deny features do not support IPv6 addresses.
For global correlation inspection, the sensor does not receive or process reputation data for IPv6
addresses. The risk rating for IPv6 addresses is not modified for global correlation inspection. Similarly,
network participation does not include event data for attacks from IPv6 addresses. And finally, IPv6
addresses do not appear in the deny list.

Rate limiting and blocking are not supported for IPv6 traffic. If a signature is configured with a block or
rate limit event action and is triggered by IPv6 traffic, an alert is generated but the action is not carried
out.

You can configure event action filters to remove specific actions from an event or to discard an entire
event and prevent further processing by the sensor. You can use event action variables that you defined
to group addresses for your filters.

You must preface the event variable with a dollar sign ($) to indicate that you are using a variable rather
than a string. Otherwise, you receive the Bad source and destination error.

Use the filters {edit | insert | move] namel [begin | end | inactive | before | after} command in service
event action rules submode to set up event action filters.

The following options apply:
e actions-to-remove—Specifies the event actions to remove for this filter item.

e attacker-address-range—Specifies the range set of IPv4 attacker address(es) for this item (for
example, 192.0.2.0-192.0.2.254,192.3.2.0-192.3.2.254).

A

Note  The second IP address in the range must be greater then or equal to the first IP address. If
you do not specify an attacker address range, all IPv4 attacker addresses are matched.

e attacker-port-range—Specifies the range set of attacker port(s) for this item (for example,
147-147,8000-10000).

e default—Sets the value back to the system default setting.

¢ deny-attacker-percentage—Specifies the percentage of packets to deny for deny attacker features.
The valid range is 0 to 100. The default is 100.

e filter-item-status {enabled | disabled }—Enables or disables the use of this filter item.

[ oL-29168-01
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ipv6-attacker-address-range—Specifies the range set of IPv6 attacker address(es) for this item
(for example,

KX XXX XXX XXX XXX XX XX XXX XXX XX XX XXX X >- <X XXX XXX XXX XX XXX X
XX XXX XXX XXX X XXX XS [<X XXX XX XK XXX XXX XX XX XXX XXX XXX X XX XX >-
XXX XX XXX XXX XXX XX XX XXX XXX XXX X XXX X >].

A

Note  The second IPv6 address in the range must be greater than or equal to the first IPv6 address.
If you do not specify an IPv6 attacker address range, all IPv6 attacker addresses are matched.

ipv6-victim-address-range—Specifies the range set of victim address(es) for this item (for
example,
09:9.0.0.0.90.9.0.0.9.9.9.6.9.9.0.60.0.9.0.6.0.0.0.0.0.0.0.60.0.0.0.639.0.0.0.0.9.9.0.9.9.0.0.0.9.0.0.¢
):0,9.9:6.0.9.0:6.9.9.9:6.9.9.0.61£9.0.0.9.9.9.9.9.09.9.0.9.09.9.0.9.0.9.0.9.0.9.0.9.0.0.0.0.0.0.0.0.¢=
19:9.0.9.0.9.9.0.0.9.9.0.6.0.9.0.60.0.9.0.0.9.0.0.0.0.0.0.9.0.0.0.3

~

Note The second IPv6 address in the range must be greater than or equal to the first IPv6 address.
If you do not specify an IPv6 victim address range, all IPv6 victim addresses are matched.

no—Removes an entry or selection setting.
os-relevance—Specifies the event OS relevance for this filter:

- relevant—Specifies that the event is relevant to the target OS.

- not-relevant—Specifies that the event is not relevant to the target OS.

- unknown—It is unknown whether the event is relevant to the target OS.
risk-rating-range—Specifies the range of risk rating values for this filter item.

signature-id-range—Specifies the range set of signature ID(s) for this item (for example,
1000-2000,3000-3000).

stop-on-match {true | false}—Specifies to continue evaluating filters or stop when this filter item
is matched.

subsignature-id-range—Specifies the range set of subsignature ID(s) for this item (for example,
0-2,5-5).

user-comment —Lets you add your comments about this filter item.

victim-address-range—Specifies the range set of victim address(es) for this item (for example,
10.20.1.0-10.20.1.255,10.20.5.0-10.20.5.255).

S

Note  The second IP address in the range must be greater then or equal to the first IP address. If
you do not specify a victim address range, all IPv4 attacker addresses are matched.

victim-port-range—Specifies the range set of victim port(s) for this item (for example,
147-147,8000-10000).
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Step 1
Step 2

Step 3

Step 4

Configuring Event Action Filters

Configuring Event Action Filters

To configure event action filters, follow these steps:

Log in to the CLI using an account with administrator privileges.
Enter event action rules submode.

sensor# configure terminal
sensor (config) # service event-action-rules rulesl
sensor (config-eve) #

Create the filter name. Use namel, name2, and so forth to name your event action filters. Use the begin
| end | inactive | before | after keywords to specify where you want to insert the filter.

sensor (config-eve)# filters insert namel begin

Specify the values for this filter:
a. Specify the signature ID range. The default is 900 to 65535.

sensor (config-eve-fil) # signature-id-range 1000-1005

b. Specify the subsignature ID range. The default is O to 255.

sensor (config-eve-fil) # subsignature-id-range 1-5

c. Specify the attacker address range for IPv4 or IPv6.

sensor (config-eve-fil) # attacker-address-range 192.0.2.3-192.0.2.26
sensor (config-eve-fil)# ipvé6-attacker-address-range
2001:0db8:3c4d:0015:0000:0000:abcd:efl2

d. Specify the victim address range for IPv4 or IPv6.

sensor (config-eve-fil) # victim-address-range 192.56.10.1-192.56.10.255
sensor (config-eve-fil)# ipvé6-victim-address-range ::0-FFFF:FFFF:FFFF:FFFF:FFFF:
FFFF:FFFF:FFFF

e. Specify the victim port range. The default is 0 to 65535.

sensor (config-eve-fil) # victim-port-range 0-434

f. Specify the OS relevance. The default is 0 to 100.

sensor (config-eve-fil) # os-relevance relevant

g. Specify the risk rating range.The default is 0 to 100.

sensor (config-eve-fil)# risk-rating-range 85-100

h. Specify the actions to remove.

sensor (config-eve-fil)# actions-to-remove reset-tcp-connection

i. If you are filtering a deny action, set the percentage of deny actions you want. The default is 100.

sensor (config-eve-fil) # deny-attacker-percentage 90

j. Specify the status of the filter to either disabled or enabled. The default is enabled.
sensor (config-eve-fil)# filter-item-status {enabled | disabled}

k. Specify the stop on match parameter. True tells the sensor to stop processing filters if this item
matches. False tells the sensor to continue processing filters even if this item matches.

sensor (config-eve-fil) # stop-on-match {true | false}
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Step 5

Step 6

Step 7
Step 8

Step 9

. Add any comments you want to use to explain this filter.

sensor (config-eve-fil) # user-comment NEW FILTER

Verify the settings for the filter.

sensor (config-eve-fil)# show settings
NAME: namel

signature-id-range: 1000-10005 default: 900-65535

subsignature-id-range: 1-5 default: 0-255

attacker-address-range: 192.0.2.3-192.0.2.26 default:
victim-address-range: 192.56.10.1-192.56.10.255 default:

0.0.0.0-255.255.255.255
0.0.0.0-255.255.255.255

ipv6-attacker-address-range: 2001:0db8:3c4d:0015:0000:0000:abcd:efl2 default:

::0-FFFF:FFFF :FFFF :FFFF:FFFF:FFFF : FFFF : FFFF

ipv6-victim-address-range: ::0-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF default:

::0-FFFF:FFFF:FFFF:FFFF :FFFF:FFFF : FFFF : FFFF
attacker-port-range: 0-65535 <defaulted>
victim-port-range: 1-343 default: 0-65535
risk-rating-range: 85-100 default: 0-100
actions-to-remove: reset-tcp-connection default:
deny-attacker-percentage: 90 default: 100
filter-item-status: Enabled default: Enabled
stop-on-match: True default: False
user-comment: NEW FILTER default:

os-relevance: relevant default: relevant|not-relevant |unknown

senor (config-eve-£fil) #
Edit an existing filter.

sensor (config-eve)# filters edit namel

Edit the parameters (see Steps 4a through 41).

Move a filter up or down in the filter list.

sensor (config-eve-£fil) # exit
sensor (config-eve)# filters move name5 before namel

Verify that you have moved the filters.

sensor (config-eve-£fil) # exit
sensor (config-eve)# show settings

filters (min: 0, max: 4096, current: 5 - 4 active,

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>

1 inactive)

attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>

victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>

attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>
risk-rating-range: 0-100 <defaulted>
actions-to-remove: <defaulted>
filter-item-status: Enabled <defaulted>
stop-on-match: False <defaulted>
user-comment: <defaulted>
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Step 11
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signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>
attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>
attacker-port-range: 0-65535 <defaulted>

victim-port-range: 0-65535 <defaulted>

risk-rating-range: 0-100 <defaulted>

actions-to-remove: <defaulted>

filter-item-status: Enabled <defaulted>

stop-on-match: False <defaulted>

user-comment :

<defaulted>

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>
attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>
attacker-port-range: 0-65535 <defaulted>

victim-port-range: 0-65535 <defaulted>

risk-rating-range: 0-100 <defaulted>

actions-to-remove: <defaulted>

filter-item-status: Enabled <defaulted>

stop-on-match: False <defaulted>

user-comment:

sensor (config-eve) #

<defaulted>

Move a filter to the inactive list.

sensor (config-eve)# filters move namel inactive

Verify that the filter has been moved to the inactive list.

sensor (config-eve-£fil)# exit
sensor (config-eve)# show settings

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>
attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>
attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>

risk-rating-range: 0-100 <defaulted>

actions-to-remove: <defaulted>

filter-item-status: Enabled <defaulted>

stop-on-match: False <defaulted>

user-comment: <defaulted>

sensor (config-eve) #
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Step 12  Exit event action rules submode.

sensor (config-eve) # exit
Apply Changes:?[yes]:

Step 13  Press Enter to apply your changes or enter no to discard them.

For More Information

For the procedure for configuring event action variables, see Adding, Editing, and Deleting Event Action
Variables, page 8-11.

Configuring 0S Identifications

This section describes OS identifications and how to configure OS maps, and contains the following
topics:

e Understanding Passive OS Fingerprinting, page 8-26

e Passive OS Fingerprinting Configuration Considerations, page 8-27

e Adding, Editing, Deleting, and Moving Configured OS Maps, page 8-28
¢ Displaying and Clearing OS Identifications, page 8-31

Understanding Passive 0S Fingerprinting

Passive OS fingerprinting lets the sensor determine the OS that hosts are running. The sensor analyzes
network traffic between hosts and stores the OS of these hosts with their IP addresses. The sensor
inspects TCP SYN and SYNACK packets exchanged on the network to determine the OS type.

The sensor then uses the OS of the target host OS to determine the relevance of the attack to the victim
by computing the attack relevance rating component of the risk rating. Based on the relevance of the
attack, the sensor may alter the risk rating of the alert for the attack and/or the sensor may filter the alert
for the attack. You can then use the risk rating to reduce the number of false positive alerts (a benefit in
IDS mode) or definitively drop suspicious packets (a benefit in IPS mode). Passive OS fingerprinting
also enhances the alert output by reporting the victim OS, the source of the OS identification, and the
relevance to the victim OS in the alert.

Passive OS fingerprinting consists of three components:

e Passive OS learning—Passive OS learning occurs as the sensor observes traffic on the network.
Based on the characteristics of TCP SYN and SYNACK packets, the sensor makes a determination
of the OS running on the host of the source IP address.

e User-configurable OS identification—You can configure OS host maps, which take precedence over
learned OS maps.

e Computation of attack relevance rating and risk rating—The sensor uses OS information to
determine the relevance of the attack signature to the targeted host. The attack relevance is the attack
relevance rating component of the risk rating value for the attack alert. The sensor uses the OS type
reported in the host posture information imported from the CSA MC to compute the attack relevance
rating.
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Configuring OS Identifications

There are three sources of OS information. The sensor ranks the sources of OS information in the
following order:

1.

Configured OS maps—OS maps you enter. Configured OS maps reside in the event action rules
policy and can apply to one or many virtual sensors.

A

Note  You can specify multiple operating systems for the same IP address. The last one in the list
is the operating system that is matched.

Imported OS maps—OS maps imported from an external data source. Imported OS maps are global
and apply to all virtual sensors.

N

Note  Currently the CSA MC is the only external data source.

Learned OS maps—OS maps observed by the sensor through the fingerprinting of TCP packets with
the SYN control bit set. Learned OS maps are local to the virtual sensor that sees the traffic.

When the sensor needs to determine the OS for a target IP address, it consults the configured OS maps.
If the target IP address is not in the configured OS maps, the sensor looks in the imported OS maps. If
the target IP address is not in the imported OS maps, the sensor looks in the learned OS maps. If it cannot
find it there, the sensor treats the OS of the target IP address as unknown.

Passive OS fingerprinting is enabled by default and the IPS contains a default vulnerable OS list for each
signature.

Passive 0S Fingerprinting Configuration Considerations

You do not have to configure passive OS fingerprinting for it to function. IPS provides a default
vulnerable OS list for each signature and passive analysis is enabled by default.

You can configure the following aspects of passive OS fingerprinting:

Define OS maps—We recommend configuring OS maps to define the identity of the OS running on
critical systems. It is best to configure OS maps when the OS and IP address of the critical systems
are unlikely to change.

Limit the attack relevance rating calculation to a specific IP address range—This limits the attack
relevance rating calculations to IP addresses on the protected network.

Import OS maps—Importing OS maps provides a mechanism for accelerating the learning rate and
fidelity of the OS identifications made through passive analysis. If you have an external product
interface, such as the CSA MC, you can import OS identifications from it.

Define event action rules filters using the OS relevance value of the target—This provides a way to
filter alerts solely on OS relevance.

Disable passive analysis—Stops the sensor from learning new OS maps.

Edit signature vulnerable OS lists—The vulnerable OS list specifies what OS types are vulnerable
to each signature. The default, general-os, applies to all signatures that do not specify a vulnerable
OS list.
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Adding, Editing, Deleting, and Moving Configured 0S Maps

Use the os-identifications command in the service event action rules submode to configure OS host
mappings, which take precedence over learned OS mappings. You can add, edit, and delete configured
OS maps. You can move them up and down in the list to change the order in which the sensor computes
the attack relevance rating and risk rating for that particular IP address and OS type combination.

You can also move them up and down in the list to change the order in which the sensor resolves the OS
associated with a particular IP address. Configured OS mappings allow for ranges, so for network
192.168.1.0/24 an administrator might define the following(Table 8-1):

Table 8-1 Example Configured OS Mapping

IP Address Range Set 0s
192.168.1.1 10S
192.168.1.2-192.168.1.10,192.168.1.25 UNIX
192.168.1.1-192.168.1.255 Windows

More specific mappings should be at the beginning of the list. Overlap in the IP address range sets is
allowed, but the entry closest to the beginning of the list takes precedence.

The following options apply:

e calc-arr-for-ip-range—Calculates the attack relevance rating for victims in this range. The value is
<A.B.C.D>-<A.B.C.D>[,<A.B.C.D>-<A.B.C.D>], for example,
10.20.1.0-10.20.1.255,10.20.5.0-10.20.5.255).

a~

Note  The second IP address in the range must be greater than or equal to the first IP address.

¢ configured-os-map {edit | insert | move] namel[begin | end | inactive | before | after}—Specifies
a collection of administrator-defined mappings of IP addresses to OS IDs (configured OS mappings
take precedence over imported and learned OS mappings).

e ip—Specifies the host IP address (or addresses) running the specified OS. The value is
<A.B.C.D>-<A.B.C.D>[,<A.B.C.D>-<A.B.C.D>], for example,
10.20.1.0-10.20.1.255,10.20.5.0-10.20.5.255.

A

Note  The second IP address in the range must be greater than or equal to the first IP address.

e os—Specifies the OS type the host (or hosts) is running:
- general-os—All OS types
— ios—Variants of Cisco IOS
— mac-os— Variants of the Apple System OS prior to OS X
- netware—Netware
- other —Any Other OS
— unix—Variants of UNIX
— aix—Variants of AIX
— bsd—Variants of BSD
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— hp-ux—Variants of HP-UX

— irix—Variants of IRIX

— linux—Variants of Linux

— solaris—Variants of Solaris

— windows—Variants of Microsoft Windows

— windows-nt-2k-xp— Variants of NT, 2000, and XP

- win-nt—Specific variants of Windows NT

- unknown—Unknown OS
e default—Sets the value back to the system default setting.
¢ no—Removes an entry or selection setting.

¢ passive-traffic-analysis {enabled | disabled}—Enables/disables passive OS fingerprinting
analysis.

Configuring 0S Maps

To configure OS maps, follow these steps:

Step 1 Log in to the CLI using an account with administrator privileges.
Step2  Enter event action rules submode.

sensor# configure terminal
sensor (config)# service event-action-rules rulesl
sensor (config-eve) #

Step3  Create the OS map. Use namel, name2, and so forth to name your OS maps. Use the begin | end |
inactive | before | after keywords to specify where you want to insert the filter.

sensor (config-eve)# os-identification
sensor (config-eve-os)# configured-os-map insert namel begin
sensor (config-eve-os-con) #

Step4  Specify the values for this OS map:
a. Specify the host IP address.

sensor (config-eve-os-con)# ip 192.0.2.0-192.0.2.255

b. Specify the host OS type.

sensor (config-eve-os-con) # os unix

A

Caution  You can specify multiple operating systems for the same IP address. The last one in the list is the
operating system that is matched.

Step5  Verify the settings for the OS map.

sensor (config-eve-os-con)# show settings
NAME: namel
ip: 192.0.2.0-192.0.2.255 default:
os: unix

sensor (config-eve-os-con) #
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Step6  Specify the attack relevance rating range for the IP address.

sensor (config-eve-os-con) # exit
sensor (config-eve-os)# calc-arr-for-ip-range 192.0.2.1 to 192.0.2.25

Step7  Enable passive OS fingerprinting.

sensor (config-eve-os)# passive-traffic-analysis enabled

Step8  Edit an existing OS map.

sensor (config-eve-os) # configured-os-map edit namel
sensor (config-eve-os-con) #

Step9  Edit the parameters (see Steps 4 through 7).
Step10 Move an OS map up or down in the OS maps list.

sensor (config-eve-os-con)# exit
sensor (config-eve-os)# configured-os-map move name5 before namel

Step11  Verify that you have moved the OS maps.

sensor (config-eve-os)# show settings
os-identification

calc-arr-for-ip-range: 192.0.2.1-192.0.2.25 default: 0.0.0.0-255.255.255.255
configured-os-map (ordered min: 0, max: 50, current: 2 - 2 active, 0 inactive)

Oos: aix

os: unix

passive-traffic-analysis: Enabled default: Enabled

ips-ssp(config-eve-os)#

Step12 Move an OS map to the inactive list.

sensor (config-eve-os) # configured-os-map move namel inactive

Step 13 Verify that the filter has been moved to the inactive list.

sensor (config-eve-os)# show settings
os-identification

calc-arr-for-ip-range: 192.0.2.33 default: 0.0.0.0-255.255.255.255
configured-os-map (ordered min: 0, max: 50, current: 2 - 1 active, 1 inactive)

ip: 192.0.2.33 default:
os: aix
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Step 15

Step 16

Step 17
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ip: 192.0.2.0-192.0.2.255 default:
os: unix

passive-traffic-analysis: Enabled default: Enabled
--MORE--#

Delete an OS map.

sensor (config-eve-os)# no configured-os-map name2

Verify that the OS map has been deleted.

sensor (config-eve-os)# show settings
os-identification

calc-arr-for-ip-range: 192.0.2.33 default: 0.0.0.0-255.255.255.255
configured-os-map (ordered min: 0, max: 50, current: 1 - 0 active, 1 inactive)

ip: 192.0.2.0-192.0.2.255 default:
os: unix

passive-traffic-analysis: Enabled default: Enabled

ips-ssp(config-eve-os) #

Exit event action rules submode.

sensor (config-eve-os) # exit
sensor (config-eve) # exit
Apply Changes:?[yes]:

Press Enter to apply your changes or enter no to discard them.

Displaying and Clearing OS Identifications

Use the show os-identification [virtual-sensor] learned [ip-address] command in EXEC mode to
display OS IDs associated with IP addresses that were learned by the sensor through passive analysis.

Use the clear os-identification [virtual-sensor] learned [ip-address] command in EXEC mode to delete
OS IDs associated with IP addresses that were learned by the sensor through passive analysis.

When you specify an IP address, only the OS identification for the specified IP address is displayed or
cleared. If you specify a virtual sensor, only the OS identifications for the specified sensor is displayed
or cleared. If you specify an IP address without a virtual sensor, the IP address is displayed or cleared
on all virtual sensors.
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The following options apply:

e virtual-sensor—(Optional) Specifies the learned addresses of the virtual sensor that should be

displayed or cleared.

e ip-address—(Optional) Specifies the IP address to query or clear. The sensor displays or clears the

OS ID mapped to the specified IP address.

Displaying and Clearing 0S Identifications
To display and clear OS IDs, follow these steps:

Log in to the CLI using an account with administrator or operator privileges.

~

Note  An account with viewer privileges can display OS IDs.

Display the learned OS IDs associated with a specific IP address.

sensor# show os-identification learned 192.0.2.0
Virtual Sensor vsO:

10.1.1.12 windows
sensor# show os-identification learned
Virtual Sensor vsO:

10.1.1.12 windows
Virtual Sensor wvsl:

10.1.0.1 unix

10.1.0.2 windows

10.1.0.3 windows
sensor#

Clear the learned OS IDs for a specific IP address on all virtual sensors.

sensor# clear os-identification learned 192.0.2.0

Verify that the OS IDs have been cleared.

sensor# show statistics os-identification
Statistics for Virtual Sensor vs0
0OS Identification
Configured
Imported
Learned
Statistics for Virtual Sensor wvsl
0OS Identification
Configured
Imported
Learned
sensor#

Configuring General Settings

This section describes the general settings, and contains the following topics:

e Understanding Event Action Summarization, page 8-33

e Understanding Event Action Aggregation, page 8-33
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e Configuring the General Settings, page 8-34

Understanding Event Action Summarization

Summarization decreases the volume of alerts sent out from the sensor by providing basic aggregation
of events into a single alert. Special parameters are specified for each signature and they influence the
handling of the alerts. Each signature is created with defaults that reflect a preferred normal behavior.
However, you can tune each signature to change this default behavior within the constraints for each
engine type.

The nonalert-generating actions (deny, block, TCP reset) go through the filters for each signature event
unsummarized. The alert-generating actions are not performed on these summarized alerts; instead the
actions are applied to the one summary alert and then put through the filters.

If you select one of the other alert-generating actions and do not have it filtered out, the alert is created
even if you do not select produce-alert. To prevent alerts from being created, you must have all
alert-generating actions filtered out.

Summarization and event actions are processed after the Meta engine has processed the component
events. This lets the sensor watch for suspicious activity transpiring over a series of events.

Understanding Event Action Aggregation

Basic aggregation provides two operating modes. The simple mode involves configuring a threshold
number of hits for a signature that must be met before the alert is sent. A more advanced mode is
timed-interval counting. In this mode, the sensor tracks the number of hits per second and only sends
alerts when that threshold is met. In this example, a hit is a term used to describe an event, which is
basically an alert, but it is not sent out of the sensor as an alert until the threshold number of hits has
been exceeded.

You can choose from the following summarization options:

e fire-all—Fires an alert each time the signature is triggered. If the threshold is set for summarization,
alerts are fired for each execution until summarization occurs. After summarization starts, only one
alert every summary interval fires for each address set. Alerts for other address sets are either all
seen or separately summarized. The signature reverts to fire all mode after a period of no alerts for
that signature.

e summary—Fires an alert the first time a signature is triggered, and then additional alerts for that
signature are summarized for the duration of the summary interval. Only one alert every summary
interval should fire for each address set. If the global summary threshold is reached, the signature
goes into global summarization mode.

¢ global-summarization—Fires an alert for every summary interval. Signatures can be preconfigured
for global summarization.

e fire-once—Fires an alert for each address set. You can upgrade this mode to global summarization
mode.
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Configuring the General Settings

Use the following commands in service event action rules submode to configure general event action
rules settings:

¢ global-block-timeout —Specifies the number of minutes to block a host or connection. The valid
range is 0 to 10000000. The default is 30 minutes.

¢ global-deny-timeout—Specifies the number of seconds to deny attackers inline. The valid range is
0 to 518400. The default is 3600.

¢ global-filters-status {enabled | disabled}—Enables or disables the use of the filters. The default is
enabled.

¢ global-metaevent-status {enabled | disabled}—Enables or disables the use of the Meta Event
Generator. The default is enabled.

¢ global-overrides-status {enabled | disabled}—Enables or disables the use of the overrides. The
default is enabled.

¢ global-summarization-status {enabled | disabled}—Enables or disables the use of the
summarizer. The default is enabled.

¢ max-denied-attackers—Limits the number of denied attackers possible in the system at any one
time. The valid range is 0 to 100000000. The default is 10000.

Configuring Event Action General Settings
To configure event action general settings, follow these steps:

Step1  Login to the CLI using an account with administrator privileges.

Step2  Enter event action rules submode.

sensor# configure terminal
sensor (config) # service event-action-rules rulesO

Step3  Enter general submode.

sensor (config) # general

Step4  Enable or disable the meta event generator. The default is enabled.

sensor (config-eve-gen) # global-metaevent-status {enabled | disabled}

Step5 Enable or disable the summarizer. The default is enabled.

sensor (config-eve-gen)# global-summarization-status {enabled | disabled}

Step6  Configure the denied attackers inline event action:

a. Limit the number of denied attackers in the system at any given time. The default is 1000.

sensor (config-eve-gen) # max-denied-attackers 100

b. Configure the amount of seconds to deny attackers in the system. The default is 3600 seconds.

sensor (config-eve-gen) # global-deny-timeout 1000

Step7  Configure the number of minutes to block a host or a connection. The default is 30 minutes.

sensor (config-eve-gen) # global-block-timeout 20
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Configuring the Denied Attackers List

Enable or disable any overrides that you have set up. The default is enabled.

sensor (config-eve-gen) # global-overrides-status {enabled | disabled}

Enable or disable any filters that you have set up. The default is enabled.

sensor (config-eve-gen)# global-filters-status {enabled | disabled}

Verify the settings for general submode.

sensor (config-eve-gen) # show settings
general

global-overrides-status: Enabled default: Enabled
global-filters-status: Enabled default: Enabled
global-summarization-status: Enabled default: Enabled
global-metaevent-status: Enabled default: Enabled
global-deny-timeout: 1000 default: 3600
global-block-timeout: 20 default: 30
max-denied-attackers: 100 default: 10000

sensor (config-eve-gen) #

Exit event action rules submode.

sensor (config-eve-gen) # exit
sensor (config-eve) # exit
Apply Changes:?[yes]:

Press Enter to apply your changes or enter no to discard them.

Configuring the Denied Attackers List

This section describes the denied attackers list and how to add, clear, and monitor the list. It contains the
following topics:

¢ Adding a Deny Attacker Entry to the Denied Attackers List, page 8-35
e Monitoring and Clearing the Denied Attackers List, page 8-36

Adding a Deny Attacker Entry to the Denied Attackers List

Use the deny attacker [virtual-sensor name] [ip-address attacker-ip-address] | victim
victim-ip-address | port port-number] command to add a single deny attacker entry to the list of denied
attackers. Use the no form of the command to delete the deny attacker entry from the list.

The following options apply:

e name—(Optional) Specifies the name of the virtual sensor to which the deny attackers entry should
be added.

* attacker-ip-address—Specifies the attacker IP address.
e victim-ip-address—(Optional) Specifies the victim IP address.

e port-number—(Optional) Specifies the victim port number. The valid range is 0 to 65535.

[ oL-29168-01
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Adding Entries to the Denied Attacker List
To add a deny attacker entry to the list of denied attackers, follow these steps:

Step1  Login to the CLI using an account with administrator or operator privileges.

Step2  Add a deny attacker entry with an IP address of 192.0.2.0.
sensor# deny attacker ip-address 192.0.2.0
Warning: Executing this command will add deny attacker address on all virtual sensors.
Continue? [yes]:

Step3  Enter yes to add this deny attacker entry for all virtual sensors.

Step4  Add a deny attacker entry to a specific virtual sensor.

sensor# deny attacker virtual-sensor vs0 ip-address 192.0.2.0

Step5 Remove the deny attacker entry from the list.

sensor# no deny attacker ip-address 10.1.1.1

Warning: Executing this command will delete this address from the list of attackers being
denied by all virtual sensors.

Continue? [yes]:

Step6  Enter yes to remove the deny attacker entry from the list.

N

Note  To immediately stop denying attackers, you must use the clear denied-attackers command to
clear the denied attackers list.

For More Information

For the procedure for clearing denied attackers permanently from the denied attackers list, see
Monitoring and Clearing the Denied Attackers List, page 8-36.

Monitoring and Clearing the Denied Attackers List

Use the show statistics denied-attackers command to display the list of denied attackers. Use the clear
denied-attackers [virtual_sensor] [ip-address ip_address] command to delete the denied attackers list
and clear the virtual sensor statistics.

If your sensor is configured to operate in inline mode, the traffic is passing through the sensor. You can
configure signatures to deny packets, connections, and attackers while in inline mode, which means that
single packets, connections, and specific attackers are denied, that is, not transmitted, when the sensor
encounters them. When the signature fires, the attacker is denied and placed in a list. As part of sensor
administration, you may want to delete the list or clear the statistics in the list.

The following options apply:

e virtual_sensor—(Optional) Specifies the virtual sensor whose denied attackers list should be
cleared.

* ip_address—(Optional) Specifies the IP address to clear.
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Displaying and Deleting Denied Attackers
To display the list of denied attackers and delete the list and clear the statistics, follow these steps:

Log in to the CLI using an account with administrator privileges.

Display the list of denied IP addresses. The statistics show that there are two IP addresses being denied
at this time.

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
10.20.4.2 = 9
10.20.5.2 =5

Delete the denied attackers list.

sensor# clear denied-attackers

Warning: Executing this command will delete all addresses from the list of attackers
currently being denied by the sensor.

Continue with clear? [yes]:

Enter yes to clear the list.
Delete the denied attackers list for a specific virtual sensor.

sensor# clear denied-attackers vsO

Warning: Executing this command will delete all addresses from the list of attackers being
denied by virtual sensor vsO.

Continue with clear? [yes]:

Enter yes to clear the list.
Remove a specific IP address from the denied attackers list for a specific virtual sensor.

sensor# clear denied-attackers vs0 ip-address 192.0.2.0

Warning: Executing this command will delete ip address 192.0.2.0 from the list of
attackers being denied by virtual sensor vsO.

Continue with clear? [yes]:

Enter yes to clear the list.

Verify that you have cleared the list. You can use the show statistics denied-attackers or show statistics
virtual-sensor command.

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
Denied Attackers and hit count for each.
Statistics for Virtual Sensor vs0
Denied Attackers with percent denied and hit count for each.

Denied Attackers with percent denied and hit count for each.

Statistics for Virtual Sensor wvsl
Denied Attackers with percent denied and hit count for each.

Denied Attackers with percent denied and hit count for each.
sensor#

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor wvsO
Name of current Signature-Definition instance = sig0
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Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 2
Number of Denied Attackers Total Hits = 287
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.

Step10  Clear only the statistics.

sensor# show statistics virtual-sensor clear

Step 11 Verify that you have cleared the statistics. The statistics have all been cleared except for the Number of
Active Denied Attackers and Number of exec Clear commands during uptime categories. It is
important to know if the list has been cleared.

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor wvsO
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 2
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.
10.20.2.5 =0
10.20.5.2 =0

Monitoring Events

This section describes how to display and clear events from the Event Store, and contains the following
topics:

e Displaying Events, page 8-38

e C(Clearing Events from Event Store, page 8-41

Displaying Events

Note  The Event Store has a fixed size of 30 MB for all platforms.

Note  Events are displayed as a live feed. To cancel the request, press Ctrl-C.
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Step 2

Monitoring Events 1l

Use the show events [{alert [informational] [low] [medium] [high] [include-traits traits]
[exclude-traits fraits] [min-threat-rating min-rr] [max-threat-rating max-rr] | error [warning]
[error] [fatal] | NAC | status}] [hh:mm:ss [month day [year]] | past hh:mm:ss] command to display
events from Event Store. Events are displayed beginning at the start time. If you do not specify a start
time, events are displayed beginning at the current time. If you do not specify an event type, all events
are displayed.

The following options apply:

e alert—Displays alerts. Provides notification of some suspicious activity that may indicate an attack
is in process or has been attempted. Alert events are generated by the Analysis Engine whenever a
signature is triggered by network activity. If no level is selected (informational, low, medium, or
high), all alert events are displayed.

¢ include-traits—Displays alerts that have the specified traits.
¢ exclude-traits—Does not display alerts that have the specified traits.
e traits—Specifies the trait bit position in decimal (0 to 15).

¢ min-threat-rating—Displays events with a threat rating above or equal to this value. The default is
0. The valid range is 0 to 100.

e max-threat-rating—Displays events with a threat rating below or equal to this value. The default
is 100. The valid range is 0 to 100.

e error—Displays error events. Error events are generated by services when error conditions are
encountered. If no level is selected (warning, error, or fatal), all error events are displayed.

e NAC—Displays the ARC (block) requests.
>

Note The ARC is formerly known as NAC. This name change has not been completely
implemented throughout the IDM, the IME, and the CLI.

e status—Displays status events.
e past—Displays events starting in the past for the specified hours, minutes, and seconds.

e hh:mm:ss—Specifies the hours, minutes, and seconds in the past to begin the display.

The show events command continues to display events until a specified event is available. To exit, press
Ctrl-C.

Displaying Events
To display events from the Event Store, follow these steps:

Log in to the CLI.

Display all events starting now. The feed continues showing all events until you press Ctrl-C.

sensor# show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2011/01/07 04:41:45 2011/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown
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evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2011/01/07 04:41:45 2011/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

Step3  Display the block requests beginning at 10:00 a.m. on February 9, 2011.

sensor# show events NAC 10:00:00 Feb 9 2011
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2011/02/09 10:33:31 2011/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678
sensor#

Step4  Display errors with the warning level starting at 10:00 a.m. on February 9, 2011.

sensor# show events error warning 10:00:00 Feb 9 2011
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2011/01/07 04:49:25 2011/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

Step5  Display alerts from the past 45 seconds.

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2011/03/02 14:15:59 2011/03/02 14:15:59 UTC
signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54
subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingValue: 70
interface: felO_1
protocol: icmp
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