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About This Document

Audience

The Brocade ICX 6650 is a ToR (Top of Rack) Ethernet switch for campus LAN and classic Ethernet
data center environments.

This document is designed for system administrators with a working knowledge of Layer 2 and
Layer 3 switching and routing.

If you are using a Brocade Layer 3 Switch, you should be familiar with the following protocols if
applicable to your network: IP, RIP, OSPF, BGP, ISIS, PIM, and VRRP.

Supported hardware and software

This document is specific to the Brocade ICX 6650 running Fastlron 7.5.00.

Brocade ICX 6650 slot and port numbering

Many CLI commands require users to enter port numbers as part of the command syntax, and
many show command outputs display port numbers. The port numbers are entered and displayed
in stack-unit/slot number/port number format. In all Brocade ICX 6650 inputs and outputs, the
stack-unit number is always 1.

The Brocade ICX 6650 contains the following slots and Ethernet ports:

® Slot 1 is located on the front of the ICX 6650 device and contains ports 1 through 56. Ports 1
through 32 are 10 GbE. Ports 33 through 56 are 1/10 GbE SFP+ ports. Refer to the following
figure.

Xi
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Brocade ICX 6650 slot and port numbering

® Slot 2 is located on the back of the Brocade ICX 6650 device and contains ports 1 through 3

on the top row and port 4 on the bottom row. These ports are 2x40 GbE QSFP+. Refer to the
following figure.

Slot 2

Slot2 Slot 3

® Slot 3 is located on the back of the Brocade ICX 6650 device and contains ports 1 through 8.

These ports are 4 x 10 GbE breakout ports and require the use of a breakout cable. Refer to
the previous figure.

How this document is organized

Xii

This document is organized to help you find the information that you want as quickly and easily as
possible.

The document contains the following components:

® “IP Configuration” on page 1

® “Base Layer 3 and Routing Protocols” on page 133
® “RIP (IPv4)” on page 141

®* “RIP (IPv6)” on page 157

® “OSPF version 2 (IPv4)” on page 167

® “OSPF version 3 (IPv6)” on page 227

*  “BGP (IPv4)” on page 281

* “IPv6” on page 401

® “VRRPand VRRP-E” on page 411
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Document conventions

This section describes text formatting conventions and important notice formats used in this
document.

Text formatting

The narrative-text formatting conventions that are used are as follows:

bold text Identifies command names
Identifies the names of user-manipulated GUI elements
Identifies keywords and operands
Identifies text to enter at the GUI or CLI

italic text Provides emphasis
Identifies variables
Identifies paths and Internet addresses
Identifies document titles

code text Identifies CLI output
Identifies command syntax examples

For readability, command names in the narrative portions of this guide are presented in mixed
lettercase: for example, switchShow. In actual examples, command lettercase is all lowercase.

Command syntax conventions

Command syntax in this manual follows these conventions:

command Commands are printed in bold.

--option, option Command options are printed in bold.

-argument, arg Arguments.

[] Optional elements appear in brackets.

variable Variables are printed in italics. In the help pages, values are underlined or

enclosed in angled brackets < >.
Repeat the previous element, for example “member[;member...]"

value Fixed values following arguments are printed in plain font. For example,
--show WWN

| Boolean. Elements are exclusive. Example: --show -mode egress | ingress

Notes, cautions, and warnings

The following notices and statements are used in this manual. They are listed below in order of
increasing severity of potential hazards.

NOTE
A note provides a tip, guidance, or advice, emphasizes important information, or provides a
reference to related information.

Brocade ICX 6650 Layer 3 Routing Configuration Guide Xiii
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ATTENTION
An Attention statement indicates potential damage to hardware or data.

/!\ CAUTION

A

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or extremely
hazardous to you. Safety labels are also attached directly to products to warn of these conditions
or situations.

Notice to the reader

This document might contain references to the trademarks of the following corporations. These
trademarks are the properties of their respective companies and corporations.

These references are made for informational purposes only.

Corporation Referenced Trademarks and Products

Microsoft Corporation Windows, Windows NT, Internet Explorer

Oracle Corporation Oracle, Java

Netscape Communications Corporation Netscape

Mozilla Corporation Mozilla Firefox

Sun Microsystems, Inc. Sun, Solaris

Red Hat, Inc. Red Hat, Red Hat Network, Maximum RPM, Linux Undercover

Related publications

Xiv

The following Brocade documents supplement the information in this guide:

Brocade ICX 6650 Release Notes

Brocade ICX 6650 Hardware Installation Guide New
Brocade ICX 6650 Administration Guide

Brocade ICX 6650 Platform and Layer 2 Configuration Guide
Brocade ICX 6650 Layer 3 Routing Configuration Guide
Brocade ICX 6650 Security Configuration Guide

Brocade ICX 6650 IP Multicast Configuration Guide
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®* Brocade ICX 6650 Diagnostic Reference

® Unified IP MIB Reference

® Ports-on-Demand Licensing for the Brocade ICX 6650

The latest versions of these guides are posted at http://www.brocade.com/ethernetproducts.

Additional information

This section lists additional Brocade and industry-specific documentation that you might find
helpful.

Brocade resources

To get up-to-the-minute information, go to http;//my.brocade.com to register at no cost for a user ID
and password.

White papers, online demonstrations, and data sheets are available through the Brocade website
at:

http://www.brocade.com/products-solutions/products/index.page
For additional Brocade documentation, visit the Brocade website:
http://www.brocade.com

Release notes are available on the MyBrocade website.

Other industry resources

For additional resource information, visit the Technical Committee T11 website. This website
provides interface standards for high-performance and mass storage applications for Fibre
Channel, storage management, and other applications:

http://www.t11.org

For information about the Fibre Channel industry, visit the Fibre Channel Industry Association
website:

http://www.fibrechannel.org

Getting technical help

To contact Technical Support, go to
http://www.brocade.com/services-support/index.page

for the latest e-mail and telephone contact information.
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Document feedback

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a
topic needs further development, we want to hear from you. Forward your feedback to:

documentation@brocade.com

Provide the title and version number of the document and as much detail as possible about your
comment, including the topic heading and page number and your suggestions for improvement.
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Chapter

IP Configuration 1

Table 1 lists the IP features Brocade ICX 6650 devices support. These features are supported with
the full Layer 3 software image, except where explicitly noted.

TABLE 1 Supported IP features

Feature Brocade ICX 6650
BootP/DHCP relay Yes
Specifying which IP address will be Yes

included in a DHCP/BootP reply packet

DHCP Server Yes

DHCP Client-Based Auto-Configuration Yes

DHCP Client-Based Flash image Yes
Auto-update

DHCP assist Yes

Equal Cost Multi Path (ECMP) load sharing Yes

IP helper Yes
Single source address for the following Yes
packet types:

® Telnet

® TFTP

® Syslog

® SNTP

® TACACS/TACACS+

® RADIUS

® SSH

® SNMP

IPv4 point-to-point GRE IP tunnels Yes
Routes in hardware maximum: Yes

Up to 7168 routes

Routing for directly connected IP subnets  Yes

Virtual Interfaces: Yes
Up to 512 virtual interfaces

31-bit subnet mask on point-to-point Yes
networks

Address Resolution Protocol (ARP) Yes
Reverse Address Resolution Protocol Yes
(RARP)

IP follow Yes
Proxy ARP Yes

Brocade ICX 6650 Layer 3 Routing Configuration Guide 1
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TABLE 1 Supported IP features (Continued)

Feature Brocade ICX 6650
Local proxy ARP Yes
Jumbo frames Yes

® Upto 10,240 bytes

IP MTU (individual port setting) Yes

Path MTU discovery Yes

ICMP Router Discovery Protocol (IRDP) Yes

Domain Name Server (DNS) resolver Yes
NOTE

The terms Layer 3 Switch and router are used interchangeably in this chapter and mean the same.

Basic IP configuration

IP is enabled by default. Basic configuration consists of adding IP addresses for Layer 3 Switches,
enabling a route exchange protocol, such as the Routing Information Protocol (RIP).

If you are configuring a Layer 3 Switch, refer to “Configuring IP addresses” on page 19 to add IP
addresses, then enable and configure the route exchange protocols, as described in other chapters
of this guide.

If you are configuring a Layer 2 Switch, refer to “Configuring the management IP address and
specifying the default gateway” on page 88 to add an IP address for management access through
the network and to specify the default gateway.

The rest of this chapter describes IP and how to configure it in more detail. Use the information in
this chapter if you need to change some of the IP parameters from their default values or you want
to view configuration information or statistics.

IP configuration overview

Brocade Layer 2 Switches and Layer 3 Switches support Internet Protocol version 4 (IPv4) and IPv6.
IP support on Brocade Layer 2 Switches consists of basic services to support management access
and access to a default gateway.

Full Layer 3 support

IP support on Brocade full Layer 3 Switches includes all of the following, in addition to a highly
configurable implementation of basic IP services including Address Resolution Protocol (ARP),
ICMP Router Discovery Protocol (IRDP), and Reverse ARP (RARP):

® Route-only support (Global configuration level only)
® Route redistribution

2 Brocade ICX 6650 Layer 3 Routing Configuration Guide
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®* Route exchange protocols:
- Routing Information Protocol (RIP)
- Open Shortest Path First (OSPF)
- Border Gateway Protocol version 4 (BGP4)
® Multicast protocols:
- Internet Group Membership Protocol (IGMP)
- Protocol Independent Multicast Dense (PIM-DM)
- Protocol Independent Multicast Sparse (PIM-SM)
® Router redundancy protocols:
- Virtual Router Redundancy Protocol Extended (VRRP-E)
- Virtual Router Redundancy Protocol (VRRP)

IP interfaces

NOTE
This section describes IPv4 addresses. For information about IPv6 addresses on Brocade ICX 6650
devices, refer to “IPv6 addressing overview” section in the Brocade ICX 6650 Administration Guide.

Brocade Layer 3 Switches and Layer 2 Switches allow you to configure IP addresses. On Layer 3
Switches, IP addresses are associated with individual interfaces. On Layer 2 Switches, a single IP
address serves as the management access address for the entire device.

All Brocade Layer 3 Switches and Layer 2 Switches support configuration and display of IP
addresses in classical subnet format (for example: 192.168.1.1 255.255.255.0) and Classless
Interdomain Routing (CIDR) format (for example: 192.168.1.1/24). You can use either format when
configuring IP address information. IP addresses are displayed in classical subnet format by default
but you can change the display format to CIDR. Refer to “Changing the network mask display to
prefix format” on page 113.

Layer 3 Switches

Brocade Layer 3 Switches allow you to configure IP addresses on the following types of interfaces:

® Ethernet ports
® Virtual routing interfaces (used by VLANSs to route among one another)
® Loopback interfaces

Each IP address on a Layer 3 Switch must be in a different subnet. You can have only one interface
that is in a given subnet. For example, you can configure IP addresses 192.168.1.1/24 and
192.168.2.1/24 on the same Layer 3 Switch, but you cannot configure 192.168.1.1/24 and
192.168.1.2/24 on the same Layer 3 Switch.

You can configure multiple IP addresses on the same interface.

The number of IP addresses you can configure on an individual interface depends on the Layer 3
Switch model. To display the maximum number of IP addresses and other system parameters you
can configure on a Layer 3 Switch, refer to “Displaying and modifying system parameter default
settings” section in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration Guide.
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You can use any of the IP addresses you configure on the Layer 3 Switch for Telnet, or SNMP
access.

Layer2 Switches

You can configure an IP address on a Brocade Layer 2 Switch for management access to the Layer
2 Switch. An IP address is required for Telnet access and SNMP access.

You also can specify the default gateway for forwarding traffic to other subnets.

Brocade ICX 6650 Layer 3 Routing Configuration Guide
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IP packet flow through a Layer 3 Switch

Figure 1 shows how an IP packet moves through a Brocade Layer 3 Switch.

FIGURE 1 IP Packet flow through a Brocade Layer 3 Switch
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Figure 1 shows the following packet flow:

1. When the Layer 3 Switch receives an IP packet, the Layer 3 Switch checks for filters on the

Brocade ICX 6650 Layer 3 Routing Configuration Guide
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receiving interface.l If a deny filter on the interface denies the packet, the Layer 3 Switch
discards the packet and performs no further processing, except generating a Syslog entry and
SNMP message, if logging is enabled for the filter.

If the packet is not denied at the incoming interface, the Layer 3 Switch looks in the session
table for an entry that has the same source IP address and TCP or UDP port as the packet. If
the session table contains a matching entry, the Layer 3 Switch immediately forwards the
packet, by addressing it to the destination IP address and TCP or UDP port listed in the session
table entry and sending the packet to a queue on the outgoing ports listed in the session table.
The Layer 3 Switch selects the queue based on the Quality of Service (QoS) level associated
with the session table entry.

The filter can be an Access Control List (ACL) or an IP access policy.
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3. Ifthe session table does not contain an entry that matches the packet source address and TCP
or UDP port, the Layer 3 Switch looks in the IP forwarding cache for an entry that matches the
packet destination IP address. If the forwarding cache contains a matching entry, the Layer 3
Switch forwards the packet to the IP address in the entry. The Layer 3 Switch sends the packet
to a queue on the outgoing ports listed in the forwarding cache. The Layer 3 Switch selects the
gueue based on the Quality of Service (QoS) level associated with the forwarding cache entry.

4. If the IP forwarding cache does not have an entry for the packet, the Layer 3 Switch checks the
IP route table for a route to the packet destination. If the IP route table has a route, the Layer 3
Switch makes an entry in the session table or the forwarding cache, and sends the route to a
gueue on the outgoing ports:

® [f the running-config contains an IP access policy for the packet, the software makes an
entry in the session table. The Layer 3 Switch uses the new session table entry to forward
subsequent packets from the same source to the same destination.

® |f the running-config does not contain an IP access policy for the packet, the software
creates a new entry in the forwarding cache. The Layer 3 Switch uses the new cache entry
to forward subsequent packets to the same destination.

The following sections describe the IP tables and caches:
®* ARP cache and static ARP table

® |Proute table

® |Pforwarding cache

® Layer 4 session table

The software enables you to display these tables. You also can change the capacity of the tables on
an individual basis if needed by changing the memory allocation for the table.

ARP cache and static ARP table

The ARP cache contains entries that map IP addresses to MAC addresses. Generally, the entries
are for devices that are directly attached to the Layer 3 Switch.

An exception is an ARP entry for an interface-based static IP route that goes to a destination that is
one or more router hops away. For this type of entry, the MAC address is either the destination
device MAC address or the MAC address of the router interface that answered an ARP request on
behalf of the device, using proxy ARP.

ARP cache

The ARP cache can contain dynamic (learned) entries and static (user-configured) entries. The
software places a dynamic entry in the ARP cache when the Layer 3 Switch learns a device MAC
address from an ARP request or ARP reply from the device.

The software can learn an entry when the Layer 2 Switch or Layer 3 Switch receives an ARP request
from another IP forwarding device or an ARP reply. Here is an example of a dynamic entry:

IP Address MAC Address Type Age Port
1 10.95.6.102 0000.00fc.ea21 Dynamic 0 1/1/6

Each entry contains the destination device IP address and MAC address.

Brocade ICX 6650 Layer 3 Routing Configuration Guide
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Static ARP table

In addition to the ARP cache, Layer 3 Switches have a static ARP table. Entries in the static ARP
table are user-configured. You can add entries to the static ARP table regardless of whether or not
the device the entry is for is connected to the Layer 3 Switch.

NOTE
Layer 3 Switches have a static ARP table. Layer 2 Switches do not.

The software places an entry from the static ARP table into the ARP cache when the entry interface
comes up.

Here is an example of a static ARP entry.

No. IP Address MAC Address Type Age Port Status
1 192.168.6.111 0000.003b.d210 Static O 17171 Valid

Each entry lists the information you specified when you created the entry.

Displaying ARP entries

To display ARP entries, refer to the following sections:

* “Displaying the ARP cache” on page 118 - Layer 3 Switch

* “Displaying the static ARP table” on page 120 - Layer 3 Switch only

* “Displaying ARP entries” on page 129 - Layer 2 Switch

To configure other ARP parameters, refer to the following sections:

* “ARP parameter configuration” on page 35 - Layer 3 Switch only

To increase the size of the ARP cache and static ARP table, refer to the following:

®* For dynamic entries, refer to the section “Displaying and modifying system parameter default
settings” section in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration
Guide. The ip-arp parameter controls the ARP cache size.

® Static entries, “Changing the maximum number of entries the static ARP table can hold” on
page 40 (Layer 3 Switches only). The ip-static-arp parameter controls the static ARP table size.

IP route table

The IP route table contains paths to IP destinations.

NOTE

Layer 2 Switches do not have an IP route table. A Layer 2 Switch sends all packets addressed to
another subnet to the default gateway, which you specify when you configure the basic IP
information on the Layer 2 Switch.

The IP route table can receive the paths from the following sources:

® Adirectly-connected destination, which means there are no router hops to the destination
® Astatic IP route, which is a user-configured route

® Avroute learned through RIP

® Aroute learned through OSPF

® Aroute learned through BGP4

Brocade ICX 6650 Layer 3 Routing Configuration Guide 7
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The IP route table contains the best path to a destination:

®* When the software receives paths from more than one of the sources listed above, the
software compares the administrative distance of each path and selects the path with the
lowest administrative distance. The administrative distance is a protocol-independent value
from 1 through 255.

®* When the software receives two or more best paths from the same source and the paths have
the same metric (cost), the software can load share traffic among the paths based on
destination host or network address (based on the configuration and the Layer 3 Switch
model).

Here is an example of an entry in the IP route table.

Destination NetMask Gateway Port Cost Type
10.1.0.0 255.255.0.0 10.1.1.2 17171 2 R

Each IP route table entry contains the destination IP address and subnet mask and the IP address
of the next-hop router interface to the destination. Each entry also indicates the port attached to
the destination or the next-hop to the destination, the route IP metric (cost), and the type. The type
indicates how the IP route table received the route:

* To display the IP route table, refer to “Displaying the IP route table” on page 122 (Layer 3

Switch only).

* To configure a static IP route, refer to “Static routes configuration” on page 45 (Layer 3 Switch
only).

® To clear a route from the IP route table, refer to “Clearing IP routes” on page 124 (Layer 3
Switch only).

* To increase the size of the IP route table for learned and static routes, refer to the section
“Displaying and modifying system parameter default settings” section in the Brocade ICX 6650
Platform and Layer 2 Switching Configuration Guide:

- For learned routes, modify the ip-route parameter.

- For static routes, modify the ip-static-route parameter.

IP forwarding cache

The IP forwarding cache provides a fast-path mechanism for forwarding IP packets. The cache
contains entries for IP destinations. When a Brocade Layer 3 Switch has completed processing and
addressing for a packet and is ready to forward the packet, the device checks the IP forwarding
cache for an entry to the packet destination:

® [fthe cache contains an entry with the destination IP address, the device uses the information
in the entry to forward the packet out the ports listed in the entry. The destination IP address is
the address of the packet final destination. The port numbers are the ports through which the
destination can be reached.

® [f the cache does not contain an entry and the traffic does not qualify for an entry in the
session table instead, the software can create an entry in the forwarding cache.

Each entry in the IP forwarding cache has an age timer. If the entry remains unused for ten
minutes, the software removes the entry. The age timer is not configurable.

Here is an example of an entry in the IP forwarding cache.

Brocade ICX 6650 Layer 3 Routing Configuration Guide
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IP Address Next Hop MAC Type Port VIan Pri
1 192.168.1.11 DIRECT 0000.0000.0000 PU n/a 0

Each IP forwarding cache entry contains the IP address of the destination, and the IP address and
MAC address of the next-hop router interface to the destination. If the destination is actually an
interface configured on the Layer 3 Switch itself, as shown here, then next-hop information
indicates this. The port through which the destination is reached is also listed, as well as the VLAN
and Layer 4 QoS priority associated with the destination if applicable.

To display the IP forwarding cache, refer to “Displaying the forwarding cache” on page 121.

NOTE

You cannot add static entries to the IP forwarding cache, although you can increase the number of
entries the cache can contain. Refer to the section “Displaying and modifying system parameter
default settings” section in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration
Guide.

Layer 4 session table

The Layer 4 session provides a fast path for forwarding packets. A session is an entry that contains
complete Layer 3 and Layer 4 information for a flow of traffic. Layer 3 information includes the
source and destination IP addresses. Layer 4 information includes the source and destination TCP
and UDP ports. For comparison, the IP forwarding cache contains the Layer 3 destination address
but does not contain the other source and destination address information of a Layer 4 session
table entry.

The Layer 2 Switch or Layer 3 Switch selects the session table instead of the IP forwarding table for
fast-path forwarding for the following features:

® Layer 4 Quality-of-Service (QoS) policies
® |P access policies

To increase the size of the session table, refer to the section “Displaying and modifying system
parameter default settings” section in the Brocade ICX 6650 Platform and Layer 2 Switching
Configuration Guide. The ip-qos-session parameter controls the size of the session table.

IP route exchange protocols

Brocade Layer 3 Switches support the following IP route exchange protocols:
® Routing Information Protocol (RIP)

® QOpen Shortest Path First (OSPF)

®* Border Gateway Protocol version 4 (BGP4)

All these protocols provide routes to the IP route table. You can use one or more of these protocols,
in any combination. The protocols are disabled by default. For configuration information, refer to
the following;:

® Chapter 3, “RIP (IPv4)”
® Chapter 5, “OSPF version 2 (IPv4)”
® Chapter 7, “BGP (IPv4)”
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IP multicast protocols

Brocade Layer 3 Switches also support the following Internet Group Membership Protocol (IGMP)
based IP multicast protocols:

® Protocol Independent Multicast - Dense mode (PIM-DM)
® Protocol Independent Multicast - Sparse mode (PIM-SM)

For configuration information, refer to the Brocade ICX 6650 IP Multicast Configuration Guide. .

NOTE
Brocade Layer 2 Switches support IGMP and can forward IP multicast packets. For more information
see, Chapter 2, “IP Multicast Reduction” in the Brocade ICX 6650 IP Mulitcast Configuration Guide.

IP interface redundancy protocols

You can configure a Brocade Layer 3 Switch to back up an IP interface configured on another
Brocade Layer 3 Switch. If the link for the backed up interface becomes unavailable, the other
Layer 3 Switch can continue service for the interface. This feature is especially useful for providing
a backup to a network default gateway.

Brocade Layer 3 Switches support the following IP interface redundancy protocols:

® Virtual Router Redundancy Protocol (VRRP) - A standard router redundancy protocol based on
RFC 2338. You can use VRRP to configure Brocade Layer 3 Switches and third-party routers to
back up IP interfaces on other Brocade Layer 3 Switches or third-party routers.

* \Virtual Router Redundancy Protocol Extended (VRRP-E) - A Brocade extension to standard
VRRP that adds additional features and overcomes limitations in standard VRRP. You can use
VRRP-E only on Brocade Layer 3 Switches.

For configuration information, refer to the Chapter 9, “VRRP and VRRP-E”.

ACLs and IP access policies

Brocade Layer 3 Switches provide two mechanisms for filtering IP traffic:

® Access Control Lists (ACLs)

®* |P access policies

Both methods allow you to filter packets based on Layer 3 and Layer 4 source and destination
information.

ACLs also provide great flexibility by providing the input to various other filtering mechanisms such
as route maps, which are used by BGP4.

IP access policies allow you to configure QoS based on sessions (Layer 4 traffic flows).

Only one of these filtering mechanisms can be enabled on a Brocade device at a time. Brocade
devices can store forwarding information for both methods of filtering in the session table.

For configuration information, see the Chapter, “Rule-Based IP ACLs” in the Brocade ICX 6650
Security Configuration Guide.

Brocade ICX 6650 Layer 3 Routing Configuration Guide
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Basic IP parameters and defaults - Layer 3 Switches

IP is enabled by default. The following IP-based protocols are all disabled by default:

®* Routing protocols:

- Routing Information Protocol (RIP) - refer to Chapter 3, “RIP (IPv4)”

- Open Shortest Path First (OSPF) - refer to Chapter 5, “OSPF version 2 (IPv4)”

- Border Gateway Protocol version 4 (BGP4) - refer to Chapter 7, “BGP (IPv4)”
® Multicast protocols:

- Internet Group Membership Protocol (IGMP)

- Protocol Independent Multicast Dense (PIM-DM)

- Protocol Independent Multicast Sparse (PIM-SM)

NOTE
For more information, see the Brocade ICX 6650 IP Mulitcast Configuration Guide.

® Router redundancy protocols:

- Virtual Router Redundancy Protocol Extended (VRRP-E) - refer to Chapter 9, “VRRP and
VRRP-E”

- Virtual Router Redundancy Protocol (VRRP) - refer to Chapter 9, “VRRP and VRRP-E”

The following tables list the Layer 3 Switch IP parameters, their default values, and where to find
configuration information.

NOTE
For information about parameters in other protocols based on IP, such as RIP, OSPF, and so on, refer
to the configuration chapters for those protocols.

When parameter changes take effect

Most IP parameters described in this chapter are dynamic. They take effect immediately, as soon
as you enter the CLI command. You can verify that a dynamic change has taken effect by displaying
the running-config. To display the running-config, enter the show running-config or write terminal
command at any CLI prompt.

To save a configuration change permanently so that the change remains in effect following a
system reset or software reload, save the change to the startup-config file:

® To save configuration changes to the startup-config file, enter the write memory command
from the Privileged EXEC level of any configuration level of the CLI.

Changes to memory allocation require you to reload the software after you save the changes to the
startup-config file. When reloading the software is required to complete a configuration change
described in this chapter, the procedure that describes the configuration change includes a step
for reloading the software.

IP global parameters - Layer 3 Switches

Table 2 lists the IP global parameters for Layer 3 Switches.

Brocade ICX 6650 Layer 3 Routing Configuration Guide 11
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TABLE 2 IP global parameters - Layer 3 Switches
Parameter Description Default For more
information
IP state The Internet Protocol, version 4 Enabled n/a
NOTE: You cannot
disable IP.
IP address and  Format for displaying an IP address and its network  Class-based page 113
mask notation ~ mask information. You can enable one of the NOTE: Changing this
following: parameter
® Class-based format; example: 192.168.1.1 affects the
255.255.255.0 display of IP
® (Classless Interdomain Routing (CIDR) format; addresses, but
example: 192.168.1.1/24 you can enter
addresses in
either format
regardless of the
display setting.
Router ID The value that routers use to identify themselves to  The IP address page 31
other routers when exchanging route information. configured on the
OSPF and BGP4 use router IDs to identify routers. lowest-numbered
RIP does not use the router ID. loopback interface.
If no loopback interface
is configured, then the
lowest-numbered IP
address configured on
the device.
Maximum The maximum length an Ethernet packet can be 1500 bytes for Ethernet  page 28
Transmission without being fragmented. Il encapsulation
Unit (MTU) 1492 bytes for SNAP
encapsulation
Address A standard IP mechanism that routers use to learn Enabled page 35
Resolution the Media Access Control (MAC) address of a device
Protocol (ARP) on the network. The router sends the IP address of a
device in the ARP request and receives the device
MAC address in an ARP reply.
ARP rate Lets you specify a maximum number of ARP packets Disabled page 36
limiting the device will accept each second. If the device
receives more ARP packets than you specify, the
device drops additional ARP packets for the
remainder of the one-second interval.
ARP age The amount of time the device keeps a MAC address  Ten minutes page 37
learned through ARP in the device ARP cache. The
device resets the timer to zero each time the ARP
entry is refreshed and removes the entry if the timer
reaches the ARP age.
NOTE: You also can change the ARP age on an
individual interface basis. Refer to Table 3
on page 15.
Proxy ARP An IP mechanism a router can use to answer an ARP  Disabled page 38

12

request on behalf of a host, by replying with the
router own MAC address instead of the host.
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TABLE 2 IP global parameters - Layer 3 Switches (Continued)
Parameter Description Default For more
information
Static ARP An ARP entry you place in the static ARP table. Static  No entries page 39
entries entries do not age out.
Time to Live The maximum number of routers (hops) through 64 hops page 41
(TTL) which a packet can pass before being discarded.
Each router decreases a packet TTL by 1 before
forwarding the packet. If decreasing the TTL causes
the TTL to be O, the router drops the packet instead
of forwarding it.
Directed A directed broadcast is a packet containing all ones  Disabled page 41
broadcast (or in some cases, all zeros) in the host portion of
forwarding the destination IP address. When a router forwards
such a broadcast, it sends a copy of the packet out
each of its enabled IP interfaces.
NOTE: You also can enable or disable this
parameter on an individual interface basis.
Refer to Table 3 on page 15.
Directed The packet format the router treats as a directed All ones page 42
broadcast broadcast. The following formats can be directed NOTE: If you enable
mode broadcast: all-zeroes
® Allones in the host portion of the packet directed
destination address. broadcasts,
® All zeroes in the host portion of the packet all-ones directed
destination address. broadcasts
remain enabled.
Source-routed A source-routed packet contains a list of IP Enabled page 41
packet addresses through which the packet must pass to
forwarding reach its destination.
Internet Control The Brocade Layer 3 Switch can send the following  Enabled page 43
Message types of ICMP messages:
Protocol (ICMP)  ®  Echo messages (ping messages)
messages ® Destination Unreachable messages
ICMP Router An IP protocol a router can use to advertise the IP Disabled page 58
Discovery addresses of its router interfaces to directly
Protocol (IRDP) attached hosts. You can enable or disable the
protocol, and change the following protocol
parameters:
® Forwarding method (broadcast or multicast)
® Hold time
®  Maximum advertisement interval
®  Minimum advertisement interval
®  Router preference level
NOTE: You also can enable or disable IRDP and
configure the parameters on an individual
interface basis. Refer to Table 3 on page 15.
Reverse ARP An IP mechanism a host can use to request an IP Enabled page 61
(RARP) address from a directly attached router when the

host boots.
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TABLE 2 IP global parameters - Layer 3 Switches (Continued)

Parameter Description Default For more
information
Static RARP An IP address you place in the RARP table for RARP  No entries page 62
entries requests from hosts.
NOTE: You must enter the RARP entries manually.
The Layer 3 Switch does not have a
mechanism for learning or dynamically
generating RARP entries.
Maximum The maximum number of hops away a BootP server  Four page 67
BootP relay can be located from a router and still be used by the
hops router clients for network booting.
Domain name A domain name (example: brocade.router.com) you  None configured page 25
for Domain can use in place of an IP address for certain
Name Server operations such as IP pings, trace routes, and Telnet
(DNS) resolver  management connections to the router.
DNS default A list of gateways attached to the router through None configured page 25
gateway which clients attached to the router can reach DNSs.
addresses
IP load sharing A Brocade feature that enables the router to balance Enabled page 55
traffic to a specific destination across multiple
equal-cost paths.
IP load sharing uses a hashing algorithm based on
the source IP address, destination IP address,
protocol field in the IP header, TCP, and UDP
information.
NOTE: Load sharing is sometimes called Equal Cost
Multi Path (ECMP).
Maximum IP The maximum number of equal-cost paths across Four page 58
load sharing which the Layer 3 Switch is allowed to distribute
paths traffic.
Origination of You can enable a router to originate default routes Disabled page 144
default routes for the following route exchange protocols, on an page 178
individual protocol basis: page 291
® RIP
® OSPF
® BGP4
Defaultnetwork The router uses the default network route if the IP None configured page 54

route

route table does not contain a route to the
destination and also does not contain an explicit
default route (0.0.0.0 0.0.0.0 or 0.0.0.0/0).
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TABLE 2 IP global parameters - Layer 3 Switches (Continued)
Parameter Description Default For more
information
Static route An IP route you place in the IP route table. No entries page 45
Source The IP address the router uses as the source The lowest-numbered IP page 31
interface address for Telnet, RADIUS, or TACACS/TACACS+ address on the interface
packets originated by the router. The router can the packet is sent on.
select the source address based on either of the
following:
® The lowest-numbered IP address on the
interface the packet is sent on.
®  The lowest-numbered IP address on a specific
interface. The address is used as the source for
all packets of the specified type regardless of
interface the packet is sent on.
IP interface parameters - Layer 3 Switches
Table 3 lists the interface-level IP parameters for Layer 3 Switches.
TABLE 3 IP interface parameters - Layer 3 Switches
Parameter Description Default For more
information
IP state The Internet Protocol, version 4 Enabled n/a
NOTE: You cannot
disable IP.
IP address A Layer 3 network interface address None configured? page 19
NOTE: Layer 2 Switches have a single IP address
used for management access to the entire
device. Layer 3 Switches have separate IP
addresses on individual interfaces.
Encapsulation type The format of the packets in which the router Ethernet Il page 28
encapsulates IP datagrams. The encapsulation
format can be one of the following:
®  Ethernetll
® SNAP
Maximum The maximum length (number of bytes) of an 1500 for Ethernet Il page 30
Transmission Unit  encapsulated IP datagram the router can forward. encapsulated packets
(MTU) 1492 for SNAP
encapsulated packets
ARP age Locally overrides the global setting. Refer to Ten minutes page 37
Table 2 on page 12.
Metric A numeric cost the router adds to RIP routes 1 (one) page 144
learned on the interface. This parameter applies
only to RIP routes.
Directed broadcast Locally overrides the global setting. Refer to Disabled page 41
forwarding Table 2 on page 12.
ICMP Router Locally overrides the global IRDP settings. Refer to  Disabled page 60

Discovery Protocol
(IRDP)

Table 2 on page 12.
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TABLE 3 IP interface parameters - Layer 3 Switches (Continued)
Parameter Description Default For more
information
DHCP gateway The router can assist DHCP/BootP Discovery The lowest-numbered IP  page 66
stamp packets from one subnet to reach DHCP/BootP address on the interface
servers on a different subnet by placing the IP that receives the
address of the router interface that receives the request
request in the request packet Gateway field.
You can override the default and specify the IP
address to use for the Gateway field in the
packets.
NOTE: UDP broadcast forwarding for client
DHCP/BootP requests (bootps) must be
enabled (this is enabled by default) and
you must configure an IP helper address
(the server IP address or a directed
broadcast to the server subnet) on the port
connected to the client.
DHCP Client-Based  Allows the switch to obtain IP addresses from a Enabled page 80
Auto-Configuration  DHCP host automatically, for either a specified
(leased) or infinite period of time.
DHCP Server All Fastlron devices can be configured to function  Disabled page 67
as DHCP servers.
UDP broadcast The router can forward UDP broadcast packets for  The router helps forward page 63
forwarding UDP applications such as BootP. By forwarding the  broadcasts for the
UDP broadcasts, the router enables clients on one  following UDP
subnet to find servers attached to other subnets. application protocols:
NOTE: To completely enable a client UDP ®  bootps
application request to find a server on ® dns
another subnet, you must configure an IP ® netbios-dgm
helper address consisting of the server IP ® netbios-ns
address or the directed broadcast address e  t53c5cs
for the subnet that contains the server. See o tftp
the next row. ® time
IP helper address The IP address of a UDP application server (such None configured page 64

as a BootP or DHCP server) or a directed broadcast
address. IP helper addresses allow the router to
forward requests for certain UDP applications from
a client on one subnet to a server on another
subnet.

1. Some devices have a factory default, used for troubleshooting during installation. For Layer 3 Switches, the
address is on module 1 port 1 (or 1/1/1).
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Basic IP parameters and defaults - Layer 2 Switches

IP is enabled by default. The following tables list the Layer 2 Switch IP parameters, their default
values, and where to find configuration information.

NOTE

Brocade Layer 2 Switches also provide IP multicast forwarding, which is enabled by default. For more
information about this feature, refer to the Brocade ICX 6650 IP Multicast Configuration Guide.

IP global parameters - Layer 2 Switches

Table 4 lists the IP global parameters for Layer 2 Switches.

TABLE 4 IP global parameters - Layer 2 Switches
Parameter Description Default For more
information
IP address Format for displaying an IP address and its network Class-based page 113
and mask mask information. You can enable one of the NOTE: Changing this
notation following: parameter affects
® Class-based format; example: 192.168.1.1 the display of IP
255.255.255.0 addresses, but you
®  (Classless Interdomain Routing (CIDR) format; can enter
example: 192.168.1.1/24 addresses in either
format regardless
of the display
setting.
IP address A Layer 3 network interface address None configured1 page 88
NOTE: Layer 2 Switches have a single IP address
used for management access to the entire
device. Layer 3 Switches have separate IP
addresses on individual interfaces.
Default The IP address of a locally attached router (or a router None configured page 88
gateway attached to the Layer 2 Switch by bridges or other
Layer 2 Switches). The Layer 2 Switch and clients
attached to it use the default gateway to
communicate with devices on other subnets.
Address A standard IP mechanism that networking devices Enabled n/a
Resolution use to learn the Media Access Control (MAC) address NOTE: You cannot disable
Protocol (ARP)  of another device on the network. The Layer 2 Switch ARP.
sends the IP address of a device in the ARP request
and receives the device MAC address in an ARP reply.
ARP age The amount of time the device keeps a MAC address  Ten minutes n/a
learned through ARP in the device ARP cache. The NOTE: You cannot change
device resets the timer to zero each time the ARP the ARP age on
entry is refreshed and removes the entry if the timer Layer 2 Switches.
reaches the ARP age.
Time to Live The maximum number of routers (hops) through 64 hops page 90
(TTL) which a packet can pass before being discarded.

Each router decreases a packet TTL by 1 before
forwarding the packet. If decreasing the TTL causes
the TTL to be O, the router drops the packet instead of
forwarding it.
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TABLE 4 IP global parameters - Layer 2 Switches (Continued)
Parameter Description Default For more
information

Domain name A domain name (example: brocade.router.com) you None configured page 89
for Domain can use in place of an IP address for certain
Name Server  operations such as IP pings, trace routes, and Telnet
(DNS) resolver management connections to the router.
DNS default A list of gateways attached to the router through None configured page 89
gateway which clients attached to the router can reach DNSs.
addresses
Source The IP address the Layer 2 Switch uses as the source The management IP n/a
interface address for Telnet, RADIUS, or TACACS/TACACS+ address of the Layer 2

packets originated by the router. The Layer 2 Switch Switch.

uses its management IP address as the source NOTE: This parameter is

address for these packets. not configurable

on Layer 2
Switches.

DHCP gateway The device can assist DHCP/BootP Discovery packets None configured page 94
stamp from one subnet to reach DHCP/BootP servers on a

different subnet by placing the IP address of the

router interface that forwards the packet in the

packet Gateway field.

You can specify up to 32 gateway lists. A gateway list

contains up to eight gateway IP addresses. You

activate DHCP assistance by associating a gateway

list with a port.

When you configure multiple IP addresses in a

gateway list, the Layer 2 Switch inserts the addresses

into the DHCP Discovery packets in a round robin

fashion.
DHCP Allows the switch to obtain IP addresses from a DHCP  Enabled page 80
Client-Based host automatically, for either a specified (leased) or

Auto-Configura
tion

infinite period of time.

1. Some devices have a factory default, used for troubleshooting during installation. For Layer 3 Switches, the
address is on port 1 (or 1/1/1).
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Interface IP parameters - Layer 2 Switches

Table 5 lists the interface-level IP parameters for Layer 2 Switches.

TABLE 5 Interface IP parameters - Layer 2 Switches
Parameter Description Default For more
information
DHCP You can configure a list of DHCP stamp addresses for a port. None configured page 94
gateway When the port receives a DHCP/BootP Discovery packet from a
stamp client, the port places the IP addresses in the gateway list into

the packet Gateway field.

Configuring IP parameters - Layer 3 Switches

The following sections describe how to configure IP parameters. Some parameters can be
configured globally while others can be configured on individual interfaces. Some parameters can
be configured globally and overridden for individual interfaces.

NOTE

This section describes how to configure IP parameters for Layer 3 Switches. For IP configuration
information for Layer 2 Switches, refer to “Configuring IP parameters - Layer 2 Switches” on
page 88.

Configuring IP addresses

You can configure an IP address on the following types of Layer 3 Switch interfaces:
® Ethernet port

® Virtual routing interface (also called a Virtual Ethernet or “VE”)

® Loopback interface

By default, you can configure up to 24 IP addresses on each interface.

You can increase this amount to up to 128 IP subnet addresses per port by increasing the size of
the ip-subnet-port table.

Refer to the section “Displaying system parameter default values” in the Brocade ICX 6650
Platform and Layer 2 Switching Configuration Guide.

NOTE

Once you configure a virtual routing interface on a VLAN, you cannot configure Layer 3 interface
parameters on individual ports. Instead, you must configure the parameters on the virtual routing
interface itself.
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Brocade devices support both classical IP network masks (Class A, B, and C subnet masks, and so
on) and Classless Interdomain Routing (CIDR) network prefix masks:

* To enter a classical network mask, enter the mask in IP address format. For example, enter
“192.168.22.99 255.255.255.0” for an IP address with a Class-C subnet mask.

* To enter a prefix network mask, enter a forward slash (/) and the number of bits in the mask
immediately after the IP address. For example, enter “192.168.22.99/24" for an IP address
that has a network mask with 24 significant bits (ones).

By default, the CLI displays network masks in classical IP address format (example:
255.255.255.0). You can change the display to prefix format. Refer to “Changing the network mask
display to prefix format” on page 113.

Assigning an IP address to an Ethemet port

To assign an IP address to port 1/1/1, enter the following commands.

Brocade(config)# interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)# ip address 192.168.6.1 255.255.255.0

You also can enter the IP address and mask in CIDR format, as follows.
Brocade(config-if-e10000-1/1/1)# ip address 192.168.6.1/24

Syntax: [no] ip address ip-addr ip-mask [ospf-ignore | ospf-passive | secondary]
or

Syntax: [no] ip address ip-addr/mask-bits [ospf-ignore | ospf-passive | secondary]

The ospf-ignore | ospf-passive parameters modify the Layer 3 Switch defaults for adjacency
formation and interface advertisement. Use one of these parameters if you are configuring multiple
IP subnet addresses on the interface but you want to prevent OSPF from running on some of the
subnets:

® ospf-passive - This option disables adjacency formation with OSPF neighbors. By default,
when OSPF is enabled on an interface, the software forms OSPF router adjacencies between
each primary IP address on the interface and the OSPF neighbor attached to the interface.

® ospf-ignore - This option disables OSPF adjacency formation and also disables advertisement
of the interface into OSPF. The subnet is completely ignored by OSPF.

NOTE

The ospf-passive option disables adjacency formation but does not disable advertisement of the
interface into OSPF. To disable advertisement in addition to disabling adjacency formation, you must
use the ospf-ignore option.

Use the secondary parameter if you have already configured an IP address within the same subnet
on the interface.

NOTE
When you configure more than one address in the same subnet, all but the first address are
secondary addresses and do not form OSPF adjacencies.
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NOTE

All physical IP interfaces on Brocade Layer 3 devices share the same MAC address. For this reason,
if more than one connection is made between two devices, one of which is a Brocade Layer 3 device,
Brocade recommends the use of virtual interfaces. It is not recommended to connect two or more
physical IP interfaces between two routers.

Assigning an IP address to a loopback interface

Loopback interfaces are always up, regardless of the states of physical interfaces. They can add
stability to the network because they are not subject to route flap problems that can occur due to
unstable links between a Layer 3 Switch and other devices. You can configure up to eight loopback
interfaces on a Chassis Layer 3 Switch .

You can add up to 24 IP addresses to each loopback interface.

NOTE

If you configure the Brocade Layer 3 Switch to use a loopback interface to communicate with a BGP4
neighbor, you also must configure a loopback interface on the neighbor and configure the neighbor
to use that loopback interface to communicate with the Brocade Layer 3 Switch. Refer to “Adding a
loopback interface” on page 292.

To add a loopback interface, enter commands such as those shown in the following example.

Brocade(config-bgp-router)# exit
Brocade(config)# interface loopback 1
Brocade(config-1bif-1)# ip address 10.0.0.1/24

Syntax: interface loopback num

The num parameter specifies the virtual interface number. You can specify from 1 to the maximum
number of virtual interfaces supported on the device. To display the maximum number of virtual
interfaces supported on the device, enter the show default values command. The maximum is
listed in the System Parameters section, in the Current column of the virtual-interface row.

Refer to the syntax description in “Assigning an IP address to an Ethernet port” on page 20.

Assigning an IP address to a virtual interface

A virtual interface is a logical port associated with a Layer 3 Virtual LAN (VLAN) configured on a
Layer 3 Switch. You can configure routing parameters on the virtual interface to enable the Layer 3
Switch to route protocol traffic from one Layer 3 VLAN to the other, without using an external

1
router.

You can configure IP routing interface parameters on a virtual interface. This section describes how
to configure an IP address on a virtual interface. Other sections in this chapter that describe how to
configure interface parameters also apply to virtual interfaces.

NOTE
The Layer 3 Switch uses the lowest MAC address on the device (the MAC address of port 1 or 1/1/1)
as the MAC address for all ports within all virtual interfaces you configure on the device.

To add a virtual interface to a VLAN and configure an IP address on the interface, enter commands
such as the following.

1. The Brocade feature that allows routing between VLANs within the same device, without the
need for external routers, is called Integrated Switch Routing (ISR).
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Brocade(config)# vlan 2 name IP-Subnet_10.1.2.0/24
Brocade(config-vlan-2)# untag ethernet 1/1/1 to 1/1/4
Brocade(config-vlan-2)# router-interface vel
Brocade(config-vlan-2)# interface vel
Brocade(config-vif-1)# ip address 10.1.2.1/24

The first two commands in this example create a Layer 3 protocol-based VLAN name
“IP-Subnet_10.1.2.0/24” and add a range of untagged ports to the VLAN. The router-interface
command creates virtual interface 1 as the routing interface for the VLAN.

Syntax: router-interface ve num

The num variable specifies the virtual interface number. You can enter a number from 1 through
4095.

When configuring virtual routing interfaces on a device, you can specify a number from 1 through
4095. However, the total number of virtual routing interfaces that are configured must not exceed
the system-max limit of 512. For more information on the number of virtual routing interfaces
supported, refer to the section “Allocating memory for more VLANS or virtual routing interfaces” in
the Brocade ICX 6650 Platform and Layer 2 Switching Configuration Guide.

The last two commands change to the interface configuration level for the virtual interface and
assign an IP address to the interface.

Syntax: interface ve num

Refer to the syntax description in “Assigning an IP address to an Ethernet port” on page 20.

Configuring IP Follow on a virtual routing interface

IP Follow allows multiple virtual routing interfaces to share the same IP address. With this feature,
one virtual routing interface is configured with an IP address, while the other virtual routing
interfaces are configured to use that IP address, thus, they “follow” the virtual routing interface
that has the IP address. This feature is helpful in conserving IP address space.

Configuration limitations and feature limitations for IP Follow on a virtual routing interface

®* When configuring IP Follow, the primary virtual routing interface should not have ACL or DoS
Protection configured. It is recommended that you create a dummy virtual routing interface as
the primary and use the IP-follow virtual routing interface for the network.

® Global Policy Based Routing is not supported when IP Follow is configured.
® |Pv6 is not supported with ip-follow.

Configuration syntax for IP Follow on a virtual routing interface

Configure IP Follow by entering commands such as the following.

Brocade(config)# vlan 2 name IP-Subnet_10.10.2.0/24
Brocade(config-vlan-2)# untag ethernet 1/1/1 to 1/1/4
Brocade(config-vlan-2)# router-interface vel
Brocade(config-vlan-2)# interface ve 1
Brocade(config-vif-1)# ip address 10.10.2.1/24
Brocade(config-vif-1)# interface ve
Brocade(config-vit-2)# ip follow ve
Brocade(config-vif-2)# interface ve
Brocade(config-vif-3)# ip follow ve

P WEN

Syntax: [no] ip follow ve number
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For number, enter the ID of the virtual routing interface.
Use the no form of the command to disable the configuration.

Virtual routing interface 2 and 3 do not have their own IP subnet addresses, but are sharing the IP
address of virtual routing interface 1.

Deleting an IP address

To delete an IP address, enter the no ip address command.

Brocade(config-if-e10000-1/1/1)# no ip address 10.1.2.1

This command deletes IP address 10.1.2.1. You do not need to enter the subnet mask.
To delete all IP addresses from an interface, enter the no ip address * command.
Brocade(config-if-e10000-1/1/1)# no ip address *

Syntax: no ip address ip-addr | *

Configuring 31-bit subnet masks on
point-to-point networks

To conserve IPv4 address space, a 31-bit subnet mask can be assigned to point-to-point networks.
Support for an IPv4 address with a 31-bit subnet mask is described in RFC 3021.

With IPv4, four IP addresses with a 30-bit subnet mask are allocated on point-to-point networks. In
contrast, a 31-bit subnet mask uses only two IP addresses: all zero bits and all one bits in the host
portion of the IP address. The two IP addresses are interpreted as host addresses, and do not
require broadcast support because any packet that is transmitted by one host is always received by
the other host at the receiving end. Therefore, directed broadcast on a point-to-point interface is
eliminated.

IP-directed broadcast CLI configuration at the global level, or the per interface level, is not
applicable on interfaces configured with a 31-bit subnet mask IP address.

When the 31-bit subnet mask address is configured on a point-to-point link, using network
addresses for broadcast purposes is not allowed. For example, in an IPV4 broadcast scheme, the
following subnets can be configured:

® 10.10.10.1 - Subnet for directed broadcast: {<Network-number>, -1}
® 10.10.10.0 - Subnet for network address: {<Network-number>, O}

In a point-to-point link with a 31-bit subnet mask, the previous two addresses are interpreted as
host addresses and packets are not rebroadcast.

Configuring an IPv4 address with a 31-bit subnet mask

To configure an IPv4 address with a 31-bit subnet mask, enter the following commands.

You can configure an IPv4 address with a 31-bit subnet mask on any interface (for example,
Ethernet, loopback, VE, or tunnel interfaces).

Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip address 10.10.9.9 255.255.255.254
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You can also enter the IP address and mask in the Classless Inter-domain Routing (CIDR) format, as
follows.

Brocade(config-if-e10000-1/1/5)# ip address 10.10.9.9/31
Syntax: [no] ip address ip-address ip-mask
Syntax: [no] ip address ip-address/subnet mask-bits

The ip-address variable specifies the host address. The ip-mask variable specifies the IP network
mask. The subnet mask-bits variable specifies the network prefix mask.

To disable configuration for an IPv4 address with a 31-bit subnet mask on any interface, use the no
form of the command.

You cannot configure a secondary IPv4 address with a 31-bit subnet mask on any interface. The
following error message is displayed when a secondary IPv4 address with a 31-bit subnet mask is
configured.

Error: Cannot assign /31 subnet address as secondary

Configuration example

Figure 2 shows the usage of 31- and 24-bit subnet masks in configuring IP addresses.

FIGURE 2 Configured 31- bit and 24-bit subnet masks
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Router A is connected to Router B as a point-to-point link with 10.1.1.0/31 subnet. There are only
two available addresses in this subnet, 10.1.1.0 on Router A and 10.1.1.1 on Router B,

-
- N

Routers B and C are connected by a regular 24-bit subnet. Router C can either be a switch with
many hosts belonging to the 10.2.2.2/24 subnet connected to it, or it can be a router.

Router A

RouterA(config)# interface ethernet 1/1/1
RouterA(config-if-e10000-1/1/1)# ip address 10.1.1.0/31

Router B

RouterB(config)# interface ethernet 1/1/1
RouterB(config-if-e10000-1/1/1)# ip address 10.1.1.1/31
RouterB(config-if-e10000-1/1/1)# exit

RouterB(config# interface ethernet 1/3/1
RouterB(config-if-e10000-1/3/1)# ip address 10.2.2.1/24

Router C

RouterC(config# interface ethernet 1/3/1
RouterC(config-if-e10000-1/3/1)# ip address 10.2.2.2/24

Brocade ICX 6650 Layer 3 Routing Configuration Guide
53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.



Configuring IP parameters - Layer 3 Switches

Displaying information for a 31-bit subnet mask

Use the following commands to display information for the 31-bit subnet mask:

* show run interface
®* show ip route
* show ip cache

Configuring DNS resolver

The Domain Name System (DNS) resolver is a feature in a Layer 2 or Layer 3 switch that sends and
receives queries to and from the DNS server on behalf of a client.

You can create a list of domain names that can be used to resolve host names. This list can have
more than one domain name. When a client performs a DNS query, all hosts within the domains in
the list can be recognized and queries can be sent to any domain on the list.

After you define a domain name, the Brocade device automatically appends the appropriate
domain to a host and forwards it to the DNS servers for resolution.

For example, if the domain “ds.company.com” is defined on a Layer 2 or Layer 3 switch and you
want to initiate a ping to “mary”, you must reference only the host name instead of the host name
and its domain name. For example, you could enter the following command to initiate the ping.

U:> ping mary

The Layer 2 or Layer 3 switch qualifies the host name by appending a domain name (for example,
mary.ds1.company.com). This qualified name is sent to the DNS server for resolution. If there are
four DNS servers configured, it is sent to the first DNS server. If the host name is not resolved, it is
sent to the second DNS server. If a match is found, a response is sent back to the client with the
host IP address. If no match is found, an “unknown host” message is returned. (Refer to Figure 3.)

Brocade ICX 6650 Layer 3 Routing Configuration Guide 25

53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.



26

Configuring IP parameters - Layer 3 Switches

FIGURE 3 DNS resolution with one domain name
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Defining a domain name

To define a domain to resolve host names, enter the ip dns domain-name command.
Brocade(config)# ip dns domain-name ds.company.com
Syntax: [no] ip dns domain-name domain-name

Enter the domain name for domain-name.

Defining DNS server addresses

You can configure the Brocade device to recognize up to four DNS servers. The first entry serves as
the primary default address. If a query to the primary address fails to be resolved after three
attempts, the next DNS address is queried (also up to three times). This process continues for each
defined DNS address until the query is resolved. The order in which the default DNS addresses are
polled is the same as the order in which you enter them.

To define DNS servers, enter the ip dns server-address command.

Brocade(config)# ip dns server-address 192.168.22.199 192.168.7.15 192.168.10.25
192.168.20.15

Syntax: [no] ip dns server-address ip-addr [ip-addr] [ip-addr] [ip-addr]

In this example, the first IP address entered becomes the primary DNS address and all others are

secondary addresses. Because IP address 192.168.20.15 is the last address listed, it is also the
last address consulted to resolve a query.
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Defining a domain list

If you want to use more than one domain name to resolve host names, you can create a list of
domain names. For example, enter the commands such as the following.

Brocade(config)# ip dns domain-list company.com
Brocade(config)# ip dns domain-list ds.company.com
Brocade(config)# ip dns domain-list hw_company.com
Brocade(config)# ip dns domain-list ga_company.com
Brocade(config)#

The domain names are tried in the order you enter them

Syntax: [no] ip dns domain-list domain-name

Using a DNS name to initiate a trace route

Suppose you want to trace the route from a Brocade Layer 3 Switch to a remote server identified as
NYCO2 on domain newyork.com. Because the NYCO2@ds1.newyork.com domain is already defined

on the Layer 3 Switch, you need to enter only the host name, NYCO2, as noted in the following
example.

Brocade# traceroute nyc02

Syntax: traceroute host-ip-addr [maxttl value] [minttl value] [numeric] [timeout value]
[source-ip ip addr]

The only required parameter is the IP address of the host at the other end of the route.

After you enter the command, a message indicating that the DNS query is in process and the
current gateway address (IP address of the domain name server) being queried appear on the
screen.

Type Control-c to abort

Sending DNS Query to 192.168.22.199

Tracing Route to IP node 192.168.22.80

To ABORT Trace Route, Please use stop-traceroute command.
Traced route to target IP node 192.168.22.80:

IP Address Round Trip Timel Round Trip Time2
192.168.6.30 93 msec 121 msec
NOTE

In the previousexample, 192.168.22.199 is the IP address of the domain name server (default DNS

gateway address), and 192.168.22.80 represents the IP address of the NYCO2 host.
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Configuring packet parameters

You can configure the following packet parameters on Layer 3 Switches. These parameters control
how the Layer 3 Switch sends IP packets to other devices on an Ethernet network. The Layer 3
Switch always places IP packets into Ethernet packets to forward them on an Ethernet port.

* Encapsulation type - The format for the Layer 2 packets within which the Layer 3 Switch sends
IP packets.

®* Maximum Transmission Unit (MTU) - The maximum length of IP packet that a Layer 2 packet
can contain. IP packets that are longer than the MTU are fragmented and sent in multiple
Layer 2 packets. You can change the MTU globally or an individual ports:

- Global MTU - The default MTU value depends on the encapsulation type on a port and is
1500 bytes for Ethernet Il encapsulation and 1492 bytes for SNAP encapsulation.

- Port MTU - A port default MTU depends on the encapsulation type enabled on the port.

Changing the encapsulation type

The Layer 3 Switch encapsulates IP packets into Layer 2 packets, to send the IP packets on the
network. (A Layer 2 packet is also called a MAC layer packet or an Ethernet frame.) The source
address of a Layer 2 packet is the MAC address of the Layer 3 Switch interface sending the packet.
The destination address can be one of the following:

®* The MAC address of the IP packet destination. In this case, the destination device is directly
connected to the Layer 3 Switch.

®* The MAC address of the next-hop gateway toward the packet destination.

® An Ethernet broadcast address.

The entire IP packet, including the source and destination address and other control information
and the data, is placed in the data portion of the Layer 2 packet. Typically, an Ethernet network
uses one of two different formats of Layer 2 packet:

® Ethernetll
® Ethernet SNAP (also called IEEE 802.3)

The control portions of these packets differ slightly. All IP devices on an Ethernet network must use
the same format. Brocade Layer 3 Switches use Ethernet Il by default. You can change the IP
encapsulation to Ethernet SNAP on individual ports if needed.

NOTE
All devices connected to the Layer 3 Switch port must use the same encapsulation type.

To change the IP encapsulation type on interface 5 to Ethernet SNAP, enter the following
commands.

Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip encapsulation snap

Syntax: ip encapsulation snap | ethernet_ii

Changing the MTU

The Maximum Transmission Unit (MTU) is the maximum length of IP packet that a Layer 2 packet
can contain. IP packets that are longer than the MTU are fragmented and sent in multiple Layer 2
packets. You can change the MTU globally or on individual ports.
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The default MTU is 1500 bytes for Ethernet Il packets and 1492 for Ethernet SNAP packets.

MTU enhancements
Brocade devices contain the following enhancements to jumbo packet support:

* Hardware forwarding of Layer 3 jumbo packets - Layer 3 IP unicast jumbo packets received on
a port that supports the frame MTU size and forwarded to another port that also supports the
frame MTU size are forwarded in hardware. .

®* |ICMP unreachable message if a frame is too large to be forwarded - If a jumbo packet has the
Do not Fragment (DF) bit set, and the outbound interface does not support the packet MTU
size, the Brocade device sends an ICMP unreachable message to the device that sent the
packet.

NOTE
These enhancements apply only to transit traffic forwarded through the Brocade device.

Configuration considerations for increasing the MTU

®* The MTU command is applicable to VEs and physical IP interfaces. It applies to traffic routed
between networks.

®* You cannot use this command to set Layer 2 maximum frame sizes per interface. The global
jumbo command causes all interfaces to accept Layer 2 frames.

®* When you increase the MTU size of a port, the increase uses system resources. Increase the
MTU size only on the ports that need it. For example, if you have one port connected to a server
that uses jumbo frames and two other ports connected to clients that can support the jumbo
frames, increase the MTU only on those three ports. Leave the MTU size on the other ports at
the default value (1500 bytes). Globally increase the MTU size only if needed.

Forwarding traffic to a port with a smaller MTU size

In order to forward traffic from a port with 1500 MTU configured to a port that has a smaller MTU
(for example, 750) size, you must apply the mtu-exceed forward global command. To remove this
setting, enter the mtu-exceed hard-drop command. MTU-exceed hard-drop is the default state of

the router.

Syntax:mtu-exceed [ forward | hard-drop ]

e forward - forwards a packet from a port with a larger MTU to a port with a smaller MTU
® hard-drop - resets to default, removes the forward function.

Globally changing the Maximum Transmission Unit

The Maximum Transmission Unit (MTU) is the maximum size an IP packet can be when
encapsulated in a Layer 2 packet. If an IP packet is larger than the MTU allowed by the Layer 2
packet, the Layer 3 Switch fragments the IP packet into multiple parts that will fit into the Layer 2
packets, and sends the parts of the fragmented IP packet separately, in different Layer 2 packets.
The device that receives the multiple fragments of the IP packet reassembles the fragments into
the original packet.

You can increase the MTU size to accommodate jumbo packet sizes up to 10,240 bytes.

To globally enable jumbo support on all ports of a Brocade ICX 6650 device, enter commands such
as the following.
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Brocade(config)# jumbo
Brocade(config)# write memory
Brocade(config)# end

Brocade# reload

Syntax: [no] jumbo

NOTE
You must save the configuration change and then reload the software to enable jumbo support.

Changing the MTU on an individual port
By default, the maximum Ethernet MTU sizes are as follows:

® 1500 bytes - The maximum for Ethernet Il encapsulation

® 1492 bytes - The maximum for SNAP encapsulation
When jumbo mode is enabled, the maximum Ethernet MTU sizes are as follows:

®* 10,240 bytes- The maximum for Ethernet Il encapsulation
®* 10,240 bytes - The maximum for SNAP encapsulation

NOTE

If you set the MTU of a port to a value lower than the global MTU and from 576 through 1499, the
port fragments the packets. However, if the port MTU is exactly 1500 and this is larger than the
global MTU, the port drops the packets.

NOTE
You must save the configuration change and then reload the software to enable jumbo support.

To change the MTU for interface 1/1/5 to 1000, enter the following commands.

Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip mtu 1000
Brocade(config-if-e10000-1/1/5)# write memory
Brocade(config-if-e10000-1/1/5)# end

Brocade# reload

Syntax: [no] ip mtu num

The num parameter specifies the MTU. Ethernet Il packets can hold IP packets from 576 through
1500 bytes long. If jumbo mode is enabled, Ethernet Il packets can hold IP packets up to 10,240
bytes long. Ethernet SNAP packets can hold IP packets from 576 through 1492 bytes long. If jumbo
mode is enabled, SNAP packets can hold IP packets up to 10,240 bytes long. The default MTU for
Ethernet Il packets is 1500. The default MTU for SNAP packets is 1492.

Path MTU discovery (RFC 1191) support

Brocade ICX 6650 devices support the path MTU discovery method described in RFC 1191. When
the Brocade device receives an IP packet that has its Do not Fragment (DF) bit set, and the packet
size is greater than the MTU value of the outbound interface, then the Brocade device returns an
ICMP Destination Unreachable message to the source of the packet, with the Code indicating
"fragmentation needed and DF set". The ICMP Destination Unreachable message includes the MTU
of the outbound interface. The source host can use this information to help determine the
maximum MTU of a path to a destination.

RFC 1191 is supported on all interfaces.
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Changing the router ID

In most configurations, a Layer 3 Switch has multiple IP addresses, usually configured on different
interfaces. As a result, a Layer 3 Switch identity to other devices varies depending on the interface
to which the other device is attached. Some routing protocols, including Open Shortest Path First
(OSPF) and Border Gateway Protocol version 4 (BGP4), identify a Layer 3 Switch by just one of the
IP addresses configured on the Layer 3 Switch, regardless of the interfaces that connect the Layer
3 Switches. This IP address is the router ID.

NOTE
Routing Information Protocol (RIP) does not use the router ID.

NOTE
If you change the router ID, all current BGP4 sessions are cleared.

By default, the router ID on a Brocade Layer 3 Switch is one of the following:

® [f the router has loopback interfaces, the default router ID is the IP address configured on the
lowest numbered loopback interface configured on the Layer 3 Switch. For example, if you
configure loopback interfaces 1, 2, and 3 as follows, the default router ID is 192.168.9.9/24:

- Loopback interface 1, 192.168.9.9/24
- Loopback interface 2, 192.168.4.4/24
- Loopback interface 3, 192.168.1.1/24

* |f the device does not have any loopback interfaces, the default router ID is the lowest
numbered IP interface configured on the device.

If you prefer, you can explicitly set the router ID to any valid IP address. The IP address cannot be in
use on another device in the network.

NOTE

Brocade Layer 3 Switches use the same router ID for both OSPF and BGPA4. If the router is already
configured for OSPF, you may want to use the router ID that is already in use on the router rather
than set a new one. To display the router ID, enter the show ip command at any CLI level.

To change the router ID, enter a command such as the following,
Brocade(config)# ip router-id 192.168.22.26
Syntax: ip router-id ip-addr

The ip-addr can be any valid, unique IP address.

NOTE
You can specify an IP address used for an interface on the Brocade Layer 3 Switch, but do not specify
an IP address in use by another device.

Specifying a single source interface for specified
packet types

When the Layer 3 Switch originates a packet of one of the following types, the source address of
the packet is the lowest-numbered IP address on the interface that sends the packet:

®* Telnet
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® TACACS/TACACS+

e TFTP

* RADIUS
® Syslog
* SNTP

® SSH

® SNMP traps

You can configure the Layer 3 Switch to always use the lowest-numbered IP address on a specific
Ethernet, loopback, or virtual interface as the source addresses for these packets. When
configured, the Layer 3 Switch uses the same IP address as the source for all packets of the
specified type, regardless of the ports that actually sends the packets.

Identifying a single source IP address for specified packets provides the following benefits:

® [f your server is configured to accept packets only from specific IP addresses, you can use this
feature to simplify configuration of the server by configuring the Brocade device to always send
the packets from the same link or source address.

* |f you specify a loopback interface as the single source for specified packets, servers can
receive the packets regardless of the states of individual links. Thus, if a link to the server
becomes unavailable but the client or server can be reached through another link, the client or
server still receives the packets, and the packets still have the source IP address of the
loopback interface.

The software contains separate CLI commands for specifying the source interface for specific
packets. You can configure a source interface for one or more of these types of packets separately.

The following sections show the syntax for specifying a single source IP address for specific packet
types.

Telnet packets

To specify the IP address configured on a virtual interface as the device source for all Telnet
packets, enter commands such as the following.

Brocade(config)# interface loopback 2
Brocade(config-1bif-2)# ip address 10.0.0.2/24
Brocade(config-lbif-2)# exit

Brocade(config)# ip telnet source-interface loopback 2

The commands in this example configure loopback interface 2, assign IP address 10.0.0.2/24 to
the interface, then designate the interface as the source for all Telnet packets from the Layer 3
Switch.

The following commands configure an IP interface on an Ethernet port and designate the address
port as the source for all Telnet packets from the Layer 3 Switch.

Brocade(config)# interface ethernet 1/1/4
Brocade(config-if-e10000-1/1/4)# ip address 192.168.22.110/24
Brocade(config-if-e10000-1/1/4)# exit

Brocade(config)# ip telnet source-interface ethernet 1/1/4

Syntax: [no] ip telnet source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.
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TACACS/TACACS+ packets

To specify the lowest-numbered IP address configured on a virtual interface as the device source
for all TACACS/TACACS+ packets, enter commands such as the following.

Brocade(config)# interface ve 1
Brocade(config-vif-1)# ip address 10.0.0.3/24
Brocade(config-viT-1)# exit

Brocade(config)# ip tacacs source-interface ve 1

The commands in this example configure virtual interface 1, assign IP address 10.0.0.3/24 to the
interface, then designate the interface as the source for all TACACS/TACACS+ packets from the
Layer 3 Switch.

Syntax: [no] ip tacacs source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

RADIUS packets

To specify the lowest-numbered IP address configured on a virtual interface as the device source
for all RADIUS packets, enter commands such as the following.

Brocade(config)# interface ve 1
Brocade(config-vif-1)# ip address 10.0.0.3/24
Brocade(config-vif-1)# exit

Brocade(config)# ip radius source-interface ve 1

The commands in this example configure virtual interface 1, assign IP address 10.0.0.3/24 to the
interface, then designate the interface as the source for all RADIUS packets from the Layer 3
Switch.

Syntax: [no] ip radius source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

TFTP packets

To specify the lowest-numbered IP address configured on a virtual interface as the device source
for all TFTP packets, enter commands such as the following.

Brocade(config)# interface ve 1
Brocade(config-vif-1)# ip address 10.0.0.3/24
Brocade(config-vif-1)# exit

Brocade(config)# ip tftp source-interface ve 1

The commands in this example configure virtual interface 1, assign IP address 10.0.0.3/24 to the
interface, then designate the interface's address as the source address for all TFTP packets.

Syntax: [no] ip tftp source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

The default is the lowest-numbered IP address configured on the port through which the packet is
sent. The address therefore changes, by default, depending on the port.
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Syslog packets
To specify the lowest-numbered IP address configured on a virtual interface as the device source
for all Syslog packets, enter commands such as the following.

Brocade(config)# interface ve 1
Brocade(config-vif-1)# ip address 10.0.0.4/24
Brocade(config-viT-1)# exit

Brocade(config)# ip syslog source-interface ve 1

The commands in this example configure virtual interface 1, assign IP address 10.0.0.4/24 to the
interface, then designate the interface's address as the source address for all Syslog packets.

Syntax: [no] ip syslog source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

The default is the lowest-numbered IP or IPv6 address configured on the port through which the
packet is sent. The address therefore changes, by default, depending on the port.

SNTP packets
To specify the lowest-numbered IP address configured on a virtual interface as the device source
for all SNTP packets, enter commands such as the following.

Brocade(config)# interface ve 1
Brocade(config-vif-1)# ip address 10.0.0.5/24
Brocade(config-vif-1)# exit

Brocade(config)# ip sntp source-interface ve 1

The commands in this example configure virtual interface 1, assign IP address 10.0.0.5/24 to the
interface, then designate the interface's address as the source address for all SNTP packets.

Syntax: [no] ip sntp source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

The default is the lowest-numbered IP or IPv6 address configured on the port through which the
packet is sent. The address therefore changes, by default, depending on the port.

SSH packets

NOTE
When you specify a single SSH source, you can use only that source address to establish SSH
management sessions with the Brocade device.

To specify the numerically lowest IP address configured on a loopback interface as the device
source for all SSH packets, enter commands such as a the following.

Brocade(config)# interface loopback 2
Brocade(config-1bif-2)# ip address 10.0.0.2/24
Brocade(config-1bif-2)# exit

Brocade(config)# ip ssh source-interface loopback 2
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The commands in this example configure loopback interface 2, assign IP address 10.0.0.2/24 to
the interface, then designate the interface as the source for all SSH packets from the Layer 3
Switch.

Syntax: [no] ip ssh source-interface ethernet stack-unit/slotnum/portnum | loopback num | ve
num | management num

The num variable is a loopback interface, virtual interface or management interface number.

SNMP packets

To specify a loopback interface as the SNMP single source trap, enter commands such as the
following.

Brocade(config)# interface loopback 1
Brocade(config-lbif-1)# ip address 10.0.0.1/24
Brocade(config-lbif-1)# exit

Brocade(config)# snmp-server trap-source loopback 1

The commands in this example configure loopback interface 1, assign IP address 10.0.0.1/24 to
the loopback interface, then designate the interface as the SNMP trap source for this device.
Regardless of the port the Brocade device uses to send traps to the receiver, the traps always
arrive from the same source IP address.

Syntax: [no] snmp-server trap-source ethernet stack-unit/slotnum/portnum | loopback num | ve
num

The num variable is a loopback interface or virtual interface number.

ARP parameter configuration

Address Resolution Protocol (ARP) is a standard IP protocol that enables an IP Layer 3 Switch to
obtain the MAC address of another device interface when the Layer 3 Switch knows the IP address
of the interface. ARP is enabled by default and cannot be disabled.

NOTE

Brocade Layer 2 Switches also support ARP. The description in “How ARP works” also applies to ARP
on Brocade Layer 2 Switches. However, the configuration options described later in this section
apply only to Layer 3 Switches, not to Layer 2 Switches.

How ARP works

A Layer 3 Switch needs to know a destination MAC address when forwarding traffic, because the
Layer 3 Switch encapsulates the IP packet in a Layer 2 packet (MAC layer packet) and sends the
Layer 2 packet to a MAC interface on a device directly attached to the Layer 3 Switch. The device
can be the packet final destination or the next-hop router toward the destination.

The Layer 3 Switch encapsulates IP packets in Layer 2 packets regardless of whether the ultimate
destination is locally attached or is multiple router hops away. Since the Layer 3 Switch IP route
table and IP forwarding cache contain IP address information but not MAC address information, the
Layer 3 Switch cannot forward IP packets based solely on the information in the route table or
forwarding cache. The Layer 3 Switch needs to know the MAC address that corresponds with the IP
address of either the packet locally attached destination or the next-hop router that leads to the
destination.
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For example, to forward a packet whose destination is multiple router hops away, the Layer 3
Switch must send the packet to the next-hop router toward its destination, or to a default route or
default network route if the IP route table does not contain a route to the packet destination. In
each case, the Layer 3 Switch must encapsulate the packet and address it to the MAC address of a
locally attached device, the next-hop router toward the IP packet destination.

To obtain the MAC address required for forwarding a datagram, the Layer 3 Switch does the
following:

® First, the Layer 3 Switch looks in the ARP cache (not the static ARP table) for an entry that lists
the MAC address for the IP address. The ARP cache maps IP addresses to MAC addresses. The
cache also lists the port attached to the device and, if the entry is dynamic, the age of the
entry. A dynamic ARP entry enters the cache when the Layer 3 Switch receives an ARP reply or
receives an ARP request (which contains the sender IP address and MAC address). A static
entry enters the ARP cache from the static ARP table (which is a separate table) when the
interface for the entry comes up.

To ensure the accuracy of the ARP cache, each dynamic entry has its own age timer. The timer
is reset to zero each time the Layer 3 Switch receives an ARP reply or ARP request containing
the IP address and MAC address of the entry. If a dynamic entry reaches its maximum
allowable age, the entry times out and the software removes the entry from the table. Static
entries do not age out and can be removed only by you.

* |f the ARP cache does not contain an entry for the destination IP address, the Layer 3 Switch
broadcasts an ARP request out all its IP interfaces. The ARP request contains the IP address of
the destination. If the device with the IP address is directly attached to the Layer 3 Switch, the
device sends an ARP response containing its MAC address. The response is a unicast packet
addressed directly to the Layer 3 Switch. The Layer 3 Switch places the information from the
ARP response into the ARP cache.

ARP requests contain the IP address and MAC address of the sender, so all devices that
receive the request learn the MAC address and IP address of the sender and can update their
own ARP caches accordingly.

NOTE
The ARP request broadcast is a MAC broadcast, which means the broadcast goes only to

devices that are directly attached to the Layer 3 Switch. A MAC broadcast is not routed to other
networks. However, some routers, including Brocade Layer 3 Switches, can be configured to
reply to ARP requests from one network on behalf of devices on another network. Refer to
“Enabling proxy ARP” on page 38.

NOTE

If the router receives an ARP request packet that it is unable to deliver to the final destination
because of the ARP timeout and no ARP response is received (the Layer 3 Switch knows of no route
to the destination address), the router sends an ICMP Host Unreachable message to the source.

Rate limiting ARP packets

You can limit the number of ARP packets the Brocade device accepts during each second. By
default, the software does not limit the number of ARP packets the device can receive. Since the
device sends ARP packets to the CPU for processing, if a device in a busy network receives a high
number of ARP packets in a short period of time, some CPU processing might be deferred while the
CPU processes the ARP packets.
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To prevent the CPU from becoming flooded by ARP packets in a busy network, you can restrict the
number of ARP packets the device will accept each second. When you configure an ARP rate limit,
the device accepts up to the maximum number of packets you specify, but drops additional ARP
packets received during the one-second interval. When a new one-second interval starts, the
counter restarts at zero, so the device again accepts up to the maximum number of ARP packets
you specified, but drops additional packets received within the interval.

To limit the number of ARP packets the device will accept each second, enter the rate-limit-arp
command at the global CONFIG level of the CLI.

Brocade(config)# rate-limit-arp 100
This command configures the device to accept up to 100 ARP packets each second. If the device

receives more than 100 ARP packets during a one-second interval, the device drops the additional
ARP packets during the remainder of that one-second interval.

Syntax: [no] rate-limit-arp num

The num parameter specifies the number of ARP packets and can be from O through 100. If you
specify 0, the device will not accept any ARP packets.

NOTE

If you want to change a previously configured the ARP rate limiting policy, you must remove the
previously configured policy using the no rate-limit-arp num command before entering the new
policy.

Changing the ARP aging period

When the Layer 3 Switch places an entry in the ARP cache, the Layer 3 Switch also starts an aging
timer for the entry. The aging timer ensures that the ARP cache does not retain learned entries that
are no longer valid. An entry can become invalid when the device with the MAC address of the entry
is no longer on the network.

The ARP age affects dynamic (learned) entries only, not static entries. The default ARP age is ten
minutes. On Layer 3 Switches, you can change the ARP age to a value from O through 240 minutes.
You cannot change the ARP age on Layer 2 Switches. If you set the ARP age to zero, aging is
disabled and entries do not age out.

To globally change the ARP aging parameter to 20 minutes, enter the ip arp-age command.
Brocade(config)# ip arp-age 20
Syntax: ip arp-age num

The num parameter specifies the number of minutes and can be from O through 240. The default
is 10. If you specify O, aging is disabled.

To override the globally configured IP ARP age on an individual interface, enter a command such as
the following at the interface configuration level.

Brocade(config-if-e10000-1/1/1)# ip arp-age 30
Syntax: [no] ip arp-age num

The num parameter specifies the number of minutes and can be from O through 240. The default
is the globally configured value, which is 10 minutes by default. If you specify O, aging is disabled.
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Enabling proxy ARP

Proxy ARP allows a Layer 3 Switch to answer ARP requests from devices on one network on behalf
of devices in another network. Since ARP requests are MAC-layer broadcasts, they reach only the
devices that are directly connected to the sender of the ARP request. Thus, ARP requests do not
cross routers.

For example, if Proxy ARP is enabled on a Layer 3 Switch connected to two subnets,
192.168.10.0/24 and 192.168.20.0/24, the Layer 3 Switch can respond to an ARP request from
192.168.10.69 for the MAC address of the device with IP address 192.168.20.69. In standard ARP,
a request from a device in the 192.168.10.0/24 subnet cannot reach a device in the 192.168.20.0
subnet if the subnets are on different network cables, and thus is not answered.

NOTE

An ARP request from one subnet can reach another subnet when both subnets are on the same
physical segment (Ethernet cable), because MAC-layer broadcasts reach all the devices on the
segment.

Proxy ARP is disabled by default on Brocade Layer 3 Switches. This feature is not supported on
Brocade Layer 2 Switches.

You can enable proxy ARP at the Interface level, as well as at the Global CONFIG level, of the CLI.

NOTE
Configuring proxy ARP at the Interface level overrides the global configuration.

Enabling proxy ARP globally
To enable IP proxy ARP on a global basis, enter the ip proxy-arp command.

Brocade(config)# ip proxy-arp

To again disable IP proxy ARP on a global basis, enter the no ip proxy-arp command.

Brocade(config)# no ip proxy-arp

Syntax: [no] ip proxy-arp

Enabling IP ARP on an interface

NOTE
Configuring proxy ARP at the Interface level overrides the global configuration.

To enable IP proxy ARP on an interface, enter the following commands.
Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip proxy-arp enable

To again disable IP proxy ARP on an interface, enter the following command.

Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip proxy-arp disable

Syntax: [no] ip proxy-arp enable | disable
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Enabling local proxy ARP

Brocade devices support Proxy Address Resolution Protocol (Proxy ARP), a feature that enables
router ports to respond to ARP requests for subnets it can reach. However, router ports will not
respond to ARP requests for IP addresses in the same subnet as the incoming ports, unless Local
Proxy ARP per IP interface is enabled. Local Proxy ARP enables router ports to reply to ARP
requests for IP addresses within the same subnet and to forward all traffic between hosts in the
subnet.

When Local Proxy ARP is enabled on a router port, the port will respond to ARP requests for IP
addresses within the same subnet, if it has ARP entries for the destination IP addresses in the ARP
cache. If it does not have ARP entries for the IP addresses, the port will attempt to resolve them by
broadcasting its own ARP requests.

Local Proxy ARP is disabled by default. To use Local Proxy ARP, Proxy ARP (ip proxy-arp command)
must be enabled globally on the Brocade device. You can enter the CLI command to enable Local
Proxy ARP even though Proxy ARP is not enabled, however, the configuration will not take effect
until you enable Proxy ARP.

Use the show run command to view the ports on which Local Proxy ARP is enabled.
To enable Local Proxy ARP, enter commands such as the following.

Brocade(config)# interface ethernet 1/1/4
Brocade(config-if-e10000-1/1/4)# ip local-proxy-arp
Syntax: [no] ip local-proxy-arp

Use the no form of the command to disable Local Proxy ARP.

Creating static ARP entries

Brocade Layer 3 Switches have a static ARP table, in addition to the regular ARP cache. The static
ARP table contains entries that you configure.

Static entries are useful in cases where you want to pre-configure an entry for a device that is not
connected to the Layer 3 Switch, or you want to prevent a particular entry from aging out. The
software removes a dynamic entry from the ARP cache if the ARP aging interval expires before the
entry is refreshed. Static entries do not age out, regardless of whether the Brocade device receives
an ARP request from the device that has the entry address.

NOTE
You cannot create static ARP entries on a Layer 2 Switch.

The maximum number of static ARP entries you can configure depends on the software version
running on the device. Refer to “Changing the maximum number of entries the static ARP table can
hold” on page 40.

To display the ARP cache and static ARP table, refer to the following:

* To display the ARP table, refer to “Displaying the ARP cache” on page 118.
* To display the static ARP table, refer to “Displaying the static ARP table” on page 120.

To create a static ARP entry, enter a command such as the following.
Brocade(config)# arp 1 192.168.4.2 0000.0094.2348 ethernet 1/1/2

Syntax: arp num ip-addr mac-addr ethernet port
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The num parameter specifies the entry number. You can specify a number from 1 up to the
maximum number of static entries allowed on the device.

The ip-addr parameter specifies the IP address of the device that has the MAC address of the entry.
The mac-addr parameter specifies the MAC address of the entry.

The ethernet port command specifies the port number attached to the device that has the MAC
address of the entry.Specify the port variable in the format stack-unit/slotnum/portnum.

Changing the maximum number of entries the static ARP table can hold

If you need to change the maximum number of entries supported on a Layer 3 Switch, use the
method described in this section.

NOTE

The basic procedure for changing the static ARP table size is the same as the procedure for changing
other configurable cache or table sizes. Refer to the section “Displaying system parameter default
values” in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration Guide.

To increase the maximum number of static ARP table entries you can configure on a Brocade Layer
3 Switch, enter commands such as the following at the global CONFIG level of the CLI.

Brocade(config)# system-max ip-static-arp 1000
Brocade(config)# write memory
Brocade(config)# end

Brocade# reload

NOTE
You must save the configuration to the startup-config file and reload the software after changing the
static ARP table size to place the change into effect.

Syntax: system-max ip-static-arp num

The num parameter indicates the maximum number of static ARP entriesdepending on the
software version running on the device.

Configuring forwarding parameters

The following configurable parameters control the forwarding behavior of Brocade Layer 3
Switches:

® Time-To-Live (TTL) threshold

®* Forwarding of directed broadcasts

* Forwarding of source-routed packets

® Ones-based and zero-based broadcasts

All these parameters are global and thus affect all IP interfaces configured on the Layer 3 Switch.

To configure these parameters, use the procedures in the following sections.
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Changing the TIL threshold

The time to live (TTL) threshold prevents routing loops by specifying the maximum number of router
hops an IP packet originated by the Layer 3 Switch can travel through. Each device capable of
forwarding IP that receives the packet decrements (decreases) the packet TTL by one. If a device
receives a packet with a TTL of 1 and reduces the TTL to zero, the device drops the packet.

The default TTL is 64. You can change the TTL to a value from 1 through 255.

To modify the TTL threshold to 25, enter the ip ttl command.

Brocade(config)# ip ttl 25

Syntax: ip ttl 1-255

Enabling forwarding of directed broadcasts

A directed broadcast is an IP broadcast to all devices within a single directly-attached network or

subnet. A net-directed broadcast goes to all devices on a given network. A subnet-directed
broadcast goes to all devices within a given subnet.

NOTE

Aless common type, the all-subnets broadcast, goes to all directly-attached subnets. Forwarding for
this broadcast type also is supported, but most networks use IP multicasting instead of all-subnet
broadcasting.

Forwarding for all types of IP directed broadcasts is disabled by default. You can enable forwarding
for all types if needed. You cannot enable forwarding for specific broadcast types.

To enable forwarding of IP directed broadcasts, enter the ip directed-broadcast command.
Brocade(config)# ip directed-broadcast
Syntax: [no] ip directed-broadcast

Brocade software makes the forwarding decision based on the router's knowledge of the
destination network prefix. Routers cannot determine that a message is unicast or directed
broadcast apart from the destination network prefix. The decision to forward or not forward the
message is by definition only possible in the last hop router.

To disable the directed broadcasts, enter the no ip directed-broadcast command in the CONFIG
mode.

Brocade(config)# no ip directed-broadcast
To enable directed broadcasts on an individual interface instead of globally for all interfaces, enter
commands such as the following.

Brocade(config)# interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)# ip directed-broadcast

Syntax: [no] ip directed-broadcast

Disabling forwarding of IP source-routed packets

A source-routed packet specifies the exact router path for the packet. The packet specifies the path
by listing the IP addresses of the router interfaces through which the packet must pass on its way to
the destination. The Layer 3 Switch supports both types of IP source routing:
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® Strict source routing - requires the packet to pass through only the listed routers. If the Layer 3
Switch receives a strict source-routed packet but cannot reach the next hop interface specified
by the packet, the Layer 3 Switch discards the packet and sends an ICMP Source-Route-Failure
message to the sender.

NOTE
The Layer 3 Switch allows you to disable sending of the Source-Route-Failure messages. Refer
to “Disabling ICMP messages” on page 43.

® Loose source routing - requires that the packet pass through all of the listed routers but also
allows the packet to travel through other routers, which are not listed in the packet.

The Layer 3 Switch forwards both types of source-routed packets by default. To disable the feature,
use either of the following methods. You cannot enable or disable strict or loose source routing
separately.

To disable forwarding of IP source-routed packets, enter the no ip source-route command.

Brocade(config)# no ip source-route
Syntax: [no] ip source-route

To re-enable forwarding of source-routed packets, enter the ip source-route command.

Brocade(config)# ip source-route

Enabling support for zero-based IP subnet broadcasts

By default, the Layer 3 Switch treats IP packets with all ones in the host portion of the address as IP
broadcast packets. For example, the Layer 3 Switch treats IP packets with 192.168.22.255/24 as
the destination IP address as IP broadcast packets and forwards the packets to all IP hosts within

the 192.168.22.x subnet (except the host that sent the broadcast packet to the Layer 3 Switch).

Most IP hosts are configured to receive IP subnet broadcast packets with all ones in the host
portion of the address. However, some older IP hosts instead expect IP subnet broadcast packets
that have all zeros instead of all ones in the host portion of the address. To accommodate this type
of host, you can enable the Layer 3 Switch to treat IP packets with all zeros in the host portion of
the destination IP address as broadcast packets.

NOTE

When you enable the Layer 3 Switch for zero-based subnet broadcasts, the Layer 3 Switch still treats
IP packets with all ones the host portion as IP subnet broadcasts too. Thus, the Layer 3 Switch can
be configured to support all ones only (the default) or all ones and all zeroes.

NOTE
This feature applies only to IP subnet broadcasts, not to local network broadcasts. The local network
broadcast address is still expected to be all ones.

To enable the Layer 3 Switch for zero-based IP subnet broadcasts in addition to ones-based IP
subnet broadcasts, enter the following command.

Brocade(config)# ip broadcast-zero
Brocade(config)# write memory
Brocade(config)# end

Brocade# reload
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NOTE
You must save the configuration and reload the software to place this configuration change into
effect.

Syntax: [no] ip broadcast-zero

Disabling ICMP messages

Brocade devices are enabled to reply to ICMP echo messages and send ICMP Destination
Unreachable messages by default.

You can selectively disable the following types of Internet Control Message Protocol (ICMP)
messages:

®* Echo messages (ping messages) — The Layer 3 Switch replies to IP pings from other IP devices.

® Destination Unreachable messages - If the Layer 3 Switch receives an IP packet that it cannot
deliver to its destination, the Layer 3 Switch discards the packet and sends a message back to
the device that sent the packet to the Layer 3 Switch. The message informs the device that the
destination cannot be reached by the Layer 3 Switch.

Disabling replies to broadcast ping requests

By default, Brocade devices are enabled to respond to broadcast ICMP echo packets, which are
ping requests.

To disable response to broadcast ICMP echo packets (ping requests), enter the following command.

Brocade(config)# no ip icmp echo broadcast-request
Syntax: [no] ip icmp echo broadcast-request

If you need to re-enable response to ping requests, enter the following command.

Brocade(config)# ip icmp echo broadcast-request

Disabling ICMP destination unreachable messages

By default, when a Brocade device receives an IP packet that the device cannot deliver, the device
sends an ICMP Unreachable message back to the host that sent the packet. You can selectively
disable a Brocade device response to the following types of ICMP Unreachable messages:

® Administration - The packet was dropped by the Brocade device due to a filter or ACL
configured on the device.

* Fragmentation-needed - The packet has the Do not Fragment bit set in the IP Flag field, but
the Brocade device cannot forward the packet without fragmenting it.

®* Host - The destination network or subnet of the packet is directly connected to the Brocade
device, but the host specified in the destination IP address of the packet is not on the network.

® Port - The destination host does not have the destination TCP or UDP port specified in the
packet. In this case, the host sends the ICMP Port Unreachable message to the Brocade
device, which in turn sends the message to the host that sent the packet.

® Protocol - The TCP or UDP protocol on the destination host is not running. This message is
different from the Port Unreachable message, which indicates that the protocol is running on
the host but the requested protocol port is unavailable.
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® Source-route-failure - The device received a source-routed packet but cannot locate the
next-hop IP address indicated in the packet Source-Route option.

You can disable the Brocade device from sending these types of ICMP messages on an individual
basis. To do so, use the following CLI method.

NOTE

Disabling an ICMP Unreachable message type does not change the Brocade device ability to forward
packets. Disabling ICMP Unreachable messages prevents the device from generating or forwarding
the Unreachable messages.

To disable all ICMP Unreachable messages, enter the no ip icmp unreachable command.

Brocade(config)# no ip icmp unreachable

Syntax: [no] ip icmp unreachable [host | protocol | administration | fragmentation-needed | port
| source-route-fail]

® [f you enter the command without specifying a message type (as in the example above), all
types of ICMP Unreachable messages listed above are disabled. If you want to disable only
specific types of ICMP Unreachable messages, you can specify the message type. To disable
more than one type of ICMP message, enter the no ip icmp unreachable command for each
messages type.

®* The administration parameter disables ICMP Unreachable (caused by Administration action)
messages.

* The fragmentation-needed parameter disables ICMP Fragmentation-Needed But Do
not-Fragment Bit Set messages.

®* The host parameter disables ICMP Host Unreachable messages.
®* The port parameter disables ICMP Port Unreachable messages.
® The protocol parameter disables ICMP Protocol Unreachable messages.

®* The source-route-fail parameter disables ICMP Unreachable (caused by Source-Route-Failure)
messages.

To disable ICMP Host Unreachable messages but leave the other types of ICMP Unreachable
messages enabled, enter the following commands instead of the command shown above.

Brocade(config)# no ip icmp unreachable host

If you have disabled all ICMP Unreachable message types but you want to re-enable certain types,
for example ICMP Host Unreachable messages, you can do so by entering the following command.

Brocade(config)# ip icmp unreachable host

Disabling ICMP redirect messages

You can disable or re-enable ICMP redirect messages. By default, a Brocade Layer 3 Switch sends
an ICMP redirect message to the source of a misdirected packet in addition to forwarding the
packet to the appropriate router. You can disable ICMP redirect messages on a global basis or on
an individual port basis.

NOTE
The device forwards misdirected traffic to the appropriate router, even if you disable the redirect
messages.
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To disable ICMP redirect messages globally, enter the following command at the global CONFIG
level of the CLI:

Brocade(config)# no ip icmp redirect
Syntax: [no] ip icmp redirects

To disable ICMP redirect messages on a specific interface, enter the following command at the
configuration level for the interface:

Brocade(config)# interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)# no ip redirect

Syntax: [no] ip redirect

Static routes configuration

The IP route table can receive routes from the following sources:

* Directly-connected networks - When you add an IP interface, the Layer 3 Switch automatically
creates a route for the network the interface is in.

®* RIP - If RIP is enabled, the Layer 3 Switch can learn about routes from the advertisements
other RIP routers send to the Layer 3 Switch. If the route has a lower administrative distance
than any other routes from different sources to the same destination, the Layer 3 Switch
places the route in the IP route table.

® OSPF - Refer to RIP, but substitute “OSPF” for “RIP”.
® BGP4 - Refer to RIP, but substitute “BGP4” for “RIP”.

* Default network route - A statically configured default route that the Layer 3 Switch uses if
other default routes to the destination are not available. Refer to “Configuring a default
network route” on page 54.

* Statically configured route - You can add routes directly to the route table. When you add a
route to the IP route table, you are creating a static IP route. This section describes how to add
static routes to the IP route table.

Static route types

You can configure the following types of static IP routes:

® Standard - the static route consists of the destination network address and network mask,
and the IP address of the next-hop gateway. You can configure multiple standard static routes
with the same metric for load sharing or with different metrics to provide a primary route and
backup routes.

* Interface-based - the static route consists of the destination network address and network
mask, and the Layer 3 Switch interface through which you want the Layer 3 Switch to send
traffic for the route. Typically, this type of static route is for directly attached destination
networks.

®* Null - the static route consists of the destination network address and network mask, and the
“null0” parameter. Typically, the null route is configured as a backup route for discarding traffic
if the primary route is unavailable.
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Static IP route parameters

When you configure a static IP route, you must specify the following parameters:

®* The IP address and network mask for the route destination network.
®* The route path, which can be one of the following:

- The IP address of a next-hop gateway

- An Ethernet port

- Avirtual interface (a routing interface used by VLANSs for routing Layer 3 protocol traffic
among one another)

- A“null” interface. The Layer 3 Switch drops traffic forwarded to the null interface.
You also can specify the following optional parameters:

®* The metric for the route - The value the Layer 3 Switch uses when comparing this route to
other routes in the IP route table to the same destination. The metric applies only to routes that
the Layer 3 Switch has already placed in the IP route table. The default metric for static IP
routes is 1.

®* The administrative distance for the route - The value that the Layer 3 Switch uses to compare
this route with routes from other route sources to the same destination before placing a route
in the IP route table. This parameter does not apply to routes that are already in the IP route
table. The default administrative distance for static IP routes is 1.

The default metric and administrative distance values ensure that the Layer 3 Switch always
prefers static IP routes over routes from other sources to the same destination.

Multiple static routes to the same destination provide load sharing and
redundancy

You can add multiple static routes for the same destination network to provide one or more of the
following benefits:

* |Pload balancing - When you add multiple IP static routes for the same destination to different
next-hop gateways, and the routes each have the same metric and administrative distance, the
Layer 3 Switch can load balance traffic to the routes’ destination. For information about IP load
balancing, refer to “Configuring IP load sharing” on page 55.

® Path redundancy - When you add multiple static IP routes for the same destination, but give
the routes different metrics or administrative distances, the Layer 3 Switch uses the route with
the lowest administrative distance by default, but uses another route to the same destination if
the first route becomes unavailable.

Refer to the following sections for examples and configuration information:

® “Configuring load balancing and redundancy using multiple static routes to the same
destination” on page 49

® “Configuring standard static IP routes and interface or null static routes to the same
destination” on page 50
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Static route states follow port states

IP static routes remain in the IP route table only so long as the port or virtual interface used by the
route is available. If the port or virtual routing interface becomes unavailable, the software removes
the static route from the IP route table. If the port or virtual routing interface becomes available
again later, the software adds the route back to the route table.

This feature allows the Layer 3 Switch to adjust to changes in network topology. The Layer 3 Switch
does not continue trying to use routes on unavailable paths but instead uses routes only when their
paths are available.

Figure 4 shows an example of a network containing a static route. The static route is configured on
Switch A, as shown in the CLI example following the figure.

FIGURE 4 Example of a static route

| 10.95.6.188/24 10.95.6.157/24 | | 10.95.7.7/24

[ Switch A [e 112 ‘ | SwitchB o 17173

10.95.7.69/24

The following command configures a static route to 10.95.7.0, using 10.95.6.157 as the next-hop
gateway.

Brocade(config)# ip route 10.95.7.0/24 10.95.6.157

When you configure a static IP route, you specify the destination address for the route and the
next-hop gateway or Layer 3 Switch interface through which the Layer 3 Switch can reach the route.
The Layer 3 Switch adds the route to the IP route table. In this case, Switch A knows that
10.95.6.157 is reachable through port 1/1/2, and also assumes that local interfaces within that
subnet are on the same port. Switch A deduces that IP interface 10.95.7.188 is also on port 1/1/2.

The software automatically removes a static IP route from the IP route table if the port used by that
route becomes unavailable. When the port becomes available again, the software automatically
re-adds the route to the IP route table.

Configuring a static IP route

To configure an IP static route with a destination address of 192.168.0.0 255.0.0.0 and a next-hop
router IP address of 192.168.1.1, enter a command such as the following.

Brocade(config)# ip route 192.168.0.0 255.0.0.0 192.168.1.1

To configure a static IP route with an Ethernet port instead of a next-hop address, enter a command
such as the following.

Brocade(config)# ip route 192.168.2.69 255.255.255.0 ethernet 1/1/4

The command in the previous example configures a static IP route for destination network
192.168.2.69/24. Since an Ethernet port is specified instead of a gateway IP address as the next
hop, the Layer 3 Switch always forwards traffic for the 192.168.2.69/24 network to port 1/1/4.
The command in the following example configures an IP static route that uses virtual interface 3 as
its next hop.
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Brocade(config)# ip route 192.168.2.71 255.255.255.0 ve 3

The command in the following example configures an IP static route that uses port 1/1/2 as its
next hop.

Brocade(config)# ip route 192.168.2.73 255.255.255.0 ethernet 1/1/2

Syntax: ip route dest-ip-addr dest-mask
next-hop-ip-addr |
ethernet stack-unit/slotnum/portnum | ve num
[metric] [distance num]

or

Syntax: ip route dest-ip-addr/mask-bits
next-hop-ip-addr |
ethernet stack-unit/slotnum/portnum | ve num
[metric] [distance num]

The dest-ip-addr is the route destination. The dest-mask is the network mask for the route
destination IP address. Alternatively, you can specify the network mask information by entering a
forward slash followed by the number of bits in the network mask. For example, you can enter
192.168.0.0 255.255.255.0 as 192.168.0.0/.24.

The next-hop-ip-addr is the IP address of the next-hop router (gateway) for the route.

If you do not want to specify a next-hop IP address, you can instead specify a port or interface
number on the Layer 3 Switch. The num parameter is a virtual interface number. If you instead
specify an Ethernet port, the portnum is the port number (including the stack unit and slot
number). In this case, the Layer 3 Switch forwards packets destined for the static route destination
network to the specified interface. Conceptually, this feature makes the destination network like a
directly connected network, associated with a specific Layer 3 Switch interface.

NOTE
The port or virtual interface you use for the static route next hop must have at least one IP address
configured on it. The address does not need to be in the same subnet as the destination network.

The metric parameter can be a number from 1 through 16. The default is 1.

NOTE
If you specify 16, RIP considers the metric to be infinite and thus also considers the route to be
unreachable.

The distance num parameter specifies the administrative distance of the route. When comparing
otherwise equal routes to a destination, the Layer 3 Switch prefers lower administrative distances
over higher ones, so make sure you use a low value for your default route. The default is 1.

NOTE

The Layer 3 Switch will replace the static route if the it receives a route with a lower administrative
distance. Refer to “Administrative distance” on page 207 for a list of the default administrative
distances for all types of routes.

NOTE
You can also assign the default router as the destination by entering 0.0.0.0 0.0.0.0 XXX.XXX.XXX.XXX.
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Configuring a “Null” route

You can configure the Layer 3 Switch to drop IP packets to a specific network or host address by
configuring a “null” (sometimes called “null0”) static route for the address. When the Layer 3
Switch receives a packet destined for the address, the Layer 3 Switch drops the packet instead of
forwarding it.

To configure a null static route, use the following CLI method.

To configure a null static route to drop packets destined for network 192.168.22.x, enter the
following commands.

Brocade(config)# ip route 192.168.22.0 255.255.255.0 nullO
Brocade(config)# write memory

Syntax: ip route ip-addr ip-mask nullO [metric] [distance num]
or
Syntax: ip route ip-addr/mask-bits nullO [metric] [distance num]

To display the maximum value for your device, enter the show default values command. The
maximum number of static IP routes the system can hold is listed in the ip-static-route row in the
System Parameters section of the display. To change the maximum value, use the system-max
ip-static-route num command at the global CONFIG level.

The ip-addr parameter specifies the network or host address. The Layer 3 Switch will drop packets
that contain this address in the destination field instead of forwarding them.

The ip-mask parameter specifies the network mask. Ones are significant bits and zeros allow any
value. For example, the mask 255.255.255.0 matches on all hosts within the Class C subnet
address specified by ip-addr. Alternatively, you can specify the number of bits in the network mask.
For example, you can enter 192.168.22.0/24 instead of 192.168.22.0 255.255.255.0.

The null0 parameter indicates that this is a null route. You must specify this parameter to make this
a null route.

The metric parameter adds a cost to the route. You can specify from 1 through 16. The default is 1.

The distance num parameter configures the administrative distance for the route. You can specify a
value from 1 through 255. The default is 1. The value 255 makes the route unusable.

NOTE

The last two parameters are optional and do not affect the null route, unless you configure the
administrative distance to be 255. In this case, the route is not used and the traffic might be
forwarded instead of dropped.

Configuring load balancing and redundancy
using multiple static routes to the same destination

You can configure multiple static IP routes to the same destination, for the following benefits:

* |Pload sharing - If you configure more than one static route to the same destination, and the
routes have different next-hop gateways but have the same metrics, the Layer 3 Switch load
balances among the routes using basic round-robin. For example, if you configure two static
routes with the same metrics but to different gateways, the Layer 3 Switch alternates between
the two routes. For information about IP load balancing, refer to “Configuring IP load sharing”
on page 55.
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* Backup Routes - If you configure multiple static IP routes to the same destination, but give the
routes different next-hop gateways and different metrics, the Layer 3 Switch will always use the
route with the lowest metric. If this route becomes unavailable, the Layer 3 Switch will fail over
to the static route with the next-lowest metric, and so on.

NOTE

You also can bias the Layer 3 Switch to select one of the routes by configuring them with different
administrative distances. However, make sure you do not give a static route a higher administrative
distance than other types of routes, unless you want those other types to be preferred over the static
route. For a list of the default administrative distances, refer to “Administrative distance” on

page 207.

The steps for configuring the static routes are the same as described in the previous section. The
following sections provide examples.

To configure multiple static IP routes, enter commands such as the following.

Brocade(config)# ip route 192.168.2.69 255.255.255.0 192.168.22.1
Brocade(config)# ip route 192.168.2.69 255.255.255.0 192.168.10.1

The commands in the previous example configure two static IP routes. The routes go to different
next-hop gateways but have the same metrics. These commands use the default metric value (1),
so the metric is not specified. These static routes are used for load sharing among the next-hop
gateways.

The following commands configure static IP routes to the same destination, but with different
metrics. The route with the lowest metric is used by default. The other routes are backups in case
the first route becomes unavailable. The Layer 3 Switch uses the route with the lowest metric if the
route is available.

Brocade(config)# ip route 192.168.2.69 255.255.255.0 192.168.22.1
Brocade(config)# ip route 192.168.2.69 255.255.255.0 192.168.10.1 2
Brocade(config)# ip route 192.168.2.69 255.255.255.0 192.168.1 3

In this example, each static route has a different metric. The metric is not specified for the first
route, so the default (1) is used. A metric is specified for the second and third static IP routes. The
second route has a metric of two and the third route has a metric of 3. Thus, the second route is
used only of the first route (which has a metric of 1) becomes unavailable. Likewise, the third route
is used only if the first and second routes (which have lower metrics) are both unavailable.

For complete syntax information, refer to “Configuring a static IP route” on page 47.

Configuring standard static IP routes and interface or null static routes to the
same destination

You can configure a nullO or interface-based static route to a destination and also configure a
normal static route to the same destination, so long as the route metrics are different.

When the Layer 3 Switch has multiple routes to the same destination, the Layer 3 Switch always
prefers the route with the lowest metric. Generally, when you configure a static route to a
destination network, you assign the route a low metric so that the Layer 3 Switch prefers the static
route over other routes to the destination.
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This feature is especially useful for the following configurations. These are not the only allowed
configurations but they are typical uses of this enhancement:

®* When you want to ensure that if a given destination network is unavailable, the Layer 3 Switch
drops (forwards to the null interface) traffic for that network instead of using alternate paths to
route the traffic. In this case, assigh the normal static route to the destination network a lower
metric than the null route.

®* When you want to use a specific interface by default to route traffic to a given destination
network, but want to allow the Layer 3 Switch to use other interfaces to reach the destination
network if the path that uses the default interface becomes unavailable. In this case, give the
interface route a lower metric than the normal static route.

NOTE
You cannot add a null or interface-based static route to a network if there is already a static route of
any type with the same metric you specify for the null or interface-based route.

Figure 5 shows an example of two static routes configured for the same destination network. In this
example, one of the routes is a standard static route and has a metric of 1. The other static route is
a null route and has a higher metric than the standard static route. The Layer 3 Switch always
prefers the static route with the lower metric. In this example, the Layer 3 Switch always uses the
standard static route for traffic to destination network 192.168.7.0/24, unless that route becomes
unavailable, in which case the Layer 3 Switch sends traffic to the null route instead.
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FIGURE 5 Standard and null static routes to the same destination network

Two static routes to 192.168.7.0/24:

--Standard static route through
gateway 192.168.6.157, with metric 1

--Null route, with metric 2

192.168.6.188/24 192.168.6.157/24 192.168.7.7/24
When standard static route
is good, Switch A uses that
route.

S

192.168.7.69/24

192.168.6.188/24 .168.6. ey 192.168.7.7/24
wite 192.168.6.157/24 | Switch B X

If standard static route is
unavailable, Switch A uses

the null route (in effect dropping
instead of forwarding the packets).

S
192.168.7.69/24
Null |

Figure 6 shows another example of two static routes. In this example, a standard static route and
an interface-based static route are configured for destination network 192.168.6.0/24. The
interface-based static route has a lower metric than the standard static route. As a result, the Layer
3 Switch always prefers the interface-based route when the route is available. However, if the
interface-based route becomes unavailable, the Layer 3 Switch still forwards the traffic toward the
destination using an alternate route through gateway 192.168.8.11/24.
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FIGURE 6 Standard and interface routes to the same destination network

Two static routes to 192.168.6.0/24:

--Interface-based route through
Port1/1/1, with metric 1.

--Standard static route through
gateway 192.168.8.11, with metric 3.

192.168.6.188/24
| Port1/1/1

i
\ [Switch A |
192.168.8.12/24 When route through interface
Port1/1/4 1/1/1 is available, Switch A always 192.168.6.69/24
uses that route. %
192.168.8.11/24
i | i |
\ [ SwilchB | ‘ [ SwitthC { \ [ SwilchD

If route through interface
1/1/1 becomes unavailable,
Switch A uses alternate
route through gateway
192.168.8.11/24.

To configure a standard static IP route and a null route to the same network as shown in Figure 5
on page 52, enter commands such as the following.

Brocade(config)# ip route 192.168.7.0/24 192.168.6.157/24 1
Brocade(config)# ip route 192.168.7.0/24 nullO 3

The first command configures a standard static route, which includes specification of the next-hop
gateway. The command also gives the standard static route a metric of 1, which causes the Layer 3
Switch to always prefer this route when the route is available.

The second command configures another static route for the same destination network, but the
second route is a null route. The metric for the null route is 3, which is higher than the metric for the
standard static route. If the standard static route is unavailable, the software uses the null route.

For complete syntax information, refer to “Configuring a static IP route” on page 47.

To configure a standard static route and an interface-based route to the same destination, enter
commands such as the following.

Brocade(config)# ip route 192.168.6.0/24 ethernet 1/1 1
Brocade(config)# ip route 192.168.6.0/24 192.168.8.11/24 3

The first command configured an interface-based static route through Ethernet port 1/1/1. The
command assigns a metric of 1 to this route, causing the Layer 3 Switch to always prefer this route
when it is available. If the route becomes unavailable, the Layer 3 Switch uses an alternate route
through the next-hop gateway 192.168.8.11/24.
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Configuring a default network route

The Layer 3 Switch enables you to specify a candidate default route without the need to specify the
next hop gateway. If the IP route table does not contain an explicit default route (for example,
0.0.0.0/0) or propagate an explicit default route through routing protocols, the software can use
the default network route as a default route instead.

When the software uses the default network route, it also uses the default network route's next hop
gateway as the gateway of last resort.

This feature is especially useful in environments where network topology changes can make the
next hop gateway unreachable. This feature allows the Layer 3 Switch to perform default routing
even if the default network route's default gateway changes.

The feature thus differs from standard default routes. When you configure a standard default route,
you also specify the next hop gateway. If a topology change makes the gateway unreachable, the
default route becomes unusable.

For example, if you configure 10.10.10.0/24 as a candidate default network route, if the IP route
table does not contain an explicit default route (0.0.0.0/0), the software uses the default network
route and automatically uses that route's next hop gateway as the default gateway. If a topology
change occurs and as a result the default network route's next hop gateway changes, the software
can still use the default network route. To configure a default network route, use the following CLI
method.

If you configure more than one default network route, the Layer 3 Switch uses the following
algorithm to select one of the routes.

1. Use the route with the lowest administrative distance.
2. If the administrative distances are equal:

® Are the routes from different routing protocols (RIP, OSPF, or BGP4)? If so, use the route
with the lowest IP address.

® |f the routes are from the same routing protocol, use the route with the best metric. The
meaning of “best” metric depends on the routing protocol:

®* RIP - The metric is the number of hops (additional routers) to the destination. The best
route is the route with the fewest hops.

® OSPF - The metric is the path cost associated with the route. The path cost does not
indicate the number of hops but is instead a numeric value associated with each route.
The best route is the route with the lowest path cost.

®* BGP4 - The metric is the Multi-exit Discriminator (MED) associated with the route. The
MED applies to routes that have multiple paths through the same AS. The best route is the
route with the lowest MED.

You can configure up to four default network routes.
To configure a default network route, enter commands such as the following.

Brocade(config)# ip default-network 192.168.22.0
Brocade(config)# write memory

Syntax: ip default-network ip-addr
The ip-addr parameter specifies the network address.

To verify that the route is in the route table, enter the following command at any level of the CLI.
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Brocade# show ip route
Total number of IP routes: 2
Start index: 1 B:BGP D:Connected R:RIP S:Static O0:0SPF *:Candidate default

Destination NetMask Gateway Port Cost Type
1 10.157.20.0 255.255.255.0 0.0.0.0 Ibl 1 D
2 10.157.22.0 255.255.255.0 0.0.0.0 1/1/1 1 *D

This example shows two routes. Both of the routes are directly attached, as indicated in the Type
column. However, one of the routes is shown as type “*D”, with an asterisk (*). The asterisk
indicates that this route is a candidate default network route.

Configuring IP load sharing

The IP route table can contain more than one path to a given destination. When this occurs, the
Layer 3 Switch selects the path with the lowest cost as the path for forwarding traffic to the
destination. If the IP route table contains more than one path to a destination and the paths each
have the lowest cost, then the Layer 3 Switch uses IP load sharing to select a path to the
destination.t

IP load sharing uses a hashing algorithm based on the source IP address, destination IP address,
and protocol field in the IP header, TCP, and UDP information.

NOTE
IP load sharing is based on next-hop routing, and not on source routing.

NOTE

The term “path” refers to the next-hop router to a destination, not to the entire route to a destination.
Thus, when the software compares multiple equal-cost paths, the software is comparing paths that
use different next-hop routers, with equal costs, to the same destination.

In many contexts, the terms “route” and "path” mean the same thing. Most of the user
documentation uses the term “route” throughout. The term “path” is used in this section to refer to
an individual next-hop router to a destination, while the term “route” refers collectively to the
multiple paths to the destination. Load sharing applies when the IP route table contains multiple,
equal-cost paths to a destination.

NOTE

Brocade devices also perform load sharing among the ports in aggregate links. Refer to the section
“Trunk group load sharing” in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration
Guide.

How multiple equal-cost paths enter the IP route table

IP load sharing applies to equal-cost paths in the IP route table. Routes that are eligible for load
sharing can enter the table from any of the following sources:

® |P static routes

®* Routes learned through RIP

® Routes learned through OSPF

1. IP load sharing is also called “Equal-Cost Multi-Path (ECMP)” load sharing or just “ECMP”
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® Routes learned through BGP4

Administrative distance for each IP route

The administrative distance is a unique value associated with each type (source) of IP route. Each
path has an administrative distance. The administrative distance is not used when performing IP
load sharing, but the administrative distance is used when evaluating multiple equal-cost paths to
the same destination from different sources, such as RIP, OSPF and so on.

The value of the administrative distance is determined by the source of the route. The Layer 3
Switch is configured with a unique administrative distance value for each IP route source.

When the software receives multiple paths to the same destination and the paths are from
different sources, the software compares the administrative distances of the paths and selects the
path with the lowest distance. The software then places the path with the lowest administrative
distance in the IP route table. For example, if the Layer 3 Switch has a path learned from OSPF and
a path learned from RIP for a given destination, only the path with the lower administrative distance
enters the IP route table.

Here are the default administrative distances on the Brocade Layer 3 Switch:

® Directly connected - O (this value is not configurable)

® Static IP route - 1 (applies to all static routes, including default routes and default network
routes)

® External Border Gateway Protocol eBGP) - 20

® OSPF - 110

* RIP-120

* Internal Gateway Protocol (iBGP) - 200

® Unknown - 255 (the router will not use this route)

Lower administrative distances are preferred over higher distances. For example, if the router

receives routes for the same network from OSPF and from RIP, the router will prefer the OSPF route
by default.

NOTE
You can change the administrative distances individually. Refer to the configuration chapter for the
route source for information.

Since the software selects only the path with the lowest administrative distance, and the
administrative distance is determined by the path source, IP load sharing does not apply to paths
from different route sources. IP load sharing applies only when the IP route table contains multiple
paths to the same destination, from the same IP route source.

IP load sharing does not apply to paths that come from different sources.

Path cost

The cost parameter provides a common basis of comparison for selecting from among multiple
paths to a given destination. Each path in the IP route table has a cost. When the IP route table
contains multiple paths to a destination, the Layer 3 Switch chooses the path with the lowest cost.
When the IP route table contains more than one path with the lowest cost to a destination, the
Layer 3 Switch uses IP load sharing to select one of the lowest-cost paths.
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The source of a path cost value depends on the source of the path:

* |P static route - The value you assign to the metric parameter when you configure the route.
The default metric is 1. Refer to “Configuring load balancing and redundancy using multiple
static routes to the same destination” on page 49.

® RIP - The number of next-hop routers to the destination.

® OSPF - The Path Cost associated with the path. The paths can come from any combination of
inter-area, intra-area, and external Link State Advertisements (LSAs).

®* BGP4 - The path Multi-Exit Discriminator (MED) value.

NOTE
If the path is redistributed between two or more of the above sources before entering the IP route
table, the cost can increase during the redistribution due to settings in redistribution filters.

Static route, OSPF, and BGP4 load sharing

IP load sharing and load sharing for static routes, OSPF routes, and BGP4 routes are individually
configured. Multiple equal-cost paths for a destination can enter the IP route table only if the
source of the paths is configured to support multiple equal-cost paths. For example, if BGP4 allows
only one path with a given cost for a given destination, the BGP4 route table cannot contain
equal-cost paths to the destination. Consequently, the IP route table will not receive multiple
equal-cost paths from BGP4.

Table 6 lists the default and configurable maximum numbers of paths for each IP route source that
can provide equal-cost paths to the IP route table. The table also lists where to find configuration
information for the route source load sharing parameters.

The load sharing state for all the route sources is based on the state of IP load sharing. Since IP
load sharing is enabled by default on all Brocade Layer 3 Switches, load sharing for static IP routes,
RIP routes, OSPF routes, and BGP4 routes also is enabled by default.

TABLE 6 Default load sharing parameters for route sources
Route source Default maximum number ~ Maximum number of See...
of paths paths
Static IP route 41 8! page 58
RIP 41 8t page 58
OSPF 4 8 page 58
BGP4 1 4 page 291

1. This value depends on the value for IP load sharing, and is not separately configurable.

How IP load sharing works

When the Layer 3 Switch receives traffic for a destination and the IP route table contains multiple,
equal-cost paths to that destination, the device checks the IP forwarding cache for a forwarding
entry for the destination. The IP forwarding cache provides a fast path for forwarding IP traffic,
including load-balanced traffic. The cache contains entries that associate a destination host or
network with a path (next-hop router).

* |f the IP forwarding sharing cache contains a forwarding entry for the destination, the device
uses the entry to forward the traffic.
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® [fthe IP load forwarding cache does not contain a forwarding entry for the destination, the
software selects a path from among the available equal-cost paths to the destination, then
creates a forwarding entry in the cache based on the calculation. Subsequent traffic for the
same destination uses the forwarding entry.

Response to path state changes

If one of the load-balanced paths to a cached destination becomes unavailable, or the IP route
table receives a new equal-cost path to a cached destination, the software removes the
unavailable path from the IP route table. Then the software selects a new path.

Disabling or re-enabling load sharing
To disable IP load sharing, enter the following commands.
Brocade(config)# no ip load-sharing

Syntax: [no] ip load-sharing

Changing the maximum number of ECMP (load sharing) paths

You can change the maximum number of paths the Layer 3 Switch supports to a value from 2
through 8. The maximum number of ECMP load sharing paths supported per device is 8.

For optimal results, set the maximum number of paths to a value at least as high as the maximum
number of equal-cost paths your network typically contains. For example, if the Layer 3 Switch you
are configuring for IP load sharing has six next-hop routers, set the maximum paths value to six.

NOTE

If the setting for the maximum number of paths is lower than the actual number of equal-cost paths,
the software does not use all the paths for load sharing for RIP routes. Run the clear ip route
command to fix this issue.

To change the number of IP load sharing paths, enter a command such as the following.
Brocade(config)# ip load-sharing 6
Syntax: [no] ip load-sharing [num]

The num parameter specifies the number of paths and can be from 2 through 8, depending on the
device you are configuring.

ICMP Router Discovery Protocol configuration

The ICMP Router Discovery Protocol (IRDP) is used by Brocade Layer 3 Switches to advertise the IP
addresses of its router interfaces to directly attached hosts. IRDP is disabled by default. You can
enable the feature on a global basis or on an individual port basis:

® [f you enable the feature globally, all ports use the default values for the IRDP parameters.

* [f you leave the feature disabled globally but enable it on individual ports, you also can
configure the IRDP parameters on an individual port basis.
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NOTE
You can configure IRDP parameters only an individual port basis. To do so, IRDP must be

disabled globally and enabled only on individual ports. You cannot configure IRDP parameters
if the feature is globally enabled.

When IRDP is enabled, the Layer 3 Switch periodically sends Router Advertisement messages out
the IP interfaces on which the feature is enabled. The messages advertise the Layer 3 Switch IP
addresses to directly attached hosts who listen for the messages. In addition, hosts can be
configured to query the Layer 3 Switch for the information by sending Router Solicitation messages.

Some types of hosts use the Router Solicitation messages to discover their default gateway. When
IRDP is enabled on the Brocade Layer 3 Switch, the Layer 3 Switch responds to the Router
Solicitation messages. Some clients interpret this response to mean that the Layer 3 Switch is the
default gateway. If another router is actually the default gateway for these clients, leave IRDP
disabled on the Brocade Layer 3 Switch.

IRDP parameters

IRDP uses the following parameters. If you enable IRDP on individual ports instead of enabling the
feature globally, you can configure these parameters on an individual port basis:

* Packet type - The Layer 3 Switch can send Router Advertisement messages as IP broadcasts
or as IP multicasts addressed to IP multicast group 224.0.0.1. The packet type is IP broadcast.

* Maximum message interval and minimum message interval - When IRDP is enabled, the
Layer 3 Switch sends the Router Advertisement messages every 450 - 600 seconds by
default. The time within this interval that the Layer 3 Switch selects is random for each
message and is not affected by traffic loads or other network factors. The random interval
minimizes the probability that a host will receive Router Advertisement messages from other
routers at the same time. The interval on each IRDP-enabled Layer 3 Switch interface is
independent of the interval on other IRDP-enabled interfaces. The default maximum message
interval is 600 seconds. The default minimum message interval is 450 seconds.

* Hold time - Each Router Advertisement message contains a hold time value. This value
specifies the maximum amount of time the host should consider an advertisement to be valid
until a newer advertisement arrives. When a new advertisement arrives, the hold time is reset.
The hold time is always longer than the maximum advertisement interval. Therefore, if the hold
time for an advertisement expires, the host can reasonably conclude that the router interface
that sent the advertisement is no longer available. The default hold time is three times the
maximum message interval.

* Preference - If a host receives multiple Router Advertisement messages from different
routers, the host selects the router that sent the message with the highest preference as the
default gateway. The preference can be a number from 0-4294967296 to 0-4294967295.
The default is O.

Enabling IRDP globally

To globally enable IRDP, enter the following command.
Brocade(config)# ip irdp

This command enables IRDP on the IP interfaces on all ports. Each port uses the default values for
the IRDP parameters. The parameters are not configurable when IRDP is globally enabled.
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Enabling IRDP on an individual port

To enable IRDP on an individual interface and change IRDP parameters, enter commands such as
the following.

Brocade(config)# interface ethernet 1/1/3

Brocade(config-if-e10000-1/1/3)# ip irdp maxadvertinterval 400

This example shows how to enable IRDP on a specific port and change the maximum
advertisement interval for Router Advertisement messages to 400 seconds.

NOTE
To enable IRDP on individual ports, you must leave the feature globally disabled.

Syntax: [no] ip irdp [broadcast | multicast] [holdtime seconds] [maxadvertinterval seconds]
[minadvertinterval seconds] [preference number]

The broadcast | multicast parameter specifies the packet type the Layer 3 Switch uses to send
Router Advertisement:

®* broadcast - The Layer 3 Switch sends Router Advertisement as IP broadcasts. This is the
default.

®* multicast - The Layer 3 Switch sends Router Advertisement as multicast packets addressed to
IP multicast group 224.0.0.1.

The holdtime seconds parameter specifies how long a host that receives a Router Advertisement
from the Layer 3 Switch should consider the advertisement to be valid. When a host receives a new
Router Advertisement message from the Layer 3 Switch, the host resets the hold time for the Layer
3 Switch to the hold time specified in the new advertisement. If the hold time of an advertisement
expires, the host discards the advertisement, concluding that the router interface that sent the
advertisement is no longer available. The value must be greater than the value of the
maxadvertinterval parameter and cannot be greater than 9000. The default is three times the
value of the maxadvertinterval parameter.

The maxadvertinterval parameter specifies the maximum amount of time the Layer 3 Switch waits
between sending Router Advertisements. You can specify a value from 1 to the current value of the
holdtime parameter. The default is 600 seconds.

The minadvertinterval parameter specifies the minimum amount of time the Layer 3 Switch can
wait between sending Router Advertisements. The default is three-fourths (0.75) the value of the
maxadvertinterval parameter. If you change the maxadvertinterval parameter, the software
automatically adjusts the minadvertinterval parameter to be three-fourths the new value of the
maxadvertinterval parameter. If you want to override the automatically configured value, you can
specify an interval from 1 to the current value of the maxadvertinterval parameter.

The preference number parameter specifies the IRDP preference level of this Layer 3 Switch. If a
host receives Router Advertisements from multiple routers, the host selects the router interface
that sent the message with the highest interval as the host default gateway. The valid range is
0-4294967296 to 0-4294967295. The default is O.
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Reverse Address Resolution Protocol configuration

The Reverse Address Resolution Protocol (RARP) provides a simple mechanism for
directly-attached IP hosts to boot over the network. RARP allows an IP host that does not have a
means of storing its IP address across power cycles or software reloads to query a directly-attached
router for an IP address.

RARP is enabled by default. However, you must create a RARP entry for each host that will use the
Layer 3 Switch for booting. A RARP entry consists of the following information:

®* The entry number - the entry sequence number in the RARP table.
®* The MAC address of the boot client.
®* The IP address you want the Layer 3 Switch to give to the client.

When a client sends a RARP broadcast requesting an IP address, the Layer 3 Switch responds to
the request by looking in the RARP table for an entry that contains the client MAC address:

® [fthe RARP table contains an entry for the client, the Layer 3 Switch sends a unicast response
to the client that contains the IP address associated with the client MAC address in the RARP
table.

® [fthe RARP table does not contain an entry for the client, the Layer 3 Switch silently discards
the RARP request and does not reply to the client.

How RARP differs from BootP and DHCP

RARP and BootP/DHCP are different methods for providing IP addresses to IP hosts when they
boot. These methods differ in the following ways:
® Location of configured host addresses:

- RARP requires static configuration of the host IP addresses on the Layer 3 Switch. The
Layer 3 Switch replies directly to a host request by sending an IP address you have
configured in the RARP table.

- The Layer 3 Switch forwards BootP and DHCP requests to a third-party BootP/DHCP server
that contains the IP addresses and other host configuration information.

® Connection of host to boot source (Layer 3 Switch or BootP/DHCP server):
- RARP requires the IP host to be directly attached to the Layer 3 Switch.

- AnIP host and the BootP/DHCP server can be on different networks and on different
routers, so long as the routers are configured to forward (“help”) the host boot request to
the boot server.

- You can centrally configure other host parameters on the BootP/DHCP server, in addition
to the IP address, and supply those parameters to the host along with its IP address.

To configure the Layer 3 Switch to forward BootP/DHCP requests when boot clients and the boot
servers are on different subnets on different Layer 3 Switch interfaces, refer to “BootP and DHCP
relay parameter configuration” on page 65.

Disabling RARP

RARP is enabled by default. To disable RARP, enter the following command at the global CONFIG
level.

Brocade(config)# no ip rarp
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Syntax: [no] ip rarp
To re-enable RARP, enter the following command.

Brocade(config)# ip rarp

Creating static RARP entries

You must configure the RARP entries for the RARP table. The Layer 3 Switch can send an IP
address in reply to a client RARP request only if create a RARP entry for that client.

To assign a static IP RARP entry for static routes on a Brocade router, enter a command such as the
following.

Brocade(config)# rarp 1 0000.0054.2348 192.168.4.2

This command creates a RARP entry for a client with MAC address 0000.0054.2348. When the
Layer 3 Switch receives a RARP request from this client, the Layer 3 Switch replies to the request by
sending IP address 192.168.4.2 to the client.

Syntax: rarp number mac-addr. ip-addr

The number parameter identifies the RARP entry number. You can specify an unused number from
1 to the maximum number of RARP entries supported on the device. To determine the maximum
number of entries supported on the device, refer to the section “Displaying and modifying system
parameter default settings” in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration
Guide.

The mac-addr parameter specifies the MAC address of the RARP client.

The ip-addr parameter specifies the IP address the Layer 3 Switch will give the client in response to
the client RARP request.

Changing the maximum number of static RARP entries supported

The number of RARP entries the Layer 3 Switch supports depends on how much memory the Layer
3 Switch has. To determine how many RARP entries your Layer 3 Switch can have, display the
system default information using the procedure in the section“Displaying and modifying system
parameter default settings” in the Brocade ICX 6650 Platform and Layer 2 Switching Configuration
Guide.

If your Layer 3 Switch allows you to increase the maximum number of RARP entries, you can use a
procedure in the same section to do so.

NOTE
You must save the configuration to the startup-config file and reload the software after changing the
RARP cache size to place the change into effect.

Configuring UDP broadcast and IP helper parameters

Some applications rely on client requests sent as limited IP broadcasts addressed to the UDP
application port. If a server for the application receives such a broadcast, the server can reply to
the client. Routers do not forward subnet directed broadcasts, so the client and server must be on
the same network for the broadcast to reach the server. If the client and server are on different
networks (on opposite sides of a router), the client request cannot reach the server.
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You can configure the Layer 3 Switch to forward clients’ requests to UDP application servers. To do
so:

* Enable forwarding support for the UDP application port, if forwarding support is not already
enabled.

® Configure a helper adders on the interface connected to the clients. Specify the helper
address to be the IP address of the application server or the subnet directed broadcast
address for the IP subnet the server is in. A helper address is associated with a specific
interface and applies only to client requests received on that interface. The Layer 3 Switch
forwards client requests for any of the application ports the Layer 3 Switch is enabled to
forward to the helper address.

Forwarding support for the following application ports is enabled by default:

® bootps (port 67)

® dns (port 53)

* tftp (port 69)

® time (port 37)

® netbios-ns (port 137)

® netbios-dgm (port 138)
® tacacs (port 65)

NOTE

The application names are the names for these applications that the Layer 3 Switch software
recognizes, and might not match the names for these applications on some third-party devices. The
numbers listed in parentheses are the UDP port numbers for the applications. The numbers come
from RFC 1340.

NOTE

Forwarding support for BootP/DHCP is enabled by default. If you are configuring the Layer 3 Switch
to forward BootP/DHCP requests, refer to “BootP and DHCP relay parameter configuration” on
page 65.

You can enable forwarding for other applications by specifying the application port number.

You also can disable forwarding for an application.

NOTE

If you disable forwarding for a UDP application, forwarding of client requests received as broadcasts
to helper addresses is disabled. Disabling forwarding of an application does not disable other
support for the application. For example, if you disable forwarding of Telnet requests to helper
addresses, other Telnet support on the Layer 3 Switch is not also disabled.

Enabling forwarding for a UDP application

If you want the Layer 3 Switch to forward client requests for UDP applications that the Layer 3
Switch does not forward by default, you can enable forwarding support for the port. To enable
forwarding support for a UDP application, use the following method. You also can disable
forwarding for an application using this method.
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NOTE

You also must configure a helper address on the interface that is connected to the clients for the
application. The Layer 3 Switch cannot forward the requests unless you configure the helper
address. Refer to “Configuring an IP helper address” on page 66.

To enable the forwarding of SNMP trap broadcasts, enter the following command.

Brocade(config)# ip forward-protocol udp ntp
Syntax: [no] ip forward-protocol udp udp-port-name | udp-port-num

The udp-port-name parameter can have one of the following values. For reference, the
corresponding port numbers from RFC 1340 are shown in parentheses. If you specify an
application name, enter the name only, not the parentheses or the port number shown here:

® bootpc (port 68)

® bootps (port 67)

® discard (port 9)

® dns (port 53)

® dnsix (port 90)

® echo (port7)

®* mobile-ip (port 434)
® netbios-dgm (port 138)
® netbios-ns (port 137)
® ntp (port 123)

® tacacs (port 65)

* talk (port 517)

® time (port 37)

® tftp (port 69)

In addition, you can specify any UDP application by using the application UDP port number.

The udp-port-num parameter specifies the UDP application port number. If the application you
want to enable is not listed above, enter the application port number. You also can list the port
number for any of the applications listed above.

To disable forwarding for an application, enter a command such as the following.
Brocade(config)# no ip forward-protocol udp ntp

This command disables forwarding of SNMP requests to the helper addresses configured on Layer
3 Switch interfaces.

Configuring an IP helper address

To forward a client broadcast request for a UDP application when the client and server are on
different networks, you must configure a helper address on the interface connected to the client.
Specify the server IP address or the subnet directed broadcast address of the IP subnet the server
is in as the helper address.

You can configure up to 16 helper addresses on each interface. You can configure a helper
address on an Ethernet port or a virtual interface.
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To configure a helper address on an interface 2 on chassis module 1, enter the following
commands.

Brocade(config)# interface ethernet 1/1/2
Brocade(config-if-e10000-1/1/2)# ip helper-address 1 192.168.7.6

The commands in this example change the CLI to the configuration level for port 1/1/2, then add a
helper address for server 192.168.7.6 to the port. If the port receives a client request for any of
the applications that the Layer 3 Switch is enabled to forward, the Layer 3 Switch forwards the
client request to the server.

Syntax: ip helper-address num ip-addr
The num parameter specifies the helper address number and can be from 1 through 16.

The ip-addr command specifies the server IP address or the subnet directed broadcast address of
the IP subnet the server is in.

BootP and DHCP relay parameter configuration

A host on an IP network can use BootP or DHCP to obtain its IP address from a BootP/DHCP server.
To obtain the address, the client sends a BootP or DHCP request. The request is a subnet directed
broadcast and is addressed to UDP port 67. A limited IP broadcast is addressed to IP address
255.255.255.255 and is not forwarded by the Brocade Layer 3 Switch or other IP routers.

When the BootP or DHCP client and server are on the same network, the server receives the
broadcast request and replies to the client. However, when the client and server are on different
networks, the server does not receive the client request, because the Layer 3 Switch does not
forward the request.

You can configure the Layer 3 Switch to forward BootP/DHCP requests. To do so, configure a
helper address on the interface that receives the client requests, and specify the BootP/DHCP
server |IP address as the address you are helping the BootP/DHCP requests to reach. Instead of
the server IP address, you can specify the subnet directed broadcast address of the IP subnet the
serveris in.

BootP and DHCP relay parameters

The following parameters control the Layer 3 Switch forwarding of BootP and DHCP requests:

® Helper address - The BootP/DHCP server IP address. You must configure the helper address
on the interface that receives the BootP/DHCP requests from the client. The Layer 3 Switch
cannot forward a request to the server unless you configure a helper address for the server.

®* Gateway address - The Layer 3 Switch places the IP address of the interface that received the
BootP/DHCP request in the request packet Gateway Address field (sometimes called the
Router ID field). When the server responds to the request, the server sends the response as a
unicast packet to the IP address in the Gateway Address field. (If the client and server are
directly attached, the Gateway ID field is empty and the server replies to the client using a
unicast or broadcast packet, depending on the server.)

By default, the Layer 3 Switch uses the lowest-numbered IP address on the interface that
receives the request as the Gateway address. You can override the default by specifying the IP
address you want the Layer 3 Switch to use.
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®* Hop count - Each router that forwards a BootP/DHCP packet increments the hop count by 1.
Routers also discard a forwarded BootP/DHCP request instead of forwarding the request if the
hop count is greater than the maximum number of BootP/DHCP hops allows by the router. By
default, a Brocade Layer 3 Switch forwards a BootP/DHCP request if its hop count is four or
less, but discards the request if the hop count is greater than four. You can change the
maximum number of hops the Layer 3 Switch will allow to a value from 1 through 15.

NOTE
The BootP/DHCP hop count is not the TTL parameter.

Configuring an IP helper address

The procedure for configuring a helper address for BootP/DHCP requests is the same as the
procedure for configuring a helper address for other types of UDP broadcasts. Refer to “Configuring
an IP helper address” on page 64.

Configuring the BOOTP and DHCP reply source address

You can configure the Brocade device so that a BOOTP/DHCP reply to a client contains the server
IP address as the source address instead of the router IP address. To do so, enter the following
command at the Global CONFIG level of the CLI.

Brocade(config)# ip helper-use-responder-ip

Syntax: [no] ip helper-use-responder-ip

Changing the IP address used for stamping BootP and DHCP requests

When the Layer 3 Switch forwards a BootP/DHCP request, the Layer 3 Switch “stamps” the
Gateway Address field. The default value the Layer 3 Switch uses to stamp the packet is the
lowest-numbered IP address configured on the interface that received the request. If you want the
Layer 3 Switch to use a different IP address to stamp requests received on the interface, use either
of the following methods to specify the address.

The BootP/DHCP stamp address is an interface parameter. Change the parameter on the interface
that is connected to the BootP/DHCP client.

To change the IP address used for stamping BootP/DHCP requests received on interface 1/1/1,
enter commands such as the following.

Brocade(config)# interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)# ip bootp-gateway 192.168.22.26

These commands change the CLI to the configuration level for port 1/1/1, then change the
BootP/DHCP stamp address for requests received on port 1/1/1 to 192.168.22.26. The Layer 3
Switch will place this IP address in the Gateway Address field of BootP/DHCP requests that the
Layer 3 Switch receives on port 1/1/1 and forwards to the BootP/DHCP server.

Syntax: ip bootp-gateway ip-addr
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Changing the maximum number of hops to a BootP relay server

Each BootP or DHCP request includes a field Hop Count field. The Hop Count field indicates how
many routers the request has passed through. When the Layer 3 Switch receives a BootP/DHCP
request, the Layer 3 Switch looks at the value in the Hop Count field:

® [f the hop count value is equal to or less than the maximum hop count the Layer 3 Switch
allows, the Layer 3 Switch increments the hop count by one and forwards the request.

® |fthe hop count is greater than the maximum hop count the Layer 3 Switch allows, the Layer 3
Switch discards the request.

To change the maximum number of hops the Layer 3 Switch allows for forwarded BootP/DHCP
requests, use either of the following methods.

NOTE
The BootP and DHCP hop count is not the TTL parameter.

To modify the maximum number of BootP/DHCP hops, enter the following command.

Brocade(config)#bootp-relay-max-hops 10

This command allows the Layer 3 Switch to forward BootP/DHCP requests that have passed
through ten previous hops before reaching the Layer 3 Switch. Requests that have traversed 11
hops before reaching the switch are dropped. Since the hop count value initializes at zero, the hop
count value of an ingressing DHCP Request packet is the number of Layer 3 routers that the packet
has already traversed.

Syntax: bootp-relay-max-hops 1 through 15

DHCP Server

All Brocade ICX 6650 devices can be configured to function as DHCP Servers.

Dynamic Host Configuration Protocol (DHCP) is a computer networking protocol used by devices
(DHCP clients) to obtain leased (or permanent) IP addresses. DHCP is an extension of the
Bootstrap Protocol (BOOTP). The differences between DHCP and BOOTP are the address allocation
and renewal process.

DHCP introduces the concept of a lease on an IP address. Refer to “How DHCP Client-Based
Auto-Configuration and flash image update works” on page 82. The DHCP server can allocate an IP
address for a specified amount of time, or can extend a lease for an indefinite amount of time.
DHCP provides greater control of address distribution within a subnet. This feature is crucial if the
subnet has more devices than available IP address. In contrast to BOOTP, which has two types of
messages that can be used for leased negotiation, DHCP provides 7 types of messages. Refer to
“Supported options for DHCP Servers” on page 85.

DHCP allocates temporary or permanent network IP addresses to clients. When a client requests
the use of an address for a time interval, the DHCP server guarantees not to reallocate that
address within the requested time and tries to return the same network address each time the
client makes a request. The period of time for which a network address is allocated to a client is
called a lease. The client may extend the lease through subsequent requests. When the client is
done with the address, they can release the address back to the server. By asking for an indefinite
lease, clients may receive a permanent assignment.
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In some environments, it may be necessary to reassign network addresses due to exhaustion of the
available address pool. In this case, the allocation mechanism reuses addresses with expired
leases.

Configuration notes for configuring DHCP servers

®* DHCP server is supported in the Layer 2 and full Layer 3 software images.

® |nthe event of a controlled or forced switchover, a DHCP client will request from the DHCP
server the same IP address and lease assignment that it had before the switchover. After the
switchover, the DHCP Server feature will be automatically re-initialized on the new active
controller or management module.

® |f any address from the configured DHCP pool is used, for example by the DHCP server, TFTP
server, etc., you must exclude the address from the network pool. For configuration
instructions, refer to “Specifying addresses to exclude from the address pool” on page 76.

DHCP option 82 support

The DHCP relay agent information option (DHCP option 82) enables a DHCP relay agent to include
information about itself when forwarding client-originated DHCP packets to a DHCP server. The
DHCP server uses this information to implement IP address or other parameter-assighment
policies.

In a metropolitan Ethernet-access environment, the DHCP server can centrally manage IP address
assignments for a large number of subscribers. If DHCP option 82 is disabled, a DHCP policy can
only be applied per subnet, rather than per physical port. When DCHP option 82 is enabled, a
subscriber is identified by the physical port through which it connects to the network.

DHCP Server options

A Brocade ICX 6650 device configured as a DHCP server can support up to 1000 DHCP clients,
offering them the following options:

* NetBIOS over TCP/IP Name Server - Specifies a list of RFC1001/1002 NBNS name servers
listed in order of preference.

* Domain Name Server - Specifies a list of Domain Name System (RFC 1035) name servers
available to the client. Servers are listed in order of preference.

®* Domain Name - Specifies the domain name the client should use when resolving hostnames
using the Domain Name system.

® Router Option - specifies a list of IP addresses for routers on the client subnet. Routers are
listed in order of preference.

* Subnet Mask - Specifies the client subnet mask (per RFC950).

® Vendor Specific Information - Allows clients and servers to exchange vendor-specific
information.

® Boot File - Specifies a boot image to be used by the client

* Next Bootstrap Server - Configures the IP address of the next server to be used for startup by
the client.

® TFTP Server - Configures the address or name of the TFTP server available to the client.
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A DHCP server assigns and manages IPv4 addresses from multiple address pools, using dynamic
address allocation. The DHCP server also contains the relay agent to forward DHCP broadcast
messages to network segments that do not support these types of messages.
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FIGURE 7 DHCP Server configuration flow chart
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Configuring DHCP Server on a device

Perform the following steps to configure the DHCP Server feature on your device:

1. Enable DHCP Server by entering a command similar to the following.
Brocade(config)# ip dhcp-server enable

2. Create a DHCP Server address pool by entering a command similar to the following.
Brocade(config)# ip dhcp-server pool cabo

3. Configure the DHCP Server address pool by entering commands similar to the following.

Brocade(config-dhcp-cabo)# network 192.168.1.0/24
Brocade(config-dhcp-cabo)# domain-name brocade.com
Brocade(config-dhcp-cabo)# dns-server 192.168.1.2 192.168.1.3
Brocade(config-dhcp-cabo)# netbios-name-server 192.168.1.2
Brocade(config-dhcp-cabo)# lease 0 0 5

4. To disable DHCP, enter a command similar to the following.

Brocade(config)# no ip dhcp-server enable

The following sections describe the default DHCP settings, CLI commands and the options you can
configure for the DHCP Server feature.

Default DHCP Server settings
Table 7 shows the default DHCP Server settings.

TABLE 7 DHCP server default settings

Parameter Default Value

DHCP server Disabled

Lease database expiration time 86400 seconds

The duration of the lease for an assigned IP address 43200 seconds (one day)
Maximum lease database expiration time 86400 seconds

DHCP server with option 82 Disabled

DHCP server unknown circuit-ID for Option 82 Permit range lookup

IP distribution mechanism Linear
DHCP Server CLI commands

Table 8 described DHCP Server optional parameters command.

TABLE 8 DHCP Server optional parameters command

Command Description
dbexpire Specifies how long, in seconds, the DHCP server should wait before
aborting a database transfer
option domain-name Specifies the domain name for the DHCP clients.
option Specifies the Domain Name System (DNS) IP servers that are
domain-nameservers available to the DHCP clients.
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DHCP Server optional parameters command

Command

Description

option merit-dump

Specifies the path name of a file into which the client’s core image
should be placed in the event that the client crashes (the DHCP
application issues an exception in case of errors such as division by
zero).

option root-path

Specifies the name of the path that contains the client’s root
filesystem in NFS notation.

option router

Adds the default router and gateway for the DHCP clients.

option subnet-mask

Defines the subnet mask for the network.

option
broadcastaddress

Defines a broadcast address for the network.

option wins-server

Defines the NetBIOS Windows Internet Naming Service (WINS) name
servers that are available to Microsoft DHCP clients.

option log-servers

Defines a list of log servers available to the client.

option Specifies the IP address of the bootstrap server (the command fills
bootstrapserver the “siaddr” field in the DHCP packet).
option Sets the name of the bootstrap file. The no form of this command

bootstrapfilename

removes the name of the bootstrap file.

option bootfile-name

Specifies the pathname of the boot file.

option tftp-server

Specifies the IP address of a TFTP server.

Table 9 describes the CLI commands that are available in the DHCP Server feature.

TABLE9

DHCP Server CLI commands

Command

Description

ip dhcp-server arp-ping-timeout <#>

Specifies the time (in seconds) the server will wait for a response to an
arp-ping packet before deleting the client from the binding database. The
minimum setting is 5 seconds and the maximum time is 30 seconds.
NOTE: Do not alter the default value unless it is necessary. Increasing

the value of this timer may increase the time to get console
access after a reboot.

clear ip dhcp-server binding

Deletes a specific, or all leases from the binding database. Refer to
“Removing DHCP leases” on page 74.

ip dhcp-server enable

Enables the DHCP server feature. Refer to “Enabling DHCP Server” on
page 74.

no ip dhcp-server mgmt

Disables DHCP server on the management port. Refer to “Disabling DHCP
Server on the management port” on page 74.

ip dhcp-server pool name

Switches to pool configuration mode (config-dhcp-name# prompt) and
creates an address pool. Refer to “Creating an address pool” on page 75.

ip dhcp-server relay-agent-echo

enable

Enables relay agent echo (Option 82). Refer to “Enabling relay agent echo
(Option 82)” on page 75.

ip dhcp-server server-id

Specifies the IP address of the selected DHCP server. Refer to
“Configuring the IP address of the DHCP server” on page 75.

show ip dhcp-server binding [address]

Displays a specific lease entry, or all lease entries. Refer to “Displaying
active lease entries” on page 78.
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DHCP Server CLI commands (Continued)

Command

Description

show ip dhcp-server address-pool
name

Displays a specific address pool or all address pools. Refer to “Displaying
address-pool information” on page 78.

show ip dhcp-server flash

Displays the lease binding database that is stored in flash memory. Refer
to “Displaying lease-binding information in flash memory” on page 79.

show ip dhcp-server summary

Displays a summary of active leases, deployed address pools,
undeployed address pools, and server uptime.“Displaying summary
DHCP server information” on page 80.

bootfile name

Specifies a boot image to be used by the client. Refer to “Configuring the
boot image” on page 75.

deploy

Deploys an address pool configuration to the server. Refer to “Deploying
an address pool configuration to the server” on page 76.

dhcp-default-router addresses

Specifies the IP address of the default router or routers for a client. Refer
to “Specifying default routers available to the client” on page 76.

dns-server addresses

Specifies the IP addresses of a DNS server or servers available to the
client. Refer to “Specifying DNS servers available to the client” on
page 76.

domain-name domain

Configures the domain name for the client. Refer to “Configuring the
domain name for the client” on page 76.

lease dayshoursminutes

Specifies the lease duration for an address pool. The default is a one-day
lease. Refer to“Configuring the lease duration for the address pool” on
page 76.

excluded-address [address
|address-low | address-high]

Specifies an address or range of addresses to be excluded from the
address pool. Refer to“Specifying addresses to exclude from the address
pool” on page 76.

netbios-name-server address
[address2 | address3]

Specifies the IP address of a NetBIOS WINS server or servers that are
available to Microsoft DHCP clients. Refer to “Configuring the NetBIOS
server for DHCP clients” on page 77.

network subnet/mask

Configures the subnet network and mask of the DHCP address pool.
Refer to “Configuring the subnet and mask of a DHCP address pool” on
page 77.

next-bootstrap-server address

Configures the IP address of the next server to be used for startup by the
client. Refer to “Configuring a next-bootstrap server” on page 77.

tftp-server address | name name

Configures the address or name of the TFTP server available to the client.
Refer to “Configuring the TFTP server” on page 77.

vendor-class [ascii | ip | hex ] value

Specifies the vendor type and configuration value for the DHCP client.
Refer to “Configuring a vendor type and configuration value for a DHCP
client” on page 77.

default-lease-time

Specifies the duration of the lease for an IP address that is assigned from
a DHCP server to a DHCP client.

database tftp Defines the TFTP IP address server for storing the DHCP database, the
name of the stored file and the time period at which the stored database
is synchronized with the database on the device.

database ftp Defines the FTP IP address server for storing the DHCP database, the

name of the stored file and the time period at which the stored database
is synchronized with the database on the device.

max-lease-time

Specifies the maximal duration of the leases in seconds.
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Removing DHCP leases

The clear ip dhcp-server binding command can be used to delete a specific lease, or all lease
entries from the lease binding database.

Brocade(config)# clear ip dhcp-server binding *
Syntax: clear ip dhcp-server binding [address | *]

® address - The IP address to be deleted
e *_(Clears all IP addresses

Enabling DHCP Server

The ip dhcp-server enable command enables DHCP Server, which is disabled by default.
Syntax: [no] ip dhcp-server enable

The no version of this command disables DHCP Server.

Disabling DHCP Server on the management port

By default, when DHCP Server is enabled, it responds to DHCP client requests received on the
management port. If desired, you can prevent the response to DHCP client requests received on
the management port, by disabling DHCP Server support on the port. When disabled, DHCP client
requests that are received on the management port are silently discarded.

To disable DHCP Server on the management port, enter the following command at the global
configuration level of the CLI.

Brocade(config)# no ip dhcp-server mgmt

To re-enable DHCP Server on the management port after it has been disabled, enter the ip
dhcp-server mgmt command:

Brocade(config)# ip dhcp-server mgmt

Syntax: [no] ip dhcp-server mgmt

Setting the wait time for ARP-ping response

At startup, the server reconciles the lease-binding database by sending an ARP-ping packet out to
every client. If there is no response to the ARP-ping packet within a set amount of time (set in
seconds), the server deletes the client from the lease-binding database. The minimum setting is 5
seconds and the maximum is 30 seconds.

Syntax: ip dhcp-server arp-ping-timeout num

® num - The number of seconds to wait for a response to an ARP-ping packet.

NOTE
Do not alter the default value unless it is necessary. Increasing the value of this timer may increase
the time to get console access after a reboot.
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Creating an address pool

The ip dhcp-server pool command puts you in pool configuration mode, and allows you to create an
address pool.

Brocade(config)# ip dhcp-server pool
Brocade(config-dhcp-name)# ip dhcp-server pool monterey
Brocade(config-dhcp-monterey)#

These commands create an address pool named monterey.

Syntax: ip dhcp-server pool name

Configuration notes for creating an address pool

® [fthe DHCP server address is part of a configured DHCP address pool, you must exclude the
DHCP server address from the network pool. Refer to “Specifying addresses to exclude from
the address pool” on page 76.

®*  While in DHCP server pool configuration mode, the system will place the DHCP server pool in
pending mode and the DHCP server will not use the address pool to distribute information to
clients. To activate the pool, use the deploy command. Refer to “Deploying an address pool
configuration to the server” on page 76.

Enabling relay agent echo (Option 82)

The ip dhcp-server relay-agent-echo enable command activates DHCP Option 82, and enables the
DHCP server to echo relay agent information in all replies.

Brocade(config)# ip dhcp-server relay-agent-echo enable

Syntax: ip dhcp-server relay-agent-echo enable

Configuring the IP address of the DHCP server

The ip dhcp-server command specifies the IP address of the selected DHCP server, as shown in this
example:

Brocade(config)# ip dhcp-server 192.168.1.144

Syntax: ip dhcp-server server-identifier
® server-identifier - The IP address of the DHCP server

This command assigns an IP address to the selected DHCP server.

Configuring the boot image
The bootfile command specifies a boot image name to be used by the DHCP client.

Brocade(config-dhcp-cabo)# bootfile foxhound

In this example, the DHCP client should use the boot image called “foxhound”.

Syntax: bootfile name
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Deploying an address pool configuration to the server

The deploy command sends an address pool configuration to the DHCP server.

Brocade(config-dhcp-cabo)# deploy
Syntax: deploy

Specitying default routers available to the client

The dhcp-default-router command specifies the ip addresses of the default routers for a client.

Syntax: dhcp-default-router address [address, address]

Specitying DNS servers available to the client
The dns-server command specifies DNS servers that are available to DHCP clients.
Brocade(config-dhcp-cabo)# dns-server 192.168.1.143, 192.168.2.142

Syntax: dns-server address [address. address]

Configuring the domain name for the client

The domain-name command configures the domain name for the client.

Brocade(config-dhcp-cabo)# domain-name sierra

Syntax: domain-name domain

Configuring the lease duration for the address pool

The lease command specifies the lease duration for the address pool. The default is a one-day
lease.

Brocade(config-dhcp-cabo)# lease 1 4 32

In this example, the lease duration has been set to one day, four hours, and 32 minutes. You can
set a lease duration for just days, just hours, or just minutes, or any combination of the three.

Syntax: lease days hours minutes

Specitying addresses to exclude from the address pool

The excluded-address command specifies either a single address, or a range of addresses that are
to be excluded from the address pool.

Brocade(config-dhcp-cabo)# excluded-address 192.168.3.44

Syntax: excluded-address [address | address-low address-high]

® address - Specifies a single address

® address-low address-high - Specifies a range of addresses
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Configuring the NetBIOS server for DHCP clients

The netbios-name-server command specifies the IP address of a NetBIOS WINS server or servers
that are available to Microsoft DHCP clients.

Brocade(config-dhcp-cabo)# netbios-name-server 192.168.1.55

Syntax: netbios-name-server address [address2, address3]

Configuring the subnet and mask of a DHCP address pool

This network command configures the subnet network and mask of the DHCP address pool.

Brocade(config-dhcp-cabo)# network 192.168.3.44/24

Syntax: network subnet/mask

Configuring a next-bootstrap server

The next-bootstrap-server command specifies the IP address of the next server the client should
use for boot up.

Brocade(config-dhcp-cabo)# next-bootstrap-server 192.168.5.44

Syntax: next-bootstrap-server address

Configuring the TFIP server

The tftp-server command specifies the address or name of the TFTP server to be used by the DHCP
clients.

To configure a TFTP server by specifying its IP address, enter a command similar to the following.

Brocade(config-dhcp-cabo)# tftp-server 192.168.5.48

To configure a TFTP server by specifying its server name, enter a command similar to the following.
Brocade(config-dhcp-cabo)# tftp-server tftp.domain.com
Syntax: tftp-server address | name server-name

® address is the IP address of the TFTP server.

®* name configures the TFTP server specified by server-name.

If DHCP options 66 (TFTP server name) and 150 (TFTP server IP address) are both configured, the
DHCP client ignores option 150 and tries to resolve the TFTP server name (option 66) using DNS.

Configuring a vendor type and configuration value for a DHCP client

The vendor-class command specifies the vendor-type and configuration value for a DHCP client.

Brocade(config-dhcp-cabo)# vendor class ascii waikiki

Syntax: vendor-class [ascii | ip | hex] value
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Displaying DHCP Server information

The following DHCP show commands can be entered from any level of the CLI.

Displaying active lease entries

The show ip dhcp-server binding command displays a specific active lease, or all active leases, as

shown in the following example:

Brocade# show ip dhcp-server binding

The following output is displayed:

Brocade# show ip dhcp-server binding
Bindings from all pools:

IP Address Client-1D/ Lease expiration Type
Hardware address
192.168.1.2 0000.005d.a440 0d:0h:29m:31s Automatic
192.168.1.3 0000.00e1.26c0 0d:0h:29m:38s Automatic

Syntax: show ip dhcp-server binding [address]
® address - Displays entries for this address only

Table 10 describes this output.

TABLE 10 CLI display of show ip dhcp-server binding command
Field Description
IP address The IP addresses currently in the binding database

Client ID/Hardware address

The hardware address for the client

Lease expiration

The time when this lease will expire

Type The type of lease

Displaying address-pool information

This show ip dhcp-server address-pool command displays information about a specific address

pool, or for all address pools.

Brocade# show ip dhcp-server address-pools

Output similar to the following is displayed, as shown here.

Showing all address pool(s):

Pool Name: one

Time elapsed since last save:

Total number of active leases: 2

Address Pool State: active

IP Address Exclusions: 192.168.1.45

IP Address Exclusions:

Pool Configured Options:

bootfile: example.bin

dhcp-default-router:

dns-server:
domain-name:

0d:0h:6m:52s

192.168.1.99 192.168.1.103

192.168.1.1
192.168.1.100
example.com
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lease: 0 0 30
netbios-name-server: 192.168.1.101
network: 192.168.1.0 255.255.255.0
next-bootstrap-server: 192.168.1.102
tftp-server: 192.168.1.103

Syntax: show ip dhcp-server address-pool[s] [name]

* address-pool[s] - If you enter address-pools, the display will show all address pools
®* pname - Displays information about a specific address pool

Table 11 describes this output.

TABLE 11 CLI display of show ip dhcp-server address pools command

Field Description

Pool name The name of the address pool

Time elapsed since last save The time that has elapsed since the last save.

Total number of active leases The number of leases that are currently active.
Address pool state The state of the address pool (active or inactive).

IP Address exclusions IP addresses that are not included in the address pool

Pool configured options

bootfile The name of the bootfile
dhcp-server-router The address of the DHCP server router
dns-server The address of the dns server
domain-name The name of the domain

lease The identifier for the lease

netbios-name server The address of the netbios name server
network The address of the network
next-bootstrap-server The address of the next-bootstrap server
tftp-server The address of the TFTP server

Displaying lease-binding information in flash memory

The show ip dhcp-server flash command displays the lease-binding database that is stored in flash

memoty.

Brocade# show ip dhcp-server flash

The following information is displayed.

Brocade# show ip dhcp-server flash
Address Pool Binding:
IP Address Client-1D/ Lease expiration Type
Hardware address

192.168.1.2 0000.005d.a440 0d:0h:18m:59s  Automatic
192.168.1.3 0000.00e1.26c0 0d:0h:19m:8s Automatic

Syntax: show ip dhcp-server flash
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Table 12 describes this output.
TABLE 12 CLI display of show ip dhcp-server flash command

Field Description

IP address The IP address of the flash memory lease-binding database
Client-ID/Hardware address The address of the client

Lease expiration The time when the lease will expire

Type The type of lease

Displaying summary DHCP server information

The show ip dhcp-server summary command displays information about active leases, deployed
address-pools, undeployed address-pools, and server uptime.

Brocade# show ip dhcp-server summary

The following information is displayed.

DHCP Server Summary:

Total number of active leases: 2

Total number of deployed address-pools: 1
Total number of undeployed address-pools: O
0d:

Server uptime: Oh:=8m:27s
Syntax: show ip dhcp-server summary
Table describes this output.
CLI display of show ip dhcp-server summary command
Field Description
Total number of active leases Indicates the number of leases that are currently active

Total number of deployed address-pools The number of address pools currently in use.

Total number of undeployed address-pools The number of address-pools being held in reserve.

Server uptime The amount of time that the server has been active.

DHCP Client-Based Auto-Configuration and flash
image update

DHCP Client-Based Auto-Configuration allows Layer 2 and Layer 3 devices to automatically obtain
leased IP addresses through a DHCP server, negotiate address lease renewal, and obtain flash
image and configuration files.

DHCP Client-Based Auto-Configuration occurs as follows.

1. The IP address validation and lease negotiation enables the DHCP client (a Brocade Layer 2 or
Layer 3 device) to automatically obtain and configure an IP address, as follows:

®* One lease is granted for each Layer 2 device. if the device is configured with a static IP
address, the DHCP Auto-Configuration feature is automatically disabled.
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For a Layer 3 device, one leased address is granted (per device) to the interface that first

receives a response from the DHCP server.

2. If auto-update is enabled, the TFTP flash image is downloaded and updated. The device
compares the filename of the requested flash image with the image stored in flash. If the

filenames are different, then the device will download the new image from a TFTP server, write
the downloaded image to flash, then reload the device.

3. Inthe final step, TFTP configuration download and update, the device downloads a
configuration file from a TFTP server and saves it as the running configuration.

Figure 8 shows how DHCP Client-Based Auto Configuration works.

FIGURE 8 DHCP Client-Based Auto-Configuration

brcd07000.bin

newswitch.cfg
ICX6650-64--Switch0000.005e.4400.cfg
brocade.cfg

ICX6650-64--Switch.cfg

003
006
067
015
150

Router: 192.168.1.1

DNS Server: 192.168.1.3

bootfile name: brcd07000.bin

DNS Domain Name: test.com

TFTP Server IP Address: 192.168.1.5

= I

TN

TFTP Serw\
192.168.1.5

Network

\

DHCP Server
192.168.1.2

Brocade (config) #show run I I

| Brocade Switch

Current configuration:
!

ver 07.5.00g018T321
!
stack unit 1
module 1
module 2

module 3
!

1cx6650-64-56-port-management-module
1cx6650-64-4-port-160g-module
1cx6650-64-8-port-80g-module

ip dns domain-name test.com

ip address 192.168.1.100 255.255.255.0 dynamic
ip dns server-address 192.168.1.3

ip default-gateway 192.168.1.1

!

!

end

' |P addr: 192.168.1.100
MAC addr: 0000.005e.4d00

Configuration notes and feature limitations for

DHCP Cient-Based Auto-Configuration

For Layer 3 devices, this feature is available for the default VLAN only. For Layer 2 devices, this

feature is available for default VLANs and management VLANSs. This feature is not supported
on virtual interfaces (VEs), trunked ports, or LACP ports.
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Although the DHCP server may provide multiple addresses, only one IP address is installed at a
time.

This feature is not supported together with DHCP snooping.

The following configuration rules apply to flash image update:

To enable flash image update (ip dhcp-client auto-update enable command), also enable
auto-configuration (ip dhcp-client enable command).

The image filename to be updated must have the extension .bin.
The DHCP option 067 bootfile name will be used for image update if it has the extension .bin.

The DHCP option 067 bootfile name will be used for configuration download if it does not have
the extension .bin.

If the DHCP option 067 bootfile name is not configured or does not have the extension .bin,
then the auto-update image will not occur.

How DHCP Client-Based Auto-Configuration and flash image update works

Auto-Configuration and Auto-update are enabled by default. To disable this feature, refer to
“Disabling or re-enabling Auto-Configuration” on page 86 and “Disabling or re-enabling
Auto-Update” on page 86, respectively.

The steps of the Auto-Configuration and Auto-update process are described in Figure 9, and in the
description that follows the flowchart.
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FIGURE 9 The DHCP Client-Based Auto-Configuration steps
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Validate the IP address and lease negotiation

1.
2.

At boot-up, the device automatically checks its configuration for an IP address.

If the device does not have a static IP address, it requests the lease of an address from the
DHCP server:

If the server responds, it leases an IP address to the device for the specified lease period.

If the server does not respond (after four tries) the DHCP Client process is ended.
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3. |If the device has a dynamic address, the device asks the DHCP server to validate that address.
If the server does not respond, the device will continue to use the existing address until the
lease expires. If the server responds, and the IP address is outside of the DHCP address pool
or has been leased to another device, it is automatically rejected, and the device receives a
new IP address from the server. If the existing address is valid, the lease continues.

NOTE
The lease time interval is configured on the DHCP server, not on the client device. The ip

dhcp-client lease command is set by the system, and is non-operational to a user.

4. If the existing address is static, the device keeps it and the DHCP Client process is ended.

For a leased IP address, when the lease interval reaches the renewal point, the device
requests a renewal from the DHCP server:

® [fthe device is able to contact the DHCP server at the renewal point in the lease, the DHCP
server extends the lease. This process can continue indefinitely.

® |fthe device is unable to reach the DHCP server after four attempts, it continues to use the
existing IP address until the lease expires. When the lease expires, the dynamic IP address
is removed and the device contacts the DHCP server for a new address. If the device is still
unable to contact the DHCP server after four attempts, the process is ended.

The TFTP Flash image download and update step

NOTE
This process only occurs when the client device reboots, or when DHCP-client has been disabled and
then re-enabled.

Once a lease is obtained from the server (described in “Validate the IP address and lease
negotiation” on page 83), the device compares the filename of the requested flash image with the
image stored in flash.

® [f the .bin filenames match, then the DHCP client skips the flash image download. If
auto-configuration is enabled, the DHCP client proceeds with downloading the configuration
files as described in “The TFTP configuration download and update step”.

® [fthe .bin filenames are different, then the DHCP client downloads the new image from a TFTP
server, then writes the downloaded image to flash.

The code determines which flash (i.e., primary or secondary) to use based on how the device is
booted. Once the flash is updated with the newer flash image, the device is reloaded If
auto-configuration is enabled, the DHCP client then proceeds to download the configuration
files described in “The TFTP configuration download and update step”.

The TFTP configuration download and update step

NOTE
This process only occurs when the client device reboots, or when Auto-Configuration has been
disabled and then re-enabled.
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When the device reboots, or the Auto-Configuration feature has been disabled and then
re-enabled, the device uses information from the DHCP server to contact the TFTP server to
update the running-configuration file:

® [fthe DHCP server provides a TFTP server name or IP address, the device uses this
information to request files from the TFTP server.

® [fthe DHCP server does not provide a TFTP server name or IP address, the device requests
the configuration files from the DHCP server.

The device requests the configuration files from the TFTP server by asking for filenames in the
following order:

® bootfile name provided by the DHCP server (if configured)
®* hostnameMAC-config.cfg, for example:
1CX6650-64-Router0000.008F.23b7-config.cfg

®* hostnameMAC.cfg, for example:
1CX6650-64-Router0000.008f.23b7.cfg

®* brocade.cfg (applies to all devices), for example:

brocade.cfg

® <jcx6650> -<switch | router>.cfg (applies to Layer 2 or base Layer 3 devices), for example:

1cx6650-router.cfg (Brcd6650 Layer 2)
1cx6650-router.cfg (Brcd6650 Layer 3)

If the device is successful in contacting the TFTP server and the server has the configuration
file, the files are merged. If there is a conflict, the server file takes precedence.

If the device is unable to contact the TFTP server or if the files are not found on the server, the
TFTP part of the configuration download process ends.

Supported options for DHCP Servers

DHCP Client supports the following options:

001 - subnetmask

003 - router ip

015 - domain name

006 - domain name server

012 - hostname (optional)

066 - TFTP server name (only used for Client-Based Auto Configuration)
067 - bootfile name

150 - TFTP server IP address (private option, datatype = IP Address)

Configuration notes for DHCP servers

When using DHCP on a router, if you have a DHCP address for one interface, and you want to

connect to the DHCP server from another interface, you must disable DHCP on the first
interface, then enable DHCP on the second interface.
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* When DHCP is disabled, and then re-enabled, or if the system is rebooted, the TFTP process
requires approximately three minutes to run in the background before file images can be
downloaded manually.

® Oncea portis assigned a leased IP address, it is bound by the terms of the lease regardless of
the link state of the port.

Disabling or re-enabling Auto-Configuration

For a switch, you can disable or enable this feature using the following commands.

Brocade(config)# ip dhcp-client enable
Brocade(config)# no ip dhcp-client enable

For a router, you can disable or enable this feature using the following commands.

Brocade(config-if-e10000-1/1/1)# ip dhcp-client enable
Brocade(config-if-e10000-1/1/1)# no ip dhcp-client enable

Syntax: [no] ip dhcp-client enable

Disabling or re-enabling Auto-Update

Auto-update is enabled by default. To disable it, use the following command.
Brocade(config)# no ip dhcp-client auto-update enabled

To re-enable auto-update after it has been disabled, use the following command.

Brocade(config)# ip dhcp-client auto-update enabled

Syntax: [no] ip dhcp-client auto-update enabled

Displaying DHCP configuration information

The following example shows output from the show ip command for Layer 2 devices.

Brocade(config)# show ip
Switch IP address: 10.44.16.116
Subnet mask: 255.255.255.0
Default router address: 10.44.16.1
TFTP server address: 10.44.16.41

Configuration filename: brocade.cfg
Image filename: None

The following example shows output from the show ip address command for a Layer 2 device.

Brocade(config)# show ip address
IP Address Type Lease Time Interface
10.44.16.116 Dynamic 174 1/1/1

The following example shows output from the show ip address command for a Layer 3 device.
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Brocade(config)# show ip address

IP Address Type Lease Time Interface
10.44.3.233 Dynamic 672651 17172
10.0.0.1 Static N/ZA 1/1/5

The following example shows a Layer 2 device configuration as a result of the show run command.

Brocade(config)# show run
Current configuration:
1

ver 07.5.00b1T323
1

stack unit 1
module 1 icx6650-56-port-management-module
module 2 1cx6650-4-port-40g-module

module 3 i1cx6650-8-port-10g-module
1
1
ip address 10.44.16.116 255.255.255.0 dynamic
p dns server-address 10.44.16.41
ip dhcp-client lease 174
ip default-gateway 10.44.16.1

The following example shows a Layer 3 device configuration as a result of the show run command.

Brocade(config)# show run
Current configuration:
1
ver 07.5.00b1T323
!
stack unit 1
module 1 icx6650-56-port-management-module
module 2 i1cx6650-4-port-40g-module
module 3 1cx6650-8-port-10g-module
!
vlan 1 name DEFAULT-VLAN by port
!
ip dns domain-name test.com
ip dns server-address 10.44.3.111
interface ethernet 1/1/2
ip address 10.44.3.233 255.255.255.0 dynamic
ip dhcp-client lease 691109
!
interface ethernet 1/1/5
ip address 10.0.0.1 255.0.0.0
ip helper-address 1 10.44.3.111
!
end

DHCP Log messages

The following DHCP notification messages are sent to the log file.
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2d01h48m21s:1: DHCPC: existing ip address found, no further action needed by DHCPC
2d01h48m21s:1: DHCPC: Starting DHCP Client service

2d01h48m21s:1: DHCPC: Stopped DHCP Client service

2d01h48m21s:1: DHCPC: 1CX6650 Switch running-configuration changed

2d01h48m21s:1: DHCPC: sending TFTP request for bootfile name i1cx6650-switch.cfg
2d01h48m21s:1: DHCPC: TFTP unable to download running-configuration
2d01h48m21s:1: DHCPC: Found static IP Address 192.168.1.1 subnet mask
255.255.255.0 on port 1/1/5

2d01h48m21s:1: DHCPC: Client service found no DHCP server(s) on 3 possible subnet
2d01h48m21s:1: DHCPC: changing 1/1/3 protocol from stopped to running
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The following sections describe how to configure IP parameters on a Brocade Layer 2 Switch.

NOTE

This section describes how to configure IP parameters for Layer 2 Switches. For IP configuration
information for Layer 3 Switches, refer to “Configuring IP parameters - Layer 3 Switches” on
page 19.

Configuring the management IP address and specifying
the default gateway

To manage a Layer 2 Switch using Telnet or Secure Shell (SSH) CLI connections, you must configure
an IP address for the Layer 2 Switch. Optionally, you also can specify the default gateway.

Brocade devices support both classical IP network masks (Class A, B, and C subnet masks, and so
on) and Classless Interdomain Routing (CIDR) network prefix masks:

® To enter a classical network mask, enter the mask in IP address format. For example, enter
“192.168.22.99 255.255.255.0” for an IP address with a Class-C subnet mask.

* To enter a prefix network mask, enter a forward slash ( / ) and the number of bits in the mask
immediately after the IP address. For example, enter “192.168.22.99/24" for an IP address
that has a network mask with 24 significant bits (ones).

By default, the CLI displays network masks in classical IP address format (example:
255.255.255.0). You can change the display to prefix format. Refer to “Changing the network mask
display to prefix format” on page 113.

Assigning an IP address to a Brocade Layer 2 switch

To assign an IP address to a Brocade Layer 2 Switch, enter a command such as the following at the
global CONFIG level.

Brocade(config)# ip address 192.168.6.110 255.255.255.0
Syntax: ip address ip-addr ip-mask

or

Syntax: ip address ip-addr/mask-bits

You also can enter the IP address and mask in CIDR format, as follows.

Brocade(config)# ip address 192.168.6.1/24
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To specify the Layer 2 Switch default gateway, enter a command such as the following.

Brocade(config)# ip default-gateway 192.168.6.1

Syntax: ip default-gateway ip-addr

NOTE

When configuring an IP address on a Layer 2 switch that has multiple VLANs, make sure the
configuration includes a designated management VLAN that identifies the VLAN to which the global
IP address belongs. Refer to the section “Designated VLAN for Telnet management sessions to a
Layer 2 Switch” in the Brocade ICX 6650 Security Configuration Guide.

Configuring Domain Name Server resolver

The Domain Name Server (DNS) resolver feature lets you use a host name to perform Telnet, ping,
and traceroute commands. You can also define a DNS domain on a Brocade Layer 2 Switch or
Layer 3 Switch and thereby recognize all hosts within that domain. After you define a domain name,
the Brocade Layer 2 Switch or Layer 3 Switch automatically appends the appropriate domain to the
host and forwards it to the domain name server.

For example, if the domain “newyork.com” is defined on a Brocade Layer 2 Switch or Layer 3 Switch
and you want to initiate a ping to host “NYCO1” on that domain, you need to reference only the host
name in the command instead of the host name and its domain name. For example, you could
enter either of the following commands to initiate the ping.

Brocade# ping nycOl
Brocade# ping nycOl.newyork.com

Defining a DNS entry

You can define up to four DNS servers for each DNS entry. The first entry serves as the primary
default address. If a query to the primary address fails to be resolved after three attempts, the next
gateway address is queried (also up to three times). This process continues for each defined
gateway address until the query is resolved. The order in which the default gateway addresses are
polled is the same as the order in which you enter them.

Suppose you want to define the domain name of newyork.com on a Layer 2 Switch and then define
four possible default DNS gateway addresses. To do so, enter the following commands.

Brocade(config)# ip dns domain-name newyork.com
Brocade(config)# ip dns server-address 192.168.22.199 192.168.7.15 192.168.17.25
192.168.10.15

Syntax: ip dns server-address ip-addr [ip-addr] [ip-addr] [ip-addr]

In this example, the first IP address in the ip dns server-address... command becomes the primary
gateway address and all others are secondary addresses. Because IP address 192.168.10.15 is
the last address listed, it is also the last address consulted to resolve a query.

Using a DNS name fto initiate a trace route

Suppose you want to trace the route from a Brocade Layer 2 Switch to a remote server identified as
NYCO02 on domain newyork.com. Because the newyork.com domain is already defined on the Layer
2 Switch, you need to enter only the host name, NYCO2, as noted in the following command.

Brocade# traceroute nyc02
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Syntax: traceroute host-ip-addr [maxttl value] [minttl value] [numeric] [timeout value]
[source-ip ip addr]

The only required parameter is the IP address of the host at the other end of the route.

After you enter the command, a message indicating that the DNS query is in process and the
current gateway address (IP address of the domain name server) being queried appear on the
screen.

Type Control-c to abort

Sending DNS Query to 192.168.22.199

Tracing Route to IP node 192.168.22.80

To ABORT Trace Route, Please use stop-traceroute command.
Traced route to target IP node 192.168.22.80:

IP Address Round Trip Timel Round Trip Time2
192.168.6.30 93 msec 121 msec
NOTE

In the previous example, 192.168.22.199 is the IP address of the domain name server (default DNS
gateway address), and 192.168.22.80 represents the IP address of the NYCO2 host.

FIGURE10  Querying a Host on the newyork.com Domain

Domain Name Server

nyc01

| newyork.com [nchZ

| 192.168.6.199

gcm %
¢3S

Changing the TTL threshold

The time to live (TTL) threshold prevents routing loops by specifying the maximum number of router
hops an IP packet originated by the Layer 2 Switch can travel through. Each device capable of
forwarding IP that receives the packet decrements (decreases) the packet TTL by one. If a router
receives a packet with a TTL of 1 and reduces the TTL to zero, the router drops the packet.

<&

The default TTL is 64. You can change the TTL to a value from 1 through 255.
To modify the TTL threshold to 25, enter the following commands.
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Brocade(config)# ip ttl 25
Brocade(config)# exit

Syntax: ip ttl 1-255

DHCP Assist configuration

DHCP Assist allows a Brocade Layer 2 Switch to assist a router that is performing multi-netting on
its interfaces as part of its DHCP relay function.

DHCP Assist ensures that a DHCP server that manages multiple IP subnets can readily recognize
the requester IP subnet, even when that server is not on the client local LAN segment. The Brocade
Layer 2 Switch does so by stamping each request with its IP gateway address in the DHCP discovery
packet.

NOTE
Brocade Layer 3 Switches provide BootP/DHCP assistance by default on an individual port basis.
Refer to “Changing the IP address used for stamping BootP and DHCP requests” on page 66.

By allowing multiple subnet DHCP requests to be sent on the same wire, you can reduce the
number of router ports required to support secondary addressing as well as reduce the number of
DHCP servers required, by allowing a server to manage multiple subnet address assignments.
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FIGURE 11  DHCP requests in a network without DHCP Assist on the Layer 2 Switch
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In a network operating without DHCP Assist, hosts can be assigned IP addresses from the wrong
subnet range because a router with multiple subnets configured on an interface cannot distinguish
among DHCP discovery packets received from different subnets.

For example, in Figure 11, a host from each of the four subnets supported on a Layer 2 Switch
requests an IP address from the DHCP server. These requests are sent transparently to the router.
Because the router is unable to determine the origin of each packet by subnet, it assumes the
lowest IP address or the ‘primary address’ is the gateway for all ports on the Layer 2 Switch and
stamps the request with that address.

When the DHCP request is received at the server, it assigns all IP addresses within that range only.

With DHCP Assist enabled on a Brocade Layer 2 Switch, correct assignments are made because
the Layer 2 Switch provides the stamping service.

How DHCP Assist works

Upon initiation of a DHCP session, the client sends out a DHCP discovery packet for an address
from the DHCP server as seen in Figure 12. When the DHCP discovery packet is received at a
Brocade Layer 2 Switch with the DHCP Assist feature enabled, the gateway address configured on
the receiving interface is inserted into the packet. This address insertion is also referred to as
stamping.
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FIGURE 12 DHCP requests in a network with DHCP Assist operating on a Fastlron Switch
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When the stamped DHCP discovery packet is then received at the router, it is forwarded to the
DHCP server. The DHCP server then extracts the gateway address from each request and assigns
an available IP address within the corresponding IP subnet (Figure 13). The IP address is then
forwarded back to the workstation that originated the request.

NOTE

When DHCP Assist is enabled on any port, Layer 2 broadcast packets are forwarded by the CPU.
Unknown unicast and multicast packets are still forwarded in hardware, although selective packets
such as IGMP, are sent to the CPU for analysis. When DHCP Assist is not enabled, Layer 2 broadcast
packets are forwarded in hardware.

NOTE
The DHCP relay function of the connecting router must be turned on.
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FIGURE 13  DHCP offers are forwarded back toward the requestors
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NOTE

When DHCP Assist is enabled on any port, Layer 2 broadcast packets are forwarded by the CPU.
Unknown unicast and multicast packets are still forwarded in hardware, although selective packets
such as IGMP are sent to the CPU for analysis. When DHCP Assist is not enabled, Layer 2 broadcast
packets are forwarded in hardware.

Configuring DHCP Assist

You can associate a gateway list with a port. You must configure a gateway list when DHCP Assist is
enabled on a Brocade Layer 2 Switch. The gateway list contains a gateway address for each subnet
that will be requesting addresses from a DHCP server. The list allows the stamping process to
occur. Each gateway address defined on the Layer 2 Switch corresponds to an IP address of the
Brocade router interface or other router involved.

Up to eight addresses can be defined for each gateway list in support of ports that are
multi-homed. When multiple IP addresses are configured for a gateway list, the Layer 2 Switch
inserts the addresses into the discovery packet in a round robin fashion.

Up to 32 gateway lists can be defined for each Layer 2 Switch.
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Example

To create the configuration indicated in Figure 12 and Figure 13, enter commands such as the
following.

Brocade(config)# dhcp-gateway-list 1 192.168.5.1
Brocade(config)# dhcp-gateway-list 2 10.95.6.1
Brocade(config)# dhcp-gateway-list 3 10.95.1.1 10.95.5.1
Brocade(config)# interface ethernet 1/1/2
Brocade(config-if-e10000-1/1/2)# dhcp-gateway-list 1
Brocade(config-if-e10000-1/1/2)# interface ethernet 1/1/8
Brocade(config-if-e10000-1/1/8)# dhcp-gateway-list 3
Brocade(config-if-e10000-1/1/8)# interface ethernet 1/1/14
Brocade(config-if-e10000-1/1/14)# dhcp-gateway-list 2

Syntax: dhcp-gateway-list num ip-addr

IPv4 point-to-point GRE tunnels

This section describes support for point-to-point Generic Routing Encapsulation (GRE) tunnels and
how to configure them on a Brocade device.

GRE tunnels support includes, but is not limited to, the following:

® |Pv4 over GRE tunnels. IPv6 over GRE tunnels is not supported.
® Static and dynamic unicast routing over GRE tunnels

® Multicast routing over GRE tunnels

* Hardware forwarding of IP data traffic across a GRE tunnel.

® Path MTU Discovery (PMTUD)

IPv4 GRE tunnel overview

Generic Routing Encapsulation is described in RFC 2784. Generally, GRE provides a way to
encapsulate arbitrary packets (payload packet) inside of a transport protocol, and transmit them
from one tunnel endpoint to another. The payload is encapsulated in a GRE packet. The resulting
GRE packet is then encapsulated in a delivery protocol, then forwarded to the tunnel destination. At
the tunnel destination, the packet is decapsulated to reveal the payload. The payload is then
forwarded to its final destination.

Brocade IPv6-capable devices allow the tunneling of packets of the following protocols over an IPv4
network using GRE:

e OSPFV2
e BGP4
e RIPV1andV2

GRE packet structure and header format

Figure 14 shows the structure of a GRE encapsulated packet.
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FIGURE 14  GRE encapsulated packet structure

Delivery Header

GRE Header

Payload Packet

Figure 15 shows the GRE header format.
FIGURE 15 GRE header format

Checksum Reserved0 Ver | Protocol Type | Checksum Reserved
(optional) (optional)

The GRE header has the following fields:

® Checksum - 1 bit. This field is assumed to be zero in this version. If set to 1, this means that
the Checksum (optional) and Reserved (optional) fields are present and the Checksum
(optional) field contains valid information.

®* ReservedO - 12 bits. If bits 1 - 5 are non-zero, then a receiver must discard the packet unless
RFC 1701 is implemented. Bits 6 - 12 are reserved for future use and must be set to zero in
transmitted packets. This field is assumed to be zero in this version.

®* \Ver - 3 bits. The GRE protocol version. This field must be set to zero in this version.
* Protocol Type - 16 bits. The Ethernet protocol type of the packet, as defined in RFC 1700.

® Checksum (optional) - 16 bits. This field is optional. It contains the IP checksum of the GRE
header and the payload packet.

®* Reserved (optional) - 16 bits. This field is optional. It is reserved for Brocade internal use.

Path MTU Discovery (PMTUD) support

Brocade IronWare software supports the following RFCs for handling large packets over a GRE
tunnel:

® RFC 1191, Path MTU Discovery
® RFC 4459, MTU and Fragmentation Issues with In-the-Network Tunneling

RFC 1191 describes a method for dynamically discovering the maximum transmission unit (MTU)
of an arbitrary internet path. When a Fastlron device receives an IP packet that has its Do not
Fragment (DF) bit set, and the packet size is greater than the MTU value of the outbound interface,
then the Fastlron device returns an ICMP Destination Unreachable message to the source of the
packet, with the code indicating "fragmentation needed and DF set". The ICMP Destination
Unreachable message includes the MTU of the outbound interface. The source host can use this
information to help determine the minimum MTU of a path to a destination.
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RFC 4459 describes solutions for issues with large packets over a tunnel. The following methods,
from RFC 4459, are supported in Brocade IronWare software:

® [f asource attempts to send packets that are larger than the lowest MTU value along the path,
PMTUD can signal to the source to send smaller packets. This method is described in Section
3.2 of RFC 4459.

® Inner packets can be fragmented before encapsulation, in such a manner that the
encapsulated packet fits in the tunnel path MTU, which is discovered using PMTUD. This
method is described in Section 3.4 of RFC 4459.

By default, PMTUD is enabled.

Configuration considerations for PMTUD support

Consider the following when configuring PMTUD support.

®* When the new PMTUD value is smaller than all of the eight MTU values configured in the
system, the PMTUD feature is disabled for the tunnel, and the value is not added to the
system. For example, the new PMTUD value is 620 which is smaller in value than all of the
eight, different MTU path values configured in the system. The following warning message
is displayed on the CLI:

Warning - All MTU profiles used, disabling PMTU for tunnel <tunnel_id>; new
PMTU was <new pmtu discovered>

Support for IPv4 multicast routing over GRE tunnels

PIM-DM and PIM-SM Layer 3 multicast protocols and multicast data traffic are supported over GRE
tunnels. When a multicast protocol is enabled on both ends of a GRE tunnel, multicast packets can
be sent from one tunnel endpoint to another. To accomplish this, the packets are encapsulated
using the GRE unicast tunneling mechanism and forwarded like any other IPv4 unicast packet to
the destination endpoint of the tunnel. The router that terminates the tunnel (i.e., the router where
the tunnel endpoint is an ingress interface) de-encapsulates the GRE tunneled packet to retrieve
the native multicast data packets. After de-encapsulation, data packets are forwarded in the
direction of its receivers, and control packets may be consumed. This creates a PIM-enabled virtual
or logical link between the two GRE tunnel endpoints.

Strict RPF check for multicast protocols

IronWare software enforces strict Reverse Path Forwarding (RPF) check rules on an (s,g) entry on a
GRE tunnel interface. The (s,g) entry uses the GRE tunnel as an RPF interface. During unicast
routing transit, GRE tunnel packets may arrive at different physical interfaces. The strict RPF check
limits GRE PIM tunnel interfaces to accept the (s,g) GRE tunnel traffic.

NOTE

For the Brocade ICX 6650 devicesloopback ports are required for de-encapsulating the GRE
tunneled packet. On these hardware devices, when the GRE-encapsulated multicast packet is
received, the unicast GRE mechanism takes care of de-encapsulating the packet. The packet then
egresses and re-ingresses the tunnel interface loopback port as the native multicast packet. The
hardware RPF check is done, not on the tunnel interface directly, but on the loopback port - the
hardware compares this port number with the port number configured in the Multicast table (s,g)
entry. If they match, the packet is routed. Otherwise it is sent to the CPU for error processing. In
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unicast, it is permissible for multiple tunnel interfaces to use a single loopback port. However, in
multicast, this will not allow the hardware to determine the tunnel interface that the packet was
received on in order to do an RPF check. Therefore, when IPv4 Multicast Routing is enabled on a
GRE tunnel, the tunnel interface must have a dedicated loopback port.

GRE support with other features

This section describes how GRE tunnels may affect other features on Brocade ICX 6650 devices.

Support for ECMP for routes through a GRE tunnel

Equal-Cost Multi-Path (ECMP) load sharing allows for load distribution of traffic among available
routes. When GRE is enabled, a mix of GRE tunnels and normal IP routes is supported. If multiple
routes are using GRE tunnels to a destination, packets are automatically load-balanced between
tunnels, or between tunnels and normal IP routes.

ACL, QoS, and PBR support for traffic through a GRE tunnel

PBR and ACL filtering for packets terminating on a GRE tunnel is not supported. However, PBR can
be used to map IP traffic into a GRE tunnel, but it cannot be used to route GRE traffic. QoS support
for GRE encapsulated packets is limited to copying DSCP values from the inner header onto the
outer headerTraffic coming from a tunnel can be filtered by an ACL both before and after the tunnel
is terminated and also redirected by PBR after tunnel is terminated. An ACL classifies and sets QoS
for GRE traffic. If the ACL is applied to the tunnel ingress port, then the delivery header (outer
header) would be classified or filtered before the tunnel is terminated.

NOTE

Restrictions for using ACLs in conjunction with GRE are noted in the section “Configuration
considerations for GRE IP tunnels” on page 98. PBR can be configured on tunnel loopback ports for
tunnel interfaces with no restrictions. .

Syslog messages related to GRE IP tunnels

Syslog messages provide management applications with information related to GRE IP tunnels. The
following Syslog message is supported.

Tunnel: TUN-RECURSIVE-DOWN tnnl 1, Tnl disabled due to recursive routing

Configuration considerations for GRE IP tunnels

Before configuring GRE tunnels and tunnel options, consider the configuration notes in this
section.

®* When GRE is enabled on a Layer 3 switch, the following features are not supported on Virtual
Ethernet (VE) ports and VE member ports (ports that have IP addresses):

- ACL logging

- ACL statistics (also called ACL counting)
- MAC address filters

- IPv6filters
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NOTE
The above features are supported on VLANs that do not have VE ports.

®* Whenever multiple IP addresses are configured on a tunnel source, the primary address of the
tunnel is always used for forming the tunnel connections. Therefore, carefully check the
configurations when configuring the tunnel destination.

®* When a GRE tunnel is configured, you cannot configure the same routing protocol on the
tunnel through which you learn the route to the tunnel destination. For example, if the Fastlron
learns the tunnel destination route through the OSPF protocol, you cannot configure the OSPF
protocol on the same tunnel and vice-versa. When a tunnel has OSPF configured, the Fastlron
cannot learn the tunnel destination route through OSPF. This could cause the system to
become unstable.

®* The tunnel destination cannot be resolved to the tunnel itself or any other local tunnel. This is
called recursive routing. This scenario would cause the tunnel interface to flap and the Syslog
message TUN-RECURSIVE-DOWN to be logged. To resolve this issue, create a static route for
the tunnel destination.

GRE MTU configuration considerations

The default Maximum Transmission Unit (MTU) value for packets in a GRE tunnel is 1476 bytes, or
10194 bytes for jumbo packets. The MTU of the GRE tunnel is compared with the outgoing packet
before the packet is encapsulated. After encapsulation, the packet size increases by 24 bytes.
Therefore, when changing the GRE tunnel MTU, set the MTU to at least 24 bytes less than the IP
MTU of the outgoing interface. If the MTU is not set to at least 24 bytes less than the IP MTU, the
size of the encapsulated packet will exceed the IP MTU of the outgoing interface. This will cause the
packet to either be sent to the CPU for fragmentation, or the packet will be dropped if the DF
(Do-Not-Fragment) bit is set in the original IP packet, and an ICMP message is sent.
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Configuration tasks for GRE tunnels

Brocade recommends that you perform the configuration tasks in the order listed in Table 13.

TABLE 13 Configuration tasks for GRE tunnels

Configuration tasks

Default behavior

For more information

Required tasks

1 Create a tunnel interface

Not assigned

“Creating a tunnel interface” on
page 101

2  Configure the source address or source
interface for the tunnel interface

Not assigned

“Configuring the source address or
source interface for a tunnel
interface” on page 101

3 Configure the destination address of the
tunnel interface

Not assigned

“Configuring the destination address
for a tunnel interface” on page 102

4 Enable GRE encapsulation on the tunnel
interface

Disabled

“Enabling GRE encapsulation on a
tunnel interface” on page 102

5  Configure an IP address for the tunnel
interface

Not assigned

“Configuring an IP address for a
tunnel interface” on page 103

6  If a route to the tunnel destination
(configured in Step 3) does not already
exist, create a static route to the tunnel
destination.

Not assigned

“Configuring a static route to a tunnel
destination” on page 103

Optional tasks

1  Change the maximum transmission unit
(MTU) value for the tunnel interface

1476 bytes or
10194 bytes (jumbo
mode)

“Changing the MTU value for a tunnel
interface” on page 104

2  Change the number of GRE tunnels
supported on the device

Support for 32 GRE
tunnels

“Changing the maximum number of
tunnels supported” on page 104

3 Enable and configure GRE link keepalive Disabled “Configuring GRE link keepalive” on
on the tunnel interface page 104

4 Change the Path MTU Discovery (PMTUD) Enabled “Configuring Path MTU Discovery” on
configuration on the GRE tunnel interface page 105

5  Enable support for IPv4 multicast routing  Disabled “Enabling IPv4 multicast routing over

a GRE tunnel” on page 106

The following features are also supported on GRE tunnel interfaces:

* Naming the tunnel interface (CLI command port-name) - for configuration details, refer to the
section “Assigning a port name” in the Brocade ICX 6650 Administration Guide.

® Changing the Maximum Transmission Unit (MTU) (CLI command ip mtu) - for configuration
details, refer to “Changing the MTU on an individual port” on page 30.

® Increasing the cost of routes learned on the port (CLI command ip metric) - for configuration
details, refer to “Changing the cost of routes learned on a port” on page 144.

After performing the configuration steps listed in Table 13, you can view the GRE configuration and
observe the routes that use GRE tunnels. For details, refer to “Displaying GRE tunneling

information” on page 108.
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Creating a tunnel interface

To create a tunnel interface, enter the following command at the Global CONFIG level of the CLI.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)#
Syntax: [no] interface tunnel tunnel-number

The tunnel-number is a numerical value that identifies the tunnel being configured.

NOTE
You can also use the port-name command to name the tunnel. To do so, follow the configuration
instructions in the “Assigning a port name” section in the Brocade ICX 6650 Administration Guide.

Configuring the source address or source interface for a tunnel interface

To configure the source for a tunnel interface, specify either a source address or a source interface.

NOTE

If the destination address for a tunnel interface is not resolved, Brocade recommends that you
either configure source interface (instead of source address) as the source for a tunnel interface, or
enable GRE link keepalive on the tunnel interface.

The tunnel source address should be one of the router IP addresses configured on a physical,
loopback, or VE interface, through which the other end of the tunnel is reachable.

To configure the source address for a specific tunnel interface, enter commands such as the
following.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel source 192.168.10.8

The source interface should be the port number of the interface configured on a physical,
loopback, or VE interface. The source interface should have at least one IP address configured on
it. Otherwise, the interface will not be added to the tunnel configuration and an error message
similar to the following will be displayed:

ERROR - Tunnel source interface 1/1/3 has no configured IP address.
To configure the source interface for a specific tunnel interface, enter commands such as the
following.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel source ethernet 1/1/3

Syntax: [no] tunnel source ip-address | ethernet portnum | ve number
The ip-address variable is the source IP address being configured for the specified tunnel.

The ethernet portnum variable is the stack unit, source slot and port number of the physical
interface being configured for the specified tunnel, for example 1/1/3.

The ve number variable is the VE interface number being configured for the specified tunnel.
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Deleting an IP address from an interface configured as a tunnel source

To delete an IP address from an interface that is configured as a tunnel source, first remove the
tunnel source from the tunnel interface then delete the IP address, as shown in the following
example.

Brocade(config-if-e1000-1/1/3)# interface tunnel 8
Brocade(config-tnif-8)# no tunnel source 192.168.83.15
Brocade(config-tnif-8)# interface ethernet 1/1/3
Brocade(config-if-e10000-1/1/3)# no ip address 192.168.83.15/24

If you attempt to delete an IP address without first removing the tunnel source, the console will
display an error message, as shown in the following example.

Brocade# config terminal

Brocade(config)# interface ethernet 1/1/3
Brocade(config-if-e10000-1/1/3)# no ip address 192.168.83.15/24

Error - Please remove tunnel source from tnnl 8 before removing IP address

NOTE
The previous error message will also display on the CLI when an interface is part of a VLAN. A VLAN
cannot be deleted until the tunnel source is first removed.

Configuring the destination address for a tunnel interface

The destination address should be the address of the IP interface of the device on the other end of
the tunnel.

To configure the destination address for a specific tunnel interface, enter commands such as the
following.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel destination 192.168.5.2

Syntax: [no] tunnel destination ip-address

The ip-address variable is the destination IP address being configured for the specified tunnel.

NOTE

Ensure a route to the tunnel destination exists on the tunnel source device. Create a static route if
necessary. For configuration details, refer to “Configuring a static route to a tunnel destination” on
page 103.

Enabling GRE encapsulation on a tunnel interface

To enable GRE encapsulation on a tunnel interface, enter commands such as the following.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel mode gre ip

Syntax: [no] tunnel mode gre ip

® gre specifies that the tunnel will use GRE encapsulation (IP protocol 47).

® ip specifies that the tunneling protocol is IPv4.
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NOTE

Before configuring a new GRE tunnel, the system should have at least one slot available for adding
the default tunnel MTU value to the system tables. Depending on the configuration, the default
tunnel MTU range is ((1500 or 10218) - 24) . To check for slot availability, or to see if the MTU value
is already configured in the IP table, use the show ip mtu command. For more information on the
show ip mtu command, refer to “Displaying multicast protocols and GRE tunneling information” on
page 110.

Applying an ACL or PBR to a tunnel interface

To apply an ACL or PBR policy to a tunnel interface on a Brocade ICX 6650 device , enter
commands such as the following;:

Applying a PBR policy to a tunnel interface

Brocade(config)# interface tunnel 1

Brocade(config-tnif-1)# tunnel mode gre ip
Brocade(config-tnif-1)# interface ethernet 1/1/3
Brocade(config-if-e10000-1/1/3)# ip policy route-map test-route

Applying an ACL policy to a tunnel interface

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel mode gre ip
Brocade(config-tnif-1)# interface ethernet 1/1/3
Brocade(config-if-e10000-1/1/3)# ip access-group 10 in

Configuring an IP address for a tunnel interface

An IP address sets a tunnel interface as an IP port and allows the configuration of Layer 3
protocols, such as OSPF, BGP, and Multicast (PIM-DM and PIM-SM) on the port. Note that the
subnet cannot overlap other subnets configured on other routing interfaces, and both ends of the
tunnel should be in the same subnet, as illustrated in the GRE tunnel configuration example in
Figure 16 on page 107.

To configure an IP address for a specified tunnel interface, enter commands such as the following.

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# ip address 10.10.3.1/24

Syntax: [no] ip address ip-address

The ip-address is the IP address being configured for the specified tunnel interface.

Configuring a static route to a tunnel destination

If a route to the tunnel destination does not already exist on the tunnel source, create a static
route.

Brocade(config)# ip route 192.168.5.0/24 192.168.8.1

Syntax: [no] ip route destination-ip/network next-hop-ip

®* The destination-ip/netowork variable is the destination IP address of the tunnel interface.
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Changing the MTU value for a tunnel interface

For important configuration considerations regarding this feature, refer to “GRE MTU configuration
considerations” on page 99.

You can set an MTU value for packets entering the tunnel. Packets that exceed either the default
MTU value of 1476/10194 bytes (for jumbo case) or the value that you set using this command, are
fragmented and encapsulated with IP/GRE headers for transit through the tunnel (if they do not
have the DF bit set in the IP header). All fragments will carry the same DF bit as the incoming
packet. Jumbo packets are supported, although they may be fragmented based on the configured
MTU value.

The following command allows you to change the MTU value for packets transiting “tunnel 1”:

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# ip mtu 1200

Syntax: ip mtu packet-size

The packet-size variable specifies the maximum size in bytes for the packets transiting the tunnel.
Enter a value from 576 through 1476. The default value is 1476.

NOTE

To prevent packet loss after the 24 byte GRE header is added, make sure that any physical interface
that is carrying GRE tunnel traffic has an IP MTU setting at least 24 bytes greater than the tunnel
MTU setting. This configuration is only allowed on the system if the tunnel mode is set to GRE.

Changing the maximum number of tunnels supported

By default, Brocade ICX 6650 IPv6 devices support up to 32 GRE tunnels. You can configure the
device to support 16-64 GRE tunnels. To change the maximum number of tunnels supported,
enter commands such as the following.

Brocade(config)# system-max gre-tunnels 16

Reload required. Please write memory and then reload or power cycle.
Brocade(config)# write memory

Brocade(config)# exit

Brocade# reload

NOTE
You must save the configuration (write memory) and reload the software to place the change into
effect.

Syntax: system-max gre-tunnels number

The number variable specifies the number of GRE tunnels that can be supported on the device.
The permissible range is 16-64. The system-max gre-tunnels command determines the interface
range that is supported for an interface tunnel. For example, if the system-max value is reduced, it
is possible that the configured interfaces may be rejected after a system reload.

Configuring GRE link keepalive

When GRE tunnels are used in combination with static routing or policy-based routing, and a
dynamic routing protocol such as RIP, BGP, or OSPF is not deployed over the GRE tunnel, a
configured tunnel does not have the ability to bring down the line protocol of either tunnel
endpoint, if the far end becomes unreachable. Traffic sent on the tunnel cannot follow alternate
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paths because the tunnel is always UP. To avoid this scenario, enable GRE link keepalive, which will
maintain or place the tunnel in an UP or DOWN state based upon the periodic sending of keepalive
packets and the monitoring of responses to the packets. If the packets fail to reach the tunnel far
end more frequently than the configured number of retries, the tunnel is placed in the DOWN state.

To enable GRE link keepalive, configure it on one end of the tunnel and ensure the other end of the
tunnel has GRE enabled.

To configure GRE link keepalive, enter commands such as the following.
Brocade(config)# interface tunnel 1

Brocade(config-tnif-1)# keepalive 12 4

These commands configure the device to wait for 4 consecutive lost keepalive packets before
bringing the tunnel down. There will be a 12 second interval between each packet. Note that when
the tunnel comes up, it would immediately (within one second) send the first keepalive packet.

Syntax: [no] keepalive seconds retries
Use the no form of the command to disable the keepalive option.

The seconds variable specifies the number of seconds between each initiation of a keepalive
message. The range for this interval is 2-32767 seconds. The default value is 10 seconds.

The retries variable specifies the number of times that a packet is sent before the system places
the tunnel in the DOWN state. Possible values are from 1 through 255. The default number of
retries is 3.

Use the show interface tunnel and show ip tunnel traffic commands to view the GRE link keepalive
configuration,. For details, refer to “Displaying GRE tunneling information” on page 108.

Configuring Path MTU Discovery

Path MTU Discovery (PMTUD) support is described in the section “Path MTU Discovery (PMTUD)
support” on page 96. PMTUD is enabled by default on tunnel interfaces. This section describes
how to disable and re-enable PMTUD on a tunnel interface, change the PMTUD age timer, manually
clear the tunnel PMTUD, and view the PMTUD configuration.

Disabling and re-enabling PMTUD

PMTUD is enabled by default. To disable it, enter the following command:

Brocade(config-tnif-1)# tunnel path-mtu-discovery disable

To re-enable PMTUD after it has been disabled, enter the following command:

Brocade(config-tnif-1)# no tunnel path-mtu-discovery disable

Syntax: [no] tunnel path-mtu-discovery disable

Changing the age timer for PMTUD

By default, when PMTUD is enabled on a tunnel interface, the path MTU is reset to its original value
every 10 minutes. If desired, you can change the reset time (default age timer) to a value of up to
30 minutes. To do so, enter a command such as the following on the GRE tunnel interface.

Brocade(config-tnif-1)# tunnel path-mtu-discovery age-timer 20
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This command configures the device to wait for 20 minutes before resetting the path MTU to its
original value.

Syntax: [no] tunnel path-mtu-discovery age-timer minutes | infinite
For minutes, enter a value from 10 to 30.

Enter infinite to disable the timer.

Clearing the PMTUD dynamic value

To reset a dynamically-configured MTU on a tunnel Interface back to the configured value, enter the
following command.

Brocade(config)# clear ip tunnel pmtud 1
Syntax: clear ip tunnel pmtud tunnel-ID

The tunnel-ID variable is a valid tunnel number or name.

Viewing PMTUD configuration details

Use the show interface tunnel command to view the PMTUD configuration and to determine
whether PMTUD has reduced the size of the MTU. For details about the show interface tunnel
command, refer to “Displaying GRE tunneling information” on page 108.

Enabling IPv4 multicast routing over a GRE tunnel

This section describes how to enable IPv4 multicast protocols, PIM Sparse (PIM-SM) and PIM
Dense (PIM-DM), on a GRE tunnel. Perform the procedures in this section after completing the
required tasks in Table 13 on page 100.

For an overview of multicast routing support over a GRE tunnel, refer to “Support for IPv4 multicast
routing over GRE tunnels” on page 97. To view information about multicast protocols and GRE
tunnel-specific information, refer to “Displaying multicast protocols and GRE tunneling information”
on page 110.

Enabling PIM-SM on a GRE tunnel

To enable PIM-SM on a GRE tunnel interface, enter commands such as the following:

Brocade(config)# interface tunnel 10
Brocade(config-tnif-10)# ip pim-sparse

Syntax: [no] ip pim-sparse

Use the no form of the command to disable PIM-SM on the tunnel interface.

Enabling PIM-DM on a GRE tunnel interface

To enable PIM-DM on a GRE tunnel interface, enter commands such as the following:

Brocade(config)# interface tunnel 10
Brocade(config-tnif-10)# ip pim

Syntax: [no] ip pim

Use the no form of the command to disable PIM-DM on the tunnel interface.
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Point-to-point GRE tunnel configuration example

In the configuration example shown in Figure 16, a GRE Tunnel is configured between device A and
device B. Traffic between networks 10.10.1.0/24 and 10.10.2.0/24 is encapsulated in a GRE
packet sent through the tunnel on the 10.10.3.0 network, and unpacked and sent to the
destination network. A static route is configured at each Layer 3 switch to go through the tunnel
interface to the target network.

FIGURE 16  Point-to-point GRE tunnel configuration example

Port
. 1113
DeVIce A 192.168.8.108
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The following shows the configuration commands for the example shown in Figure 16.

Configuring point-to-point GRE tunnel for device A

Brocade (config)# interface ethernet 1/1/3

Brocade (config-if-e10000-1/1/3)# ip address 192.168.8.108/24
Brocade (config)# exit

Brocade (config)# interface tunnel 1

Brocade(config-tnif-1)# tunnel source 192.168.8.108
Brocade(config-tnif-1)# tunnel destination 192.168.5.2
Brocade(config-tnif-1)# tunnel mode gre ip
Brocade(config-tnif-1)# ip address 10.10.3.1/24
Brocade(config-tnif-1)# exit

Brocade (config)# ip route 192.168.5.0/24 192.168.8.1

Configuring point-to-point GRE tunnel for device B

Brocade(config)# interface ethernet 1/1/5
Brocade(config-if-e10000-1/1/5)# ip address 192.168.5.2/24
Brocade(config)# exit

Brocade(config)# interface tunnel 1
Brocade(config-tnif-1)# tunnel source 192.168.5.2
Brocade(config-tnif-1)# tunnel destination 192.168.8.108
Brocade(config-tnif-1)# tunnel mode gre ip
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Brocade(config-tnif-1)# ip address 10.10.3.2/24
Brocade(config-tnif-1)# exit
Brocade(config)# ip route 192.168.8.0/24 192.168.5.1

Displaying GRE tunneling information

This section describes the show commands that display the GRE tunnels configuration, the link
status of the GRE tunnels, and the routes that use GRE tunnels. To display information about
multicast protocols and GRE tunnels, refer to “Displaying multicast protocols and GRE tunneling
information” on page 110.

To display GRE tunneling Information, use the following commands:
* show ip interface

®* show ip route

® show ip interface tunnel

* show ip tunnel traffic

® show interface tunnel

® show statistics tunnel

The following shows an example output of the show ip interface command, which includes
information about GRE tunnels.

Brocade# show ip interface
Interface IP-Address OK? Method Status Protocol
Tunnel 1 10.10.3.1 YES NVRAM up up

For field definitions, refer to Table 17 on page 117.
Syntax: show ip interface

The show ip route command displays routes that are pointing to a GRE tunnel as shown in the
following example.

Brocade# show ip route
Total number of IP routes: 3, avail: 79996 (out of max 80000)
B:BGP D:Connected R:RIP S:Static O0:0SPF *:Candidate default

Destination NetMask Gateway Port Cost Type
1 192.168.1.0 255.255.255.0 0.0.0.0 7 1 D
2 192.168.2.0 255.255.255.0 0.0.0.3 7 1 S
3 192.168.3.0 255.255.255.0 0.0.0.0 tn3 1 D

For field definitions, refer to Table 21 on page 124.
Syntax: show ip route

The show ip interface tunnel command displays the link status and IP address configuration for an
IP tunnel interface as shown in the following example.

Brocade# show ip interface tunnel 1

Interface Tunnel 1
port state: UP
ip address: 192.168.21.2 subnet mask: 255.255.255.0
encapsulation: GRE, mtu: 1476, metric: 1
directed-broadcast-forwarding: disabled
proxy-arp: disabled
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10 minutes

No Helper Addresses are configured
No inbound ip access-list is set
No outgoing ip access-list is set

Syntax: show ip interface tunnel [tunnel-ID]

The tunnel-ID variable is a valid tunnel number or name.

The show interface tunnel command displays the GRE tunnel configuration.

Brocade# show int tunnel
line protocol is up
Hardware is Tunnel

Tunnel source

Tunnel3 is up,

3

192.168.1.1

Tunnel destination is 192.168.2.3
Port name is customerl001
Internet address is 10.34.3.2/24, MTU 1476 bytes, encapsulation GRE

Keepalive is Enabled

Interval 10, No.of Retries 3

Total Keepalive Pkts Tx: 2, Rx: 2
Path MTU Discovery: Enabled, MTU is 1476 bytes

Syntax: show interface tunnel [tunnel-ID]

This display shows the following information.

TABLE 14 CLI display of show interface tunnel command

Field

Definition

Hardware is Tunnel

The interface is a tunnel interface.

Tunnel source

The source address for the tunnel.

Tunnel destination

The destination address for the tunnel.

Port name

The port name (if applicable).

Internet address

The internet address.

MTU

The maximum transmission unit.

encapsulation GRE

GRE encapsulation is enabled on the port.

Keepalive

Indicates whether or not GRE link keepalive is enabled.

Interval

If GRE link keepalive is enabled, this field displays the number of seconds
between each initiation of a GRE link keepalive message.

No. of Retries

If GRE link keepalive is enabled, this field displays the number of times that a
GRE link keepalive packet is sent before the tunnel is placed in the DOWN
state.

Total Keepalive Pkts

If GRE link keepalive is enabled, this field shows the total number of GRE link
keepalive packets transmitted (TX) and received (RX) on the tunnel since it was
last cleared by the administrator.

Path MTU Discovery

Indicates whether or not PMTUD is enabled. If PMTUD is enabled, the MTU
value is also displayed.

The show ip tunnel traffic command displays the link status of the tunnel and the number of
keepalive packets received and sent on the tunnel.
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Brocade# show ip tunnel traffic
IP GRE Tunnels
Tunnel Status Packet Received Packet Sent KA recv KA sent

1 up/up 362 0 362 362
3 up/up 0 0 0 0
10 down/down 0 0 0 0

Syntax: show ip tunnel traffic

The show statistics tunnel [tunnel-ID] command displays GRE tunnel statistics for a specific tunnel
ID number. The following shows an example output for tunnel ID 1.

Syntax: show statistics tunnel [tunnel-ID]

The tunnel-ID variable specifies the tunnel ID number.

This display shows the following information.

TABLE 15 CLI display of show ip tunnel traffic command

Field Description

Tunnel Status Indicates whether the tunnel is up or down. Possible values are:
®  Up/Up - The tunnel and line protocol are up.
® Up/Down - The tunnel is up and the line protocol is down.
®  Down/Up - The tunnel is down and the line protocol is up.
®  Down/Down - The tunnel and line protocol are down.

Packet Received The number of packets received on the tunnel since it was last cleared by the
administrator.

Packet Sent The number of packets sent on the tunnel since it was last cleared by the
administrator.

KA recv The number of keepalive packets received on the tunnel since it was last
cleared by the administrator.

KA sent The number of keepalive packets sent on the tunnel since it was last cleared
by the administrator.

Displaying multicast protocols and GRE tunneling information

The following show commands display information about multicast protocols and GRE tunnels:

* show ip pim interface
® show ip pim nbr

®* show ip pim mcache
® show ip pim flow

* show statistics

® show ip mtu

NOTE

All other show commands that are supported currently for Ethernet, VE, and IP loopback interfaces,
are also supported for tunnel interfaces. To display information for a tunnel interface, specify the
tunnel in the format tn num. For example, show interface tn 1. In some cases, the Ethernet port that
the tunnel is using will be displayed in the format th num:e port.
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The following shows an example output of the show ip pim interface command. The lines in bold
highlight the GRE tunnel-specific information.

Brocade# show ip pim interface
Interface el/1/1

PIM Dense: V2

TTL Threshold: 1, Enabled, DR: itself
Local Address: 10.10.10.10

Interface tnl
PIM Dense: V2
TTL Threshold: 1, Enabled, DR: 10.1.1.20 on tnl:e2
Local Address: 10.1.1.10
Neighbor:
10.1.1.20

Syntax: show ip pim interface

The following shows an example output of the show ip pim nbr command. The line in bold shows
the GRE tunnel-specific information.

Brocade# show ip pim nbr

Total number of neighbors: 1 on 1 ports

Port Phy p Neighbor Holdtime Age UpTime
tnl tnl:e2 10.1.1.20 180 60 1740

Syntax: show ip pim nbr

The following shows an example output of the show ip pim mcache command. The line in bold
shows the GRE tunnel-specific information.

Brocade# show ip pim mcache 192.168.1.1
1 (10.10.10.1 192.168.1.1) in el/1/1 (el/1/1), cnt=629
Source is directly connected
L3 (HW) 1: tnl:e2(VL1)
fast=1 slow=0 pru=1 graft
age=120s up-time=8m HW=1 L2-vidx=8191 has mll

Syntax: show ip pim mcache ip-address

The following shows an example output of the show ip pim flow command. The text in bold
highlights the GRE tunnel-specific information.

Brocade# show ip pim flow 192.168.1.1

Multicast flow (10.10.10.1 192.168.1.1):

Vidx for source vlan forwarding: 8191 (Blackhole, no L2 clients)
Hardware MC Entry hit on devices: 0 1 2 3

MC Entry[0x0c008040]: 00014001 000022ee Offc0001 00000000

--- MLL contents read from Device 0 ---

MLL Data[0x018c0010]: 0021ff8d 00000083 00000000 00000000

First : Last:1, outlif:60043ff1 00000000, TNL:1(e2)

1 flow printed

Syntax: show ip pim flow

The following shows an example output of the show statistics command. The following statistics
demonstrate an example where the encapsulated multicast traffic ingresses a tunnel endpoint on
porte 1/1/2, egresses and re-ingresses as native multicast traffic on the loopback porte 1/1/4,
and is then forwarded to the outbound interface e 1/1/1.
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Brocade# show statistics

Port In Packets Out Packets In Errors Out Errors
1 0 1670 0 0
2 1668 7 0 0
3 0 0 0 0
4 1668 1668 0 0

Syntax: show statistics

The show ip mtu command can be used to see if there is space available for the ip_default_mtu_24
value in the system, or if the MTU value is already configured in the IP table. The following shows an
example output of the show ip mtu command.

Brocade(config-tnif-10)#show ip mtu
idx size usage ref-count

0 10218 1 default
1 800 0 1
2 900 0 1
3 750 0 1
4 10194 1 1
5 10198 0 1

Syntax: show ip mtu

Clearing GRE statistics

Use the clear ip tunnel command to clear statistics related to GRE tunnels.

To clear GRE tunnel statistics, enter a command such as the following.

Brocade(config)# clear ip tunnel stat 3

To reset a dynamically-configured MTU on a tunnel Interface back to the configured value, enter a
command such as the following.

Brocade(config)#clear ip tunnel pmtud 3

Syntax: clear ip tunnel [pmtud tunnel-ID | stat tunnel-ID]

Use the pmtud option to reset a dynamically-configured MTU on a tunnel Interface back to the
configured value.

Use the stat option to clear tunnel statistics.
The tunnel-ID variable is a valid tunnel number or name.

Use the clear statistics tunnel [tunnel-ID] command to clear GRE tunnel statistics for a specific
tunnel ID number. To clear GRE tunnel statistics for tunnel ID 3, enter a command such as the
following.

Brocade(config)# clear statistics tunnel 3
Syntax: clear statistics tunnel [tunnel-ID]

The tunnel-ID variable specifies the tunnel ID number.
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Displaying IP configuration information and statistics

The following sections describe IP display options for Layer 3 Switches and Layer 2 Switches:

* To display IP information on a Layer 3 Switch, refer to “Displaying IP information - Layer 3
Switches” on page 113.

® To display IP information on a Layer 2 Switch, refer to “Displaying IP information - Layer 2
Switches” on page 128.

Changing the network mask display to prefix format

By default, the CLI displays network masks in classical IP address format (example:

255.255.255.0). You can change the displays to prefix format (example: /18) on a Layer 3 Switch

or Layer 2 Switch using the following CLI method.

To enable CIDR format for displaying network masks, entering the following command at the global

CONFIG level of the CLI.
Brocade(config)# ip show-subnet-length

Syntax: [no] ip show-subnet-length

Displaying IP information - Layer 3 Switches

You can display the following IP configuration information statistics on Layer 3 Switches:

® Global IP parameter settings and IP access policies - refer to “Displaying global IP
configuration information” on page 113.

® CPU utilization statistics - refer to “Displaying CPU utilization statistics” on page 115.
* |Pinterfaces - refer to “Displaying IP interface information” on page 117.

®* ARP entries - refer to “Displaying ARP entries” on page 118.

® Static ARP entries - refer to “Displaying ARP entries” on page 118.

® |Pforwarding cache - refer to “Displaying the forwarding cache” on page 121.

* [P route table - refer to “Displaying the IP route table” on page 122.

* |P traffic statistics - refer to “Displaying IP traffic statistics” on page 125.

The following sections describe how to display this information.

In addition to the information described below, you can display the following IP information. This

information is described in other parts of this guide:

* RIP
* OSPF
e BGP4
° PIM

®* VRRPor VRRP-E

Displaying global IP configuration information

To display IP configuration information, enter the following command at any CLI level.

Brocade ICX 6650 Layer 3 Routing Configuration Guide

53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.

113



Displaying IP configuration information and statistics

Brocade# show ip

Global Settings
ttl: 64, arp-age: 10, bootp-relay-max-hops: 4
router-id :10.95.11.128
enabled : UDP-Broadcast-Forwarding IRDP Proxy-ARP RARP OSPF
disabled: BGP4 Load-Sharing RIP DVMRP FSRP VRRP
Static Routes

Index IP Address Subnet Mask Next Hop Router Metric Distance

1 0.0.0.0 0.0.0.0 10.157.23.2 1 1
Policies

Index Action Source Destination Protocol Port Operator

1 deny 10.157.22.34 10.157.22.26 tcp http =

64 permit any any

Syntax: show ip

NOTE
This command has additional options, which are explained in other sections in this guide, including
the sections following this one.

This display shows the following information.

TABLE 16 CLI display of global IP configuration information - Layer 3 Switch

Field Description

Global settings

ttl The Time-To-Live (TTL) for IP packets. The TTL specifies the maximum number of router hops
a packet can travel before reaching the Brocade router. If the packet TTL value is higher than
the value specified in this field, the Brocade router drops the packet.
To change the maximum TTL, refer to “Changing the TTL threshold” on page 41.

arp-age The ARP aging period. This parameter specifies how many minutes an inactive ARP entry
remains in the ARP cache before the router ages out the entry.
To change the ARP aging period, refer to “Changing the ARP aging period” on page 37.

bootp-relay-max-ho  The maximum number of hops away a BootP server can be located from the Brocade router
ps and still be used by the router clients for network booting.
To change this value, refer to “Changing the maximum number of hops to a BootP relay
server” on page 67.

router-id The 32-bit number that uniquely identifies the Brocade router.
By default, the router ID is the numerically lowest IP interface configured on the router. To
change the router ID, refer to “Changing the router ID” on page 31.

enabled The IP-related protocols that are enabled on the router.

disabled The IP-related protocols that are disabled on the router.

Static routes

Index The row number of this entry in the IP route table.

IP Address The IP address of the route destination.

Subnet Mask The network mask for the IP address.

Next Hop Router The IP address of the router interface to which the Brocade router sends packets for the

route.

Metric The cost of the route. Usually, the metric represents the number of hops to the destination.
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TABLE 16 CLI display of global IP configuration information - Layer 3 Switch (Continued)

Field Description

Distance The administrative distance of the route. The default administrative distance for static IP
routes in Brocade routers is 1.
To list the default administrative distances for all types of routes or to change the
administrative distance of a static route, refer to “Changing the administrative distance” on
page 146.

Policies

Index The policy number. This is the number you assigned the policy when you configured it.

Action The action the router takes if a packet matches the comparison values in the policy. The
action can be one of the following:
® deny - The router drops packets that match this policy.
® permit - The router forwards packets that match this policy.

Source The source IP address the policy matches.

Destination The destination IP address the policy matches.

Protocol The IP protocol the policy matches. The protocol can be one of the following:
® ICMP
® IGMP
® IGRP
® OSPF
® TCP
® UDP

Port The Layer 4 TCP or UDP port the policy checks for in packets. The port can be displayed by its
number or, for port types the router recognizes, by the well-known name. For example, TCP
port 80 can be displayed as HTTP.
NOTE: This field applies only if the IP protocol is TCP or UDP.

Operator The comparison operator for TCP or UDP port names or numbers.

NOTE: This field applies only if the IP protocol is TCP or UDP.

Displaying CPU utilization statistics

You can display CPU utilization statistics for IP protocols using the show process cpu command.

The show process cpu command includes CPU utilization statistics for ACL, 802.1x, and L2VLAN.
L2VLAN contains any packet transmitted to a VLAN by the CPU, including unknown unicast,
multicast, broadcast, and CPU forwarded Layer 2 traffic.

To display CPU utilization statistics for the previous one-second, one-minute, five-minute, and
fifteen-minute intervals, enter the following command at any level of the CLI.
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Brocade# show process cpu
Process Name 5Sec (%)

ACL
ARP
BGP
DOT1X
GVRP
I1CMP
1P
L2VLAN
OSPF
RIP
STP
VRRP

.00
.01
-00
.00
.00
.00
-00
.01
.00
.00
-00
.00

[eNeoNeNoNeNoNoNoNoNeoNoNe]

IMin(%)
.00
.01
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

o

eNeoNeoNoNoNeoNeoNeoNoNoNe)

5Min(%)
.00
.01
.00
.00

[eNeoNeNoNeoNoNoNoNoNeoNoNe]

00

-00
-00
.00
.00

00

-00
.00

15Min(%)
0.00
0.01
0.00
0.00
0.00
0.00
0.00
0.01
0.00
0.00
0.00
0.00

Runtime(ms)
0
714
0
0
0
161
229
673

o N o©

If the software has been running less than 15 minutes (the maximum interval for utilization
statistics), the command indicates how long the software has been running. Here is an example.

Brocade# show process cpu

The system has only been up for 6 seconds.

Process Name  5Sec(%)

ACL
ARP
BGP
DOT1X
GVRP
I1CMP
IP
L2VLAN
OSPF
RIP
STP
VRRP

.00
.01
.00
-00
.00
.00
.00
.01
.00
.00
.00
-00

[eNeNoNoNoNoNoNoNoNoNoNe]

IMin(%)
.00
.01
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

o

[eNeoNeoNoNoNoNoNoNeNeNe]

5Min(%)
.00
.01

[eNeNoNoNoNoNeoNoNoNoNoNe]

00

-00

00

.00
-00
-00
.00

00

-00
-00

15Min(%)
0.00
0.01
0.00
0.00
0.00
0.00
0.00
0.01
0.00
0.00
0.00
0.00

Runtime(ms)
0
714
0
0
0
161
229
673

o N ©

To display utilization statistics for a specific number of seconds, enter a command such as the
following.

Brocade# show process cpu 2

Statistics for last 1 sec and 80 ms

Process Name  Sec(%)

ACL
ARP
BGP
DOT1X
GVRP
I1CMP
IP
L2VLAN
OSPF
RIP
STP
VRRP

0

[eNeoNeoNol NeoNoNoNeoNaly
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Time(ms)
0.00
0.01
0.00
0.00
0.00
0.00
0.00
0.01
0.00
0.00
0.00
0.00
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When you specify how many seconds’ worth of statistics you want to display, the software selects
the sample that most closely matches the number of seconds you specified. In this example,
statistics are requested for the previous two seconds. The closest sample available is actually for
the previous 1 second plus 80 milliseconds.

Syntax: show process cpu [num]

The num parameter specifies the number of seconds and can be from 1 through 900. If you use
this parameter, the command lists the usage statistics only for the specified number of seconds. If
you do not use this parameter, the command lists the usage statistics for the previous one-second,
one-minute, five-minute, and fifteen-minute intervals.

Displaying IP interface information

To display IP interface information, enter the following command at any CLI level.

Brocade# show ip interface

Interface IP-Address OK? Method Status Protocol
Ethernet 1/1/1 10.95.6.173 YES NVRAM up up
Ethernet 1/1/2 10.3.3.3 YES manual up up
Loopback 1 10.2.3.4 YES NVRAM down down

Syntax: show ip interface [ethernet stack-unit/slotnum/portnum] | [loopback num] | [tunnel num]
| [ve num]

This display shows the following information.

TABLE 17 CLI display of interface IP configuration information

Field Description
Interface The type and the slot and port number of the interface.
IP-Address The IP address of the interface.

NOTE: If an “s” is listed following the address, this is a secondary address. When the address
was configured, the interface already had an IP address in the same subnet, so the
software required the “secondary” option before the software could add the interface.

OK? Whether the IP address has been configured on the interface.

Method Whether the IP address has been saved in NVRAM. If you have set the IP address for the
interface in the CLI, but have not saved the configuration, the entry for the interface in the
Method field is “manual”.

Status The link status of the interface. If you have disabled the interface with the disable command,
the entry in the Status field will be “administratively down”. Otherwise, the entry in the Status
field will be either “up” or “down”.

Protocol Whether the interface can provide two-way communication. If the IP address is configured, and
the link status of the interface is up, the entry in the protocol field will be “up”. Otherwise the
entry in the protocol field will be “down”.

Brocade ICX 6650 Layer 3 Routing Configuration Guide 117
53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.



Displaying IP configuration information and statistics

To display detailed IP information for a specific interface, enter a command such as the following.

Brocade# show ip interface ethernet 1/1/1
Interface Ethernet 1/1/1
port state: UP
ip address: 192.168.9.51 subnet mask: 255.255.255.0
encapsulation: ETHERNET, mtu: 1500, metric: 1
directed-broadcast-forwarding: disabled
proxy-arp: disabled
ip arp-age: 10 minutes
Ip Flow switching is disabled
No Helper Addresses are configured.
No inbound ip access-list is set
No outgoing ip access-list is set

Displaying ARP entries

You can display the ARP cache and the static ARP table. The ARP cache contains entries for devices
attached to the Layer 3 Switch. The static ARP table contains the user-configured ARP entries. An
entry in the static ARP table enters the ARP cache when the entry interface comes up.

The tables require separate display commands.

Displaying the ARP cache

To display the contents of the ARP cache, enter the following command at any CLI level.

Brocade# show arp

Total number of ARP entries: 5, maximum capacity: 6000

No. IP Address MAC Address Type Age Port Status
1 10.95.6.102 0000.00fc.ea21 Dynamic 0 1/71/6 Valid
2 10.95.6.18 0000.00d2.04ed Dynamic 3 1/71/6 Pend

3 10.95.6.54 0000.00ab.cd2b Dynamic 0 1/71/6 Pend

4 10.95.6.101 0000.007c.a7fa Dynamic 0 1/1/6 Valid
5 10.95.6.211 0000.0038.ac9c Dynamic 0 1/71/6 Valid

Syntax: show arp [ethernet stack-unit/slotnum/portnum | mac-address xxxx.xxxx.xxxx [mask] |
ip-addr [ip-mask]] [num]

The mac-address xxxx.xxxx.xxxx parameter lets you restrict the display to entries for a specific MAC
address.

The mask parameter lets you specify a mask for the mac-address xxxx.xxxx.xxxx parameter, to
display entries for multiple MAC addresses. Specify the MAC address mask as “f”s and “0”s, where
“f’s are significant bits.

The ip-addr and ip-mask parameters let you restrict the display to entries for a specific IP address
and network mask. Specify the IP address masks in standard decimal mask format (for example,
255.255.0.0).
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NOTE

The ip-mask parameter and mask parameter perform different operations. The ip-mask parameter
specifies the network mask for a specific IP address, whereas the mask parameter provides a filter
for displaying multiple MAC addresses that have specific values in common.

The num parameter lets you display the table beginning with a specific entry number.

NOTE
The entry numbers in the ARP cache are not related to the entry numbers for static ARP table entries.

This display shows the following information. The number in the left column of the CLI display is
the row number of the entry in the ARP cache. This number is not related to the number you assign
to static MAC entries in the static ARP table.

TABLE 18 CLI display of ARP cache

Field Description

Total number The number of entries in the ARP cache.

of ARP

Entries

Maximum The total number of ARP entries supported on the device.
capacity

IP Address The IP address of the device.

MAC Address The MAC address of the device.

Type The ARP entry type, which can be one of the following:
® Dynamic - The Layer 3 Switch learned the entry from an incoming packet.
®  Static - The Layer 3 Switch loaded the entry from the static ARP table when the device for the
entry was connected to the Layer 3 Switch.
®  DHCP - The Layer 3 Switch learned the entry from the DHCP binding address table.
NOTE: If the type is DHCP, the port number will not be available until the entry gets resolved
through ARP.

Age The number of minutes before which the ARP entry was refreshed. If this value reaches the ARP
aging period, the entry is removed from the table.
To display the ARP aging period, refer to “Displaying global IP configuration information” on
page 113. To change the ARP aging interval, refer to “Changing the ARP aging period” on page 37.

NOTE: Static entries do not age out.

Port The port on which the entry was learned.

NOTE: If the ARP entry type is DHCP, the port number will not be available until the entry gets
resolved through ARP.

Status The status of the entry, which can be one of the following:
®  Valid - This a valid ARP entry.
® Pend - The ARP entry is not yet resolved.
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Displaying the static ARP table

To display the static ARP table instead of the ARP cache, enter the following command at any CLI
level.

Brocade# show ip static-arp

Static ARP table size: 512, configurable from 512 to 1024

Index IP Address MAC Address Port
1 10.95.6.111 0000.003b.d210 1/71/1
3 10.95.6.123 0000.003b.d211 1/71/2

This example shows two static entries. Note that because you specify an entry index number when
you create the entry, it is possible for the range of index numbers to have gaps, as shown in this
example.

NOTE
The entry number you assign to a static ARP entry is not related to the entry numbers in the ARP
cache.

Syntax: show ip static-arp [ethernet stack-unit/slotnum/portnum | mac-address Xxxx.XxXxx.XXxx
[mask] |
ip-addr [ip-mask]] [num]

The mac-address xxxx.xxxx.xxxx parameter lets you restrict the display to entries for a specific MAC
address.

The mask parameter lets you specify a mask for the mac-address xxxx.xxxx.xxxx parameter, to
display entries for multiple MAC addresses. Specify the MAC address mask as “f”s and “0”s, where
“f’s are significant bits.

The ip-addr and ip-mask parameters let you restrict the display to entries for a specific IP address
and network mask. Specify the IP address masks in standard decimal mask format (for example,
255.255.0.0).

NOTE

The ip-mask parameter and mask parameter perform different operations. The ip-mask parameter
specifies the network mask for a specific IP address, whereas the mask parameter provides a filter
for displaying multiple MAC addresses that have specific values in common.

The num parameter lets you display the table beginning with a specific entry number.
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TABLE 19 CLI display of static ARP table
Field Description

Static ARP table size The maximum number of static entries that can be configured on the device using the
current memory allocation. The range of valid memory allocations for static ARP entries is
listed after the current allocation. To change the memory allocation for static ARP entries,
refer to“Changing the maximum number of entries the static ARP table can hold” on

page 40.

Index The number of this entry in the table. You specify the entry number when you create the
entry.

IP Address The IP address of the device.

MAC Address The MAC address of the device.

Port The port attached to the device the entry is for.

Displaying the forwarding cache

To display the IP forwarding cache, enter the following command at any CLI level.

Brocade# show ip cache

Total number of cache entries: 3
D:Dynamic P:Permanent F:Forward U:Us C:Complex Filter
W:Wait ARP 1:ICMP Deny K:Drop R:Fragment S:Snap Encap

IP Address Next Hop MAC Type Port Vlan Pri
1 192.168.1.11 DIRECT 0000.0000.0000 PU n/a 0
2 192.168.1.255 DIRECT 0000.0000.0000 PU n/a 0
3 192.168.255.255 DIRECT 0000.0000.0000 PU n/a 0

Syntax: show ip cache [ip-addr] | [num]
The ip-addr parameter displays the cache entry for the specified IP address.

The num parameter displays the cache beginning with the row following the number you enter. For
example, to begin displaying the cache at row 10, enter the following command.

Brocade# show ip cache 9

The show ip cache command displays the following information.

TABLE 20 CLI display of IP forwarding cache - Layer 3 Switch

Field Description
IP Address The IP address of the destination.
Next Hop The IP address of the next-hop router to the destination. This field contains either an IP address

or the value DIRECT. DIRECT means the destination is either directly attached or the destination
is an address on this Brocade device. For example, the next hop for loopback addresses and
broadcast addresses is shown as DIRECT.

MAC The MAC address of the destination.

NOTE: If the entry is type U (indicating that the destination is this Brocade device), the address
consists of zeroes.
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TABLE 20 CLI display of IP forwarding cache - Layer 3 Switch (Continued)

Field Description

Type The type of host entry, which can be one or more of the following:
D - Dynamic

P - Permanent

F - Forward
U-Us

C - Complex Filter
W - Wait ARP

| - ICMP Deny

K - Drop

R - Fragment

S - Snap Encap

Port The port through which this device reaches the destination. For destinations that are located on
this device, the port number is shown as “n/a”.

VLAN Indicates the VLANS the listed port is in.

Pri The QoS priority of the port or VLAN.

Displaying the IP route table

To display the IP route table, enter the show ip route command at any CLI level.

Brocade# show ip route
Total number of IP routes: 514
Start index: 1 B:BGP D:Connected R:RIP S:Static O0:0SPF *:Candidate default

Destination NetMask Gateway Port Cost Type
Destination NetMask Gateway Port Cost Type
10.1.0.0 255.255.0.0 192.168.1.2 1/71/1 2 R
10.2.0.0 255.255.0.0 192.168.1.2 1/1/2 2 R
10.3.0.0 255.255.0.0 192.168.1.2 1/1/3 2 R
10.4.0.0 255.255.0.0 192.168.1.2 1/1/4 2 R
10.5.0.0 255.255.0.0 192.168.1.2 1/1/5 2 R
10.6.0.0 255.255.0.0 192.168.1.2 1/1/6 2 R
10.7.0.0 255.255.0.0 192.168.1.2 1/1/7 2 R
10.8.0.0 255.255.0.0 192.168.1.2 1/1/8 2 R
10.9.0.0 255.255.0.0 192.168.1.2 1/1/9 2 R
10.10.0.0 255.255.0.0 192.168.1.2 1/1/10 2 S
Syntax: show ip route [ip-addr [ip-mask] [longer] [none-bgp]] | num | bgp | direct | ospf | rip |
static

The ip-addr parameter displays the route to the specified IP address.

The ip-mask parameter lets you specify a network mask or, if you prefer CIDR format, the number of
bits in the network mask. If you use CIDR format, enter a forward slash immediately after the IP
address, then enter the number of mask bits (for example: 10.157.22.0/24 for 10.157.22.0
255.255.255.0).

The longer parameter applies only when you specify an IP address and mask. This option displays
only the routes for the specified IP address and mask. Refer to the following example.

The none-bgp parameter displays only the routes that did not come from BGP4.

The num option display the route table entry whose row number corresponds to the number you
specify. For example, if you want to display the tenth row in the table, enter “10”.
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The bgp option displays the BGP4 routes.

The direct option displays only the IP routes that are directly attached to the Layer 3 Switch.

The ospf option displays the OSPF routes.

The rip option displays the RIP routes.

The static option displays only the static IP routes.

The default routes are displayed first.

Here is an example of how to use the direct option. To display only the IP routes that go to devices

directly attached to the Layer 3 Switch, enter the following command.

Brocade# show ip route direct

Start index: 1 B:BGP D:Connected R:RIP S:Static O0:0SPF *:Candidate default
Destination NetMask Gateway Port Cost Type
10.157.22.0 255.255.255.0 0.0.0.0 17174 1 D

Notice that the route displayed in this example has “D” in the Type field, indicating the route is to a
directly connected device.

Here is an example of how to use the static option. To display only the static IP routes, enter the
following command.

Brocade# show ip route static

Start index: 1 B:BGP D:Connected R:RIP S:Static O0:0SPF *:Candidate default
Destination NetMask Gateway Port Cost Type
192.168.33.11 255.255.255.0 10.157.22.12 1/1/3 2 S

Notice that the route displayed in this example has “S” in the Type field, indicating the route is
static.

Here is an example of how to use the longer option. To display only the routes for a specified IP
address and mask, enter a command such as the following.

Brocade# show ip route 10.159.0.0/16 longer
Starting index: 1 B:BGP D:Directly-Connected R:RIP S:Static 0:0SPF

Destination NetMask Gateway Port Cost Type
10.159.38.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.39.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.40.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.41.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.42.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.43.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.44.0 255.255.255.0 10.95.6.101 1/1/71 1 S
10.159.45.0 255.255.255.0 10.95.6.101 1/1/1 1 S
10.159.46.0 255.255.255.0 10.95.6.101 1/1/1 1 S

This example shows all the routes for networks beginning with 10.159. The mask value and longer
parameter specify the range of network addresses to be displayed. In this example, all routes
within the range 10.159.0.0 - 10.159.255.255 are listed.

The summary option displays a summary of the information in the IP route table. The following is
an example of the output from this command.
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Example

Brocade# show ip route summary

IP Routing Table - 35 entries:
6 connected, 28 static, 0 RIP, 1 OSPF, O BGP
Number of prefixes:
/0: 1 /16: 27 /22: 1 /24: 5 /32: 1

Syntax: show ip route summary

In this example, the IP route table contains 35 entries. Of these entries, 6 are directly connected
devices, 28 are static routes, and 1 route was calculated through OSPF. One of the routes has a
zero-bit mask (this is the default route), 27 have a 16-bit mask, 5 have a 24-bit mask, 1 has 22-bit
mask, and 1 has a 32-bit mask.

The following table lists the information displayed by the show ip route command.

TABLE 21 CLI display of IP route table

Field Description

Destination The destination network of the route.
NetMask The network mask of the destination address.
Gateway The next-hop router.

An asterisk (*) next to the next-hop router indicates that it is one of multiple Equal-Cost
Multi-Path (ECMP) next hops for a given route. The asterisk will initially appear next to the first
next hop for each route with multiple ECMP next hops. If the ARP entry for the next hop* ages
out or is cleared, then the next packet to be routed through the Brocade device whose
destination matches that route can cause the asterisk to move to the next hop down the list of
ECMP next hops for that route. This means that if the next hop* goes down, the asterisk can
move to another next hop with equal cost.

Port The port through which this router sends packets to reach the route's destination.
Cost The route's cost.
Type The route type, which can be one of the following:
® B - The route was learned from BGP.
® D - The destination is directly connected to this Layer 3 Switch.
® R - The route was learned from RIP.
® S - The route is a static route.
® * _ The route and next-hop gateway are resolved through the ip default-network setting.
[ )

O - The route is an OSPF route. Unless you use the ospf option to display the route table,
“0” is used for all OSPF routes. If you do use the ospf option, the following type codes are
used:

O - OSPF intra area route (within the same area).

IA - The route is an OSPF inter area route (a route that passes from one area into
another).

E1 - The route is an OSPF external type 1 route.
E2 - The route is an OSPF external type 2 route.

Clearing IP routes

If needed, you can clear the entire route table or specific individual routes.

To clear all routes from the IP route table, enter the following command.

Brocade# clear ip route
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To clear route 10.157.22.0/24 from the IP routing table, enter the clear ip route command.

Brocade# clear ip route 10.157.22.0/24
Syntax: clear ip route [ip-addr ip-mask]
or

Syntax: clear ip route [ip-addr/mask-bits]

Displaying IP traffic statistics
To display IP traffic statistics, enter the show ip traffic command at any CLI level.

Brocade# show ip traffic
IP Statistics
139 received, 145 sent, 0 forwarded
0 filtered, O fragmented, O reassembled, O bad header
0 no route, O unknown proto, O no buffer, O other errors

ICMP Statistics
Received:
0 total, O errors, 0 unreachable, O time exceed
0 parameter, 0 source quench, O redirect, 0 echo,
0 echo reply, O timestamp, O timestamp reply, 0 addr mask
0 addr mask reply, O irdp advertisement, O irdp solicitation
Sent:
total, O errors, 0 unreachable, 0 time exceed
parameter, 0 source quench, O redirect, 0 echo,
echo reply, O timestamp, O timestamp reply, O addr mask
addr mask reply, O irdp advertisement, O irdp solicitation

[eNeNoNe]

UDP Statistics
1 received, 0 sent, 1 no port, O input errors

TCP Statistics
0 active opens, 0 passive opens, 0 failed attempts
0 active resets, 0 passive resets, O input errors
138 in segments, 141 out segments, 4 retransmission

RIP Statistics

requests sent, 0 requests received

responses sent, 0 responses received

unrecognized, 0 bad version, 0 bad addr family, O bad req format
bad metrics, 0 bad resp format, O resp not from rip port

resp from loopback, O packets rejected

[cNeoNeoNoNe]
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Displaying IP configuration information and statistics

The show ip traffic command displays the following information.

TABLE 22 CLI display of IP traffic statistics - Layer 3 Switch

Field Description

IP statistics

received The total number of IP packets received by the device.

sent The total number of IP packets originated and sent by the device.

forwarded The total number of IP packets received by the device and forwarded to other devices.
filtered The total number of IP packets filtered by the device.

fragmented The total number of IP packets fragmented by this device to accommodate the MTU of this

device or of another device.

reassembled

The total number of fragmented IP packets that this device re-assembled.

bad header

The number of IP packets dropped by the device due to a bad packet header.

no route

The number of packets dropped by the device because there was no route.

unknown proto

The number of packets dropped by the device because the value in the Protocol field of the
packet header is unrecognized by this device.

no buffer

This information is used by Brocade customer support.

other errors

The number of packets dropped due to error types other than those listed above.

ICMP statistics

The ICMP statistics are derived from RFC 792, “Internet Control Message Protocol”, RFC 950, “Internet Standard
Subnetting Procedure”, and RFC 1256, “ICMP Router Discovery Messages”. Statistics are organized into Sent and
Received. The field descriptions below apply to each.

total

The total number of ICMP messages sent or received by the device.

errors

This information is used by Brocade customer support.

unreachable

The number of Destination Unreachable messages sent or received by the device.

time exceed

The number of Time Exceeded messages sent or received by the device.

parameter

The number of Parameter Problem messages sent or received by the device.

source quench

The number of Source Quench messages sent or received by the device.

redirect The number of Redirect messages sent or received by the device.

echo The number of Echo messages sent or received by the device.

echo reply The number of Echo Reply messages sent or received by the device.

timestamp The number of Timestamp messages sent or received by the device.

timestamp The number of Timestamp Reply messages sent or received by the device.

reply

addr mask The number of Address Mask Request messages sent or received by the device.
addr mask The number of Address Mask Replies messages sent or received by the device.
reply

irdp The number of ICMP Router Discovery Protocol (IRDP) Advertisement messages sent or received
advertisement by the device.

irdp solicitation

The number of IRDP Solicitation messages sent or received by the device.

UDP statistics
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TABLE 22 CLI display of IP traffic statistics - Layer 3 Switch (Continued)

Field Description

received The number of UDP packets received by the device.

sent The number of UDP packets sent by the device.

no port The number of UDP packets dropped because they did not have a valid UDP port number.

input errors

This information is used by Brocade customer support.

TCP statistics

The TCP statistics are derived from RFC 793, “Transmission Control Protocol”.

active opens

The number of TCP connections opened by sending a TCP SYN to another device.

passive opens

The number of TCP connections opened by this device in response to connection requests (TCP
SYNs) received from other devices.

failed attempts

This information is used by Brocade customer support.

active resets

The number of TCP connections this device reset by sending a TCP RESET message to the device
at the other end of the connection.

passive resets

The number of TCP connections this device reset because the device at the other end of the
connection sent a TCP RESET message.

input errors

This information is used by Brocade customer support.

in segments

The number of TCP segments received by the device.

out segments

The number of TCP segments sent by the device.

retransmission

The number of segments that this device retransmitted because the retransmission timer for the
segment had expired before the device at the other end of the connection had acknowledged
receipt of the segment.

RIP statistics

The RIP statistics are derived from RFC 1058, “Routing Information Protocol”.

requests sent

The number of requests this device has sent to another RIP router for all or part of its RIP routing
table.

requests
received

The number of requests this device has received from another RIP router for all or part of this
device RIP routing table.

responses sent

The number of responses this device has sent to another RIP router request for all or part of this
device RIP routing table.

responses
received

The number of responses this device has received to requests for all or part of another RIP
router routing table.

unrecognized

This information is used by Brocade customer support.

bad version

The number of RIP packets dropped by the device because the RIP version was either invalid or
is not supported by this device.

bad addr family

The number of RIP packets dropped because the value in the Address Family Identifier field of
the packet header was invalid.

bad req format

The number of RIP request packets this router dropped because the format was bad.

bad metrics This information is used by Brocade customer support.
bad resp The number of responses to RIP request packets dropped because the format was bad.
format

resp not from
rip port

This information is used by Brocade customer support.
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TABLE 22 CLI display of IP traffic statistics - Layer 3 Switch (Continued)

Field Description

resp from The number of RIP responses received from loopback interfaces.
loopback

packets This information is used by Brocade customer support.

rejected

Displaying IP information - Layer 2 Switches

You can display the following IP configuration information statistics on Layer 2 Switches:

® Global IP settings - refer to “Displaying global IP configuration information” on page 128.
®* ARP entries - refer to “Displaying ARP entries” on page 129.
* |P traffic statistics - refer to “Displaying IP traffic statistics” on page 129.

Displaying global IP configuration information

To display the Layer 2 Switch IP address and default gateway, enter the show ip command.

Brocade# show ip
Switch IP address: 192.168.1.2
Subnet mask: 255.255.255.0

Default router address: 192.168.1.1
TFTP server address: None
Configuration filename: None
Image filename: None

Syntax: show ip
This display shows the following information.

TABLE 23 CLI display of global IP configuration information - Layer 2 Switch

Field Description
IP configuration
Switch IP address The management IP address configured on the Layer 2 Switch. Specify this

address for Telnet .

Subnet mask The subnet mask for the management IP address.

Default router address The address of the default gateway, if you specified one.

Most recent TFTP access

TFTP server address The IP address of the most-recently contacted TFTP server, if the switch has

contacted a TFTP server since the last time the software was reloaded or the
switch was rebooted.

Configuration filename The name under which the Layer 2 Switch startup-config file was uploaded or
downloaded during the most recent TFTP access.

Image filename The name of the Layer 2 Switch flash image (system software file) that was
uploaded or downloaded during the most recent TFTP access.
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Displaying ARP entries

To display the entries the Layer 2 Switch has placed in its ARP cache, enter the show arp command
from any level of the CLI.

Brocade# show arp

Total Arp Entries : 1, maximum capacity: 1000

No.

1 1P Mac Port Age Vlanld
192.168.1.170 0000.0011.d042 7 0 1

Syntax: show arp

This display shows the following information.

TABLE 24 CLI display of ARP cache

Field Description

Total ARP Entries The number of entries in the ARP cache.

Maximum The total number of ARP entries supported on the device.
capacity

IP The IP address of the device.

Mac The MAC address of the device.

NOTE: If the MAC address is all zeros, the entry is for the default gateway, but the Layer 2
Switch does not have a link to the gateway.

Port The port on which the entry was learned.

Age The number of minutes the entry has remained unused. If this value reaches the ARP aging
period, the entry is removed from the cache.

Vlanld The VLAN the port that learned the entry is in.

NOTE: If the MAC address is all zeros, this field shows a random VLAN ID, since the Layer 2
Switch does not yet know which port the device for this entry is attached to.

Displaying IP traffic statistics

To display IP traffic statistics on a Layer 2 Switch, enter the show ip traffic command at any CLI
level.
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Brocade# show ip traffic

IP Statistics
27 received, 24 sent
0 fragmented, O reassembled, O bad header
0 no route, O unknown proto, O no buffer, O other errors

ICMP Statistics
Received:

0 total, O errors, O unreachable, O time exceed

0 parameter, O source quench, O redirect, 0 echo,

0 echo reply, O timestamp, O timestamp rely, O addr mask

0 addr mask reply, O irdp advertisement, O irdp solicitation
Sent:

0 total, O errors, O unreachable, O time exceed

0 parameter, O source quench, O redirect, O echo,

0 echo reply, O timestamp, O timestamp rely, 0 addr mask

0 addr mask reply, O irdp advertisement, O irdp solicitation

UDP Statistics
0 received, 0 sent, 0 no port, O input errors

TCP Statistics
1 current active tcbs, 4 tcbs allocated, 0 tcbs freed O tcbs protected
0 active opens, 0 passive opens, 0 failed attempts
0 active resets, 0 passive resets, 0 input errors

27 in segments, 24 out segments, 0 retransmission

Syntax: show ip traffic

The show ip traffic command displays the following information.

TABLE 25 CLI display of IP traffic statistics - Layer 2 Switch

Field Description

IP statistics

received The total number of IP packets received by the device.

sent The total number of IP packets originated and sent by the device.

fragmented The total number of IP packets fragmented by this device to accommodate the MTU of this

device or of another device.

reassembled The total number of fragmented IP packets that this device re-assembled.

bad header The number of IP packets dropped by the device due to a bad packet header.

no route The number of packets dropped by the device because there was no route.

unknown proto The number of packets dropped by the device because the value in the Protocol field of the

packet header is unrecognized by this device.

no buffer This information is used by Brocade customer support.

other errors The number of packets that this device dropped due to error types other than the types listed
above.

ICMP statistics

The ICMP statistics are derived from RFC 792, “Internet Control Message Protocol”, RFC 950, “Internet Standard
Subnetting Procedure”, and RFC 1256, “ICMP Router Discovery Messages”. Statistics are organized into Sent and
Received. The field descriptions below apply to each.
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TABLE 25 CLI display of IP traffic statistics - Layer 2 Switch (Continued)

Field Description
total The total number of ICMP messages sent or received by the device.
errors This information is used by Brocade customer support.

unreachable

The number of Destination Unreachable messages sent or received by the device.

time exceed

The number of Time Exceeded messages sent or received by the device.

parameter

The number of Parameter Problem messages sent or received by the device.

source quench

The number of Source Quench messages sent or received by the device.

redirect The number of Redirect messages sent or received by the device.
echo The number of Echo messages sent or received by the device.

echo reply The number of Echo Reply messages sent or received by the device.
timestamp The number of Timestamp messages sent or received by the device.

timestamp reply

The number of Timestamp Reply messages sent or received by the device.

addr mask

The number of Address Mask Request messages sent or received by the device.

addr mask reply

The number of Address Mask Replies messages sent or received by the device.

irdp advertisement

The number of ICMP Router Discovery Protocol (IRDP) Advertisement messages sent or
received by the device.

irdp solicitation

The number of IRDP Solicitation messages sent or received by the device.

UDP statistics

received The number of UDP packets received by the device.

sent The number of UDP packets sent by the device.

no port The number of UDP packets dropped because the packet did not contain a valid UDP port

number.

input errors

This information is used by Brocade customer support.

TCP statistics

The TCP statistics are derived from RFC 793, “Transmission Control Protocol”.

current active tcbs

The number of TCP Control Blocks (TCBs) that are currently active.

tcbs allocated

The number of TCBs that have been allocated.

tcbs freed

The number of TCBs that have been freed.

tcbs protected

This information is used by Brocade customer support.

active opens

The number of TCP connections opened by this device by sending a TCP SYN to another
device.

passive opens

The number of TCP connections opened by this device in response to connection requests
(TCP SYNs) received from other devices.

failed attempts

This information is used by Brocade customer support.

active resets

The number of TCP connections this device reset by sending a TCP RESET message to the
device at the other end of the connection.

passive resets

The number of TCP connections this device reset because the device at the other end of the

connection sent a TCP RESET message.

input errors

This information is used by Brocade customer support.
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TABLE 25 CLI display of IP traffic statistics - Layer 2 Switch (Continued)

Field Description

in segments The number of TCP segments received by the device.

out segments The number of TCP segments sent by the device.

retransmission The number of segments that this device retransmitted because the retransmission timer for

the segment had expired before the device at the other end of the connection had
acknowledged receipt of the segment.
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Base Layer 3 and Routing Protocols

Chapter

Table 26 lists the base Layer 3 features Brocade ICX 6650 devices support. These features are

supported in full Layer 3 software images, except where explicitly noted.

TABLE 26 Supported base Layer 3 features

Feature Brocade ICX 6650
Static IP routing Yes
Layer 3 system parameter limits Yes
Static ARP entries Yes
RIP V1 and V2 Yes
(Static RIP support only in the base Layer

3 image. The Brocade device with base

Layer 3 does not learn RIP routes from

other Layer 3 devices. However, the

device does advertise directly connected
routes.)

Redistribution of IP static routes into RIP Yes
RIP default route learning Yes
Route loop prevention: Yes
®  Split horizon

®  Poison reverse

Route-only support (supported with full Yes

Layer 3 image only)

Adding a static IP route

To add a static IP route, enter a command such as the following at the global CONFIG level of the

CLI.

Brocade(config)#ip route 192.168.10.0 255.255.255.0 192.168.2.1
This command adds a static IP route to the 192.168.10.x/24 subnet.

Syntax: [no] ip route dest-ip-addr dest-mask next-hop-ip-addr [metric] [tag num]

or

Syntax: [no] ip route dest-ip-addr/ mask-bits next-hop-ip-addr [metric] [tag num]

The dest-ip-addr variable is the route destination. The dest-mask variable is the network mask for
the route destination IP address. Alternatively, you can specify the network mask information by

entering a forward slash followed by the number of bits in the network mask. For example, you can
enter 192.168.0.0 255.255.255.0 as 192.168.0.0/.24. To configure a default route, enter 0.0.0.0
for dest-ip-addr and 0.0.0.0 for dest-mask (or O for the mask-bits variable if you specify the address
in CIDR format). Specify the IP address of the default gateway using the next-hop-ip-addr variable.
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Adding a static ARP entry

The next-hop-ip-addr variable is the IP address of the next hop router (gateway) for the route.

The metric variable specifies the cost of the route and can be a number from 1 through 16. The
default is 1. The metric is used by RIP. If you do not enable RIP, the metric is not used.

The tag num parameter specifies the tag value of the route. The possible value is from O through
4294967295. The default value is O.

NOTE
You cannot specify nullO or another interface as the next hop in the base Layer 3 image.

Adding a static ARP entry

Static entries are useful in cases where you want to pre-configure an entry for a device that is not
connected to the Brocade device, or you want to prevent a particular entry from aging out. The
software removes a dynamic entry from the ARP cache if the ARP aging interval expires before the
entry is refreshed. Static entries do not age out, regardless of whether the Brocade device receives
an ARP request from the device that has the entry address. The software places a static ARP entry
into the ARP cache as soon as you create the entry.

To add a static ARP entry, enter a command such as the following at the global CONFIG level of the
CLI.

Brocade(config)#arp 1 192.168.22.3 0000.00bb.cccc ethernet 1/1/3

This command adds a static ARP entry that maps IP address 192.168.22.3 to MAC address
0000.00bb.cccc. The entry is for a MAC address connected to Brocade port 3.

Syntax: [no] arp num ip-addr mac-addr ethernet port

The num variable specifies the entry number. You can specify a number from 1 up to the maximum
number of static entries allowed on the device. You can allocate more memory to increase this
amount. To do so, enter the system-max ip-static-arp num command at the global CONFIG level of
the CLI.

The ip-addr variable specifies the IP address of the device that has the MAC address of the entry.
The mac-addr variable specifies the MAC address of the entry.

The ethernet port parameter specifies the port number attached to the device that has the MAC
address of the entry. Specify the port variable in stack-unit/slotnum/portnum format

The clear arp command clears learned ARP entries but does not remove any static ARP entries.

Modifying and displaying Layer 3 system parameter limits

134

This section shows how to view and configure some of the Layer 3 system parameter limits.

Layer 3 configuration notes

Changing the system parameters reconfigures the device memory. Whenever you reconfigure the
memory on a Brocade device, you must save the change to the startup-config file, and then reload
the software to place the change into effect.
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Modifying and displaying Layer 3 system parameter limits

The Layer 3 system parameter limits for IPv6 models are automatically adjusted by the system and
cannot be manually modified.

Displaying Layer 3 system parameter limits

To display the Layer 3 system parameter defaults, maximum values, and current values, enter the
show default value command at any level of the CLI.

The following example shows the output on a Brocade ICX 6650 device.

Brocade#show default value

sys log buffers:50 mac age time:300 sec telnet sessions:5
ip arp age:10 min bootp relay max hops:4 ip ttl:64 hops
ip addr per intf:24

when multicast enabled :
igmp group memb.:260 sec igmp query:125 sec hardware drop: enabled

when ospf enabled :
ospf dead:40 sec ospf hello:10 sec ospf retrans:5 sec
ospf transit delay:1 sec

when bgp enabled :

bgp local pref.:100 bgp keep alive:60 sec bgp hold:180 sec
bgp metric:10 bgp local as:1 bgp cluster id:0
bgp ext. distance:20 bgp int. distance:200 bgp local distance:200
System Parameters Default Maximum Current
ip-arp 4000 64000 64000
ip-static-arp 512 6000 6000
multicast-route 64 8192 8192
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Configuring RIP

If you want the Brocade device to use Routing Information Protocol (RIP), you must enable the
protocol globally, and then enable RIP on individual ports. When you enable RIP on a port, you also
must specify the version (version 1 only, version 2 only, or version 1 compatible with version 2).

Optionally, you also can set or change the following parameters:

®* Route redistribution - You can enable the software to redistribute static routes from the IP
route table into RIP. Redistribution is disabled by default.

® Learning of default routes - The default is disabled.

® Loop prevention (split horizon or poison reverse) - The default is poison reverse.

Enabling RIP

RIP is disabled by default. You must enable the protocol both globally and on the ports on which
you want to use RIP.

To enable RIP globally, enter the following command.

Brocade(config)#router rip

Syntax: [no] router rip

To enable RIP on a port and specify the RIP version, enter commands such as the following.
Brocade(config-rip-router)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#ip rip vl-only

These commands change the CLI to the configuration level for port 1 and enable RIP version 1 on
the interface. You must specify the version.

Syntax: interface ethernet port

Syntax: [no] ip rip vi-only | vi-compatible-v2 | v2-only

Specify the port variable in the format stack-unit/slothnum/portnum.

Enabling redistribution of IP static routes into RIP

By default, the software does not redistribute the IP static routes in the route table into RIP. To
configure redistribution, perform the following tasks.

1. Configure redistribution filters (optional).

You can configure filters to permit or deny redistribution for a route based on the route metric.
You also can configure a filter to change the metric. You can configure up to 64 redistribution
filters. The software uses the filters in ascending numerical order and immediately takes the
action specified by the filter. Thus, if filter 1 denies redistribution of a given route, the software
does not redistribute the route, regardless of whether a filter with a higher ID permits
redistribution of that route.

NOTE
The default redistribution action is permit, even after you configure and apply a permit or deny

filter. To deny redistribution of specific routes, you must configure a deny filter.
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NOTE
The option to set the metric is not applicable to static routes.

2. Enable redistribution.

NOTE
If you plan to configure redistribution filters, do not enable redistribution until you have

configured the filters.

When you enable redistribution, all types of routes are redistributed into RIP; redistribution is
not limited to IP static routes. If you want to deny certain routes from being redistributed into
RIP, configure deny filters for those routes before you enable redistribution. You can configure
up to 64 RIP redistribution filters. They are applied in ascending numerical order.

NOTE

The default redistribution action is permit, even after you configure and apply redistribution
filters to the port. If you want to tightly control redistribution, apply a filter to deny all routes as
the last filter (filter ID 64), and then apply filters with lower filter IDs to allow specific routes.

Configuring a redistribution filter

To configure a redistribution filter, enter a command such as the following.

Brocade(config-rip-router)#deny redistribute 1 static address 192.168.0.0
255.255.0.0

This command denies redistribution of all 192.168.x.x IP static routes.

Syntax: [no] permit | deny redistribute filter-num static address ip-addr ip-mask
[match-metric value | set-metric value]

The filter-num variable specifies the redistribution filter ID. Specify a number from 1 through 64.
The software uses the filters in ascending numerical order. Thus, if filter 1 denies a route from
being redistributed, the software does not redistribute that route even if a filter with a higher ID
permits redistribution of the route.

The static address ip-addr ip-mask parameters apply redistribution to the specified network and
subnet address. Use O to specify “any”. For example, “192.168.0.0 255.255.0.0“ means “any
192.168.x.x subnet”. However, to specify any subnet (all subnets match the filter), enter static
address 255.255.255.255 255.255.255.255.

The match-metric value parameter applies redistribution to those routes with a specific metric
value. Possible values are from 1 through 15.

The set-metric value parameter sets the RIP metric value that will be applied to the routes imported
into RIP.

NOTE
The set-metric parameter does not apply to static routes.

The following command denies redistribution of a 192.168.x.x IP static route only if the route metric
is b.

Brocade(config-rip-router)#deny redistribute 2 static address 192.168.0.0
255.255.0.0 match-metric 5
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The following commands deny redistribution of all routes except routes for 10.10.10.x and
10.20.20.x.

Brocade(config-rip-router)#deny redistribute 64 static address 255.255.255.255
255.255.255.255

Brocade(config-rip-router)#permit redistribute 1 static address 10.10.10.0
255.255.255.0

Brocade(config-rip-router)#permit redistribute 2 static address 10.20.20.0
255.255.255.0

Enabling redistribution

After you configure redistribution parameters, you must enable redistribution.
To enable RIP redistribution, enter the following command.
Brocade(config-rip-router)#redistribution

Syntax: [no] redistribution

Enabling learning of default routes

By default, the software does not learn RIP default routes.
To enable learning of default RIP routes, enter commands such as the following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#ip rip learn-default

Syntax: [no] ip rip learn-default

Changing the route loop prevention method

RIP can use the following methods to prevent routing loops:

® Split horizon - The Brocade device does not advertise a route on the same interface as the one
on which it learned the route.

® Poison reverse - The Brocade device assigns a cost of 16 (“infinite” or “unreachable”) to a
route before advertising it on the same interface as the one on which it learned the route. This
is the default.

NOTE
These methods are in addition to the RIP maximum valid route cost of 15.

To enable split horizon, enter commands such as the following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#no ip rip poison-reverse

Syntax: [no] ip rip poison-reverse
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Other Layer 3 protocols

For information about other IP configuration commands in the Layer 2 with base Layer 3 image that
are not included in this chapter, refer to Chapter 1, “IP Configuration”.

For information about enabling or disabling Layer 3 routing protocols, refer to “Enabling or disabling
routing protocols” on page 139.

Enabling or disabling routing protocols

This section describes how to enable or disable routing protocols. For complete configuration
information about the routing protocols, refer to “RIP overview” on page 141.

The full Layer 3 code supports the following protocols:

e BGP4

* IGMP

e |IP

¢ |IP multicast (PIM-SM, PIM-DM)
* OSPF

* PIM

* RIPV1andV2

® VRRP

* VRRP-E

®* VSRP

IP routing is enabled by default on devices running Layer 3 code. All other protocols are disabled,
so0 you must enable them to configure and use them.

To enable a protocol on a device running full Layer 3 code, enter router at the global CONFIG level,
followed by the protocol to be enabled. The following example shows how to enable OSPF.

Brocade(config)#router ospf

Syntax: router bgp | igmp | ip | ospf | pim | rip |vrrp | vrrp-e | vsrp

Enabling or disabling Layer 2 switching

By default, Brocade Layer 3 switches support Layer 2 switching. These devices modify the routing
protocols that are not supported on the devices. If you want to disable Layer 2 switching, you can
do so globally or on individual ports, depending on the version of software your device is running.

NOTE
Consult your reseller or Brocade to understand the risks involved before disabling all Layer 2
switching operations.
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Enabling or disabling Layer 2 switching

Configuration notes and feature limitations for
Layer 2 switching

® Enabling or disabling Layer 2 switching is supported in the full Layer 3 software image only.
® Enabling or disabling Layer 2 switching is not supported on virtual interfaces.

Command syntax for Layer 2 switching

To globally disable Layer 2 switching on a Layer 3 switch, enter commands such as the following.

Brocade(config)#route-only
Brocade(config)#exit
Brocade#write memory
Brocade#reload

To re-enable Layer 2 switching on a Layer 3 switch, enter the following commands.

Brocade(config)#no route-only
Brocade(config)#exit
Brocade#write memory
Brocade#reload

Syntax: [no] route-only

To disable Layer 2 switching only on a specific interface, go to the interface configuration level for
that interface, and then disable the feature. The following commands show how to disable Layer 2
switching on port 2.

Brocade(config)#interface ethernet 1/1/2
Brocade(config-if-e10000-1/1/2)#route-only
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RIP (IPv4)

Chapter

Table 27 lists the the Routing Information Protocol (RIP) for IPv4 features Brocade ICX 6650
devices support. These features are supported in the full Layer 3 software image.

TABLE 27 Supported RIP features

Feature Brocade ICX 6650
RIP V1 and V2 Yes
Route learning and advertising Yes
Route redistribution into RIP Yes
Route metrics Yes
Route loop prevention: Yes

®  Poison reverse
®  Split horizon

RIP route advertisement suppressionona Yes
VRRP or VRRP-E backup interface

Route filters Yes

CPU utilization statistics for RIP Yes

RIP overview

Routing Information Protocol (RIP) is an IP route exchange protocol that uses a distance vector (a
number representing a distance) to measure the cost of a given route. The cost is a distance
vector because the cost often is equivalent to the number of router hops between the Brocade
Layer 3 Switch and the destination network.

A Brocade Layer 3 Switch can receive multiple paths to a destination. The software evaluates the
paths, selects the best path, and saves the path in the IP route table as the route to the
destination. Typically, the best path is the path with the fewest hops. A hop is another router
through which packets must travel to reach the destination. If the Brocade Layer 3 Switch receives
a RIP update from another router that contains a path with fewer hops than the path stored in the
Brocade Layer 3 Switch route table, the Layer 3 Switch replaces the older route with the newer one.
The Layer 3 Switch then includes the new path in the updates it sends to other RIP routers,
including Brocade Layer 3 Switches.

RIP routers, including the Brocade Layer 3 Switch, also can modify a route cost, generally by adding
to it, to bias the selection of a route for a given destination. In this case, the actual number of router
hops may be the same, but the route has an administratively higher cost and is thus less likely to
be used than other, lower-cost routes.

A RIP route can have a maximum cost of 15. Any destination with a higher cost is considered
unreachable. Although limiting to larger networks, the low maximum hop count prevents endless
loops in the network.
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Brocade Layer 3 Switches support the following RIP versions:
® Version (V1)

® V1 compatible with V2

® \Version (V2) (the default)

RIP parameters and defaults

The following tables list the RIP parameters, their default values, and where to find configuration
information.

RIP global parameters

Table 28 lists the global RIP parameters and their default values, and indicates where you can find
configuration information.

TABLE 28 RIP global parameters

Parameter Description Default Reference

RIP state The global state of the protocol. Disabled page 144

NOTE: You also must enable the protocol on individual
interfaces. Globally enabling the protocol does not
allow interfaces to send and receive RIP information.
Refer to Table 29 on page 143.

Administrative  The administrative distance is a numeric value assigned to 120 page 146
distance each type of route on the router.

When the router is selecting from among multiple routes

(sometimes of different origins) to the same destination, the

router compares the administrative distances of the routes and

selects the route with the lowest administrative distance.

This parameter applies to routes originated by RIP. The

administrative distance stays with a route when it is

redistributed into other routing protocols.

Redistribution  RIP can redistribute routes from other routing protocols such as Disabled page 146
OSPF and BGP4 into RIP. A redistributed route is one that a
router learns through another protocol, then distributes into RIP.

Redistribution  RIP assigns a RIP metric (cost) to each external route 1 (one) page 148
metric redistributed from another routing protocol into RIP. An external

route is a route with at least one hop (packets must travel

through at least one other router to reach the destination).

This parameter applies to routes that are redistributed from

other protocols into RIP.

Update interval How often the router sends route updates to its RIP neighbors. 30 seconds page 149
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TABLE 28 RIP global parameters (Continued)

Parameter Description Default Reference
Learning The router can learn default routes from its RIP neighbors. Disabled page 149
defaultroutes  NOTE: You also can enable or disable this parameter on an

individual interface basis. Refer to Table 29 on

page 143.
Advertising The Layer 3 Switch learns and advertises RIP routes with all its  Learning and page 149
and learning neighbors by default. You can prevent the Layer 3 Switch from  advertising
with specific advertising routes to specific neighbors or learning routes from  permitted for
neighbors specific neighbors. all neighbors

RIP interface parameters

Table 29 lists the interface-level RIP parameters and their default values, and indicates where you
can find configuration information.

TABLE 29 RIP interface parameters

Parameter Description Default Reference
RIP state and The state of the protocol and the version that is Disabled page 144
version supported on the interface. The version can be
one of the following;:
®  \Version 1 only
®  \Version 2 only
® Version 1, but also compatible with version 2
NOTE: You also must enable RIP globally.
Metric A numeric cost the router adds to RIP routes 1 (one) page 144
learned on the interface. This parameter applies
only to RIP routes.
Learning default Locally overrides the global setting. Refer to Disabled page 149
routes Table 28 on page 142.
Loop prevention The method a router uses to prevent routing loops  Poison reverse page 150
caused by advertising a route on the same NOTE: Enabling split
interface as the one on which the router learned horizon disables
the route. poison reverse on
®  Split horizon - The router does not advertise the interface.
a route on the same interface as the one on
which the router learned the route.
®  Poison reverse - The router assigns a cost of
16 (“infinite” or “unreachable”) to a route
before advertising it on the same interface
as the one on which the router learned the
route.
Advertising and You can control the routes that a Layer 3 Switch The Layer 3 Switch learns  page 151
learning specific learns or advertises. and advertises all RIP
routes routes on all interfaces.
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RIP parameter configuration

144

Use the following procedures to configure RIP parameters on a system-wide and individual
interface basis.

Enabling RIP

RIP is disabled by default. To enable it, use the following procedure.

NOTE
You must enable the protocol globally and also on individual interfaces on which you want to
advertise RIP. Globally enabling the protocol does not enable it on individual interfaces.

To enable RIP globally, enter the router rip command.
Brocade(config)#router rip
Syntax: [no] router rip

After globally enabling the protocol, you must enable it on individual interfaces. You can enable the
protocol on physical interfaces as well as virtual routing interfaces. To enable RIP on an interface,
enter commands such as the following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-ift-e10000-1/1/1)#ip rip vli-only

Syntax: [no] ip rip vi-only | vi-compatible-v2 | v2-only

NOTE
You must specify the RIP version.

Enabling ECMP for routes in RIP

ECMP for routes in RIP is disabled by default. Use the ecmp-enable command to enable the feature
at the router rip level.

Brocade(config-rip-router)#ecmp-enable

Syntax: [no] ecmp-enable

Configuring metric parameters

By default, a Brocade Layer 3 Switch port increases the cost of a RIP route that is learned on the
port by one. You can configure individual ports to add more than one to a learned route cost. In
addition, you can configure a RIP offset list to increase the metric for learned or advertised routes
based on network address.

Changing the cost of routes learned on a port

By default, a Brocade Layer 3 Switch port increases the cost of a RIP route that is learned on the
port. The Layer 3 Switch increases the cost by adding one to the route metric before storing the
route.
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You can change the amount that an individual port adds to the metric of RIP routes learned on the
port. To do so, use the following method.

NOTE

RIP considers a route with a metric of 16 to be unreachable. Use this metric only if you do not want
the route to be used. You can prevent the Layer 3 Switch from using a specific port for routes learned
though that port by setting its metric to 16.

To increase the cost a port adds to RIP routes learned in that port, enter commands such as the
following.

Brocade(config)#interface ethernet 1/1/2
Brocade(config-ifT-e10000-1/1/2)#ip metric 5

These commands configure port 1/1/2 to add 5 to the cost of each route learned on the port.
Syntax: ip metric metric-value

The metric-value can be a value from 1 to 16.

Configuring a RIP offset list

A RIP offset list allows you to add to the metric of specific inbound or outbound routes learned or
advertised by RIP. RIP offset lists provide a simple method for adding to the cost of specific routes
and therefore biasing the Layer 3 Switch route selection away from those routes.

A RIP offset list consists of the following parameters:
® An access control list (ACL) that specifies the routes to which to add the metric.
® The direction:
- In applies to routes the Layer 3 Switch learns from RIP neighbors.
- Out applies to routes the Layer 3 Switch is advertising to its RIP neighbors.
®* The type and number of a specific port to which the RIP offset list applies (optional).

The software adds the offset value to the routing metric (cost) of the routes that match the ACL. If
a route matches both a global offset list and an interface-based offset list, the interface-based
offset list takes precedence. The interface-based offset list metric is added to the route in this
case.

You can configure up to 24 global RIP offset lists and up to 24 RIP offset lists on each interface.
To configure a global RIP offset list, enter commands such as the following.

Brocade(config)#access-list 21 deny 192.168.0.0 0.0.255.255
Brocade(config)#access-list 21 permit any
Brocade(config)#router rip
Brocade(config-rip-router)#offset-list 21 out 10

The commands in this example configure a standard ACL. The ACL matches on all IP networks
except 192.168.x.x. When the Layer 3 Switch advertises a route that matches ACL 21, the offset
list adds 10 to the route metric.

Syntax: [no] offset-list ACL-number-or-name in | out metric [ethernet port]
Specify port variable in the format stack-unit/slotnum/portnum.

In the following example, the Layer 3 Switch uses ACL 21 to add 10 to the metric of routes received
on Ethernet port 1/1/2.
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Brocade(config-rip-router)#offset-list 21 in 10 ethernet 1/1/2

Changing the administrative distance

By default, the Layer 3 Switch assigns the default RIP administrative distance (120) to RIP routes.
When comparing routes based on administrative distance, the Layer 3 Switch selects the route with
the lower distance. You can change the administrative distance for RIP routes.

NOTE
Refer to “Changing administrative distances” on page 313 for the default distances for all route
sources.

To change the administrative distance for RIP routes, enter the distance command.

Brocade(config-rip-router)#distance 140

This command changes the administrative distance to 140 for all RIP routes.
Syntax: [no] distance num

The num variable specifies a range from 1 through 255.

Configuring redistribution

You can configure the Layer 3 Switch to redistribute routes learned through Open Shortest Path
First (OSPF) or Border Gateway Protocol version 4 (BGP4) into RIP. When you redistribute a route
from one of these other protocols into RIP, the Layer 3 Switch can use RIP to advertise the route to
its RIP neighbors.

To configure redistribution, perform the following tasks:

1. Configure redistribution filters (optional). You can configure filters to permit or deny
redistribution for a route based on its origin (OSPF, BGP4, and so on), the destination network
address, and the route metric. You also can configure a filter to set the metric based on these
criteria.

2. Change the default redistribution metric (optional). The Layer 3 Switch assigns a RIP metric of
1 to each redistributed route by default. You can change the default metric to a value up to 16.

3. Enable redistribution.

NOTE
Do not enable redistribution until you configure the other redistribution parameters.

Configuring redistribution filters

RIP redistribution filters apply to all interfaces. The software uses the filters in ascending
numerical order and immediately takes the action specified by the filter. Thus, if filter 1 denies
redistribution of a given route, the software does not redistribute the route, regardless of whether a
filter with a higher ID would permit redistribution of that route.
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NOTE

The default redistribution action is permit, even after you configure and apply redistribution filters
to the virtual routing interface. If you want to tightly control redistribution, apply a filter to deny all
routes as the last filter (the filter with the highest ID), and then apply filters with lower filter IDs to

allow specific routes.

To configure a redistribution filter, enter a command such as the following.
Brocade(config-rip-router)#deny redistribute 2 all address 192.168.0.0
255.255.0.0

This command denies redistribution for all types of routes to the 192.168.x.x network.

Syntax: [no] permit | deny redistribute filte-num all | bgp | ospf | static address ip-addr ip-mask
[match-metric value | set-metric value]

The filter-num variable specifies the redistribution filter ID. The software uses the filters in
ascending numerical order. Thus, if filter 1 denies a route from being redistributed, the software
does not redistribute that route even if a filter with a higher ID permits redistribution of the route.

The all parameter applies redistribution to all route types.

The bgp parameter applies redistribution to BGP4 routes only.
The ospf parameter applies redistribution to OSPF routes only.
The static parameter applies redistribution to IP static routes only.

The address ip-addr ip-mask parameters apply redistribution to the specified network and subnet
address. Use 0 to specify “any”. For example, “192.168.0.0 255.255.0.0“ means “any
192.168.x.x subnet”. However, to specify any subnet (all subnets match the filter), enter “address
255.255.255.255 255.255.255.255".

The match-metric value parameter applies the redistribution filter only to those routes with the
specified metric value; possible values are from 1 through 15.

The set-metric value parameter sets the RIP metric value that will be applied to those routes
imported into RIP.

The following command denies redistribution into RIP for all OSPF routes.

Brocade(config-rip-router)#deny redistribute 3 ospf address 192.168.0.0
255.255.0.0

The following command denies redistribution for all OSPF routes that have a metric of 10.

Brocade(config-rip-router)#deny redistribute 3 ospf address 192.168.0.0
255.255.0.0 match-metric 10

The following commands deny redistribution of all routes except routes for 10.10.10.x and
10.20.20.x.

Brocade(config-rip-router)#deny redistribute 64 static address 255.255.255.255
255.255.255.255

Brocade(config-rip-router)#permit redistribute 1 static address 10.10.10.0
255.255.255.0

Brocade(config-rip-router)#permit redistribute 2 static address 10.20.20.0
255.255.255.0
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NOTE
This example assumes that the highest RIP redistribution filter ID configured on the device is 64.

Changing the redistribution metric

When the Layer 3 Switch redistributes a route into RIP, the software assigns a RIP metric (cost) to
the route. By default, the software assigns a metric of 1 to each route that is redistributed into RIP.
You can increase the metric that the Layer 3 Switch assigns up to 15.

To change the RIP metric the Layer 3 Switch assigns to redistributed routes, enter a command such
as the following.

Brocade(config-rip-router)#default-metric 10

This command assigns a RIP metric of 10 to each route that is redistributed into RIP.
Syntax: [no] default-metric metric-value

The metri-value can be from 1 to 15.

Enabling redistribution

After you configure redistribution parameters, you need to enable redistribution.
To enable RIP redistribution, enter the redistribution command.
Brocade(config-rip-router)#redistribution

Syntax: [no] redistribution

The no form of this command disables RIP redistribution.

Removing a RIP redistribution deny filter

To remove a previously configured RIP redistribution deny filter, perform the following task:
1. Remove the RIP redistribution deny filter.

2. Disable the redistribution function.

3. Re-enable redistribution.

The following shows an example of how to remove a RIP redistribution deny filter.

Brocade(config-rip-router)#no deny redistribute 2 all address 192.168.0.0
255.255.0.0

Brocade(config-rip-router)#no redistribution
Brocade(config-rip-router)#redistribution

Route learning and advertising parameters

By default, a Brocade Layer 3 Switch learns routes from all its RIP neighbors and advertises RIP
routes to those neighbors.

You can configure the following learning and advertising parameters:
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® Update interval - The update interval specifies how often the Layer 3 Switch sends RIP route
advertisements to its neighbors You can change the interval to a value from 1 through 1000
seconds. The default is 30 seconds.

®* Learning and advertising of RIP default routes - The Layer 3 Switch learns and advertises RIP
default routes by default. You can disable learning and advertising of default routes on a
global or individual interface basis.

® Learning of standard RIP routes - By default, the Layer 3 Switch learns RIP routes from all its
RIP neighbors. You can configure RIP neighbor filters to explicitly permit or deny learning from
specific neighbors.

Changing the update interval for route advertisements

The update interval specifies how often the Layer 3 Switch sends route advertisements to its RIP
neighbors. You can specify an interval from 1 through 1000 seconds. The default is 30 seconds.

To change the RIP update interval, enter a command such as the following.

Brocade(config-rip-router)#update-time 120

This command configures the Layer 3 Switch to send RIP updates every 120 seconds.
Syntax: update-time interval

The valid values for interval are from 1 to 1000.

Enabling learning of RIP default routes

You can enable learning of RIP default routes on a global or individual interface basis.
To enable learning of default RIP routes on a global basis, enter the following command.
Brocade(config-rip-router)#learn-default

Syntax: [no] learn-default

To enable learning of default RIP routes on an individual interface basis, enter commands such as
the following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#ip rip learn-default

Syntax: [no] ip rip learn-default

Configuring a RIP neighbor filter

By default, a Brocade Layer 3 Switch learns RIP routes from all its RIP neighbors. Neighbor filters
allow you to specify the neighbor routers from which the Brocade device can receive RIP routes.
Neighbor filters apply globally to all ports.

To configure a RIP neighbor filter, enter a command such as the following.
Brocade(config-rip-router)#neighbor 1 deny any

This command configures the Layer 3 Switch so that the device does not learn any RIP routes from
any RIP neighbors.

Syntax: [no] neighbor filter-num permit | deny source-ip-address | any
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The following commands configure the Layer 3 Switch to learn routes from all neighbors except
192.168.1.170. Once you define a RIP neighbor filter, the default action changes from learning all
routes from all neighbors to denying all routes from all neighbors except the ones you explicitly
permit. To deny learning from a specific neighbor but allow all other neighbors, you must add a
filter that allows learning from all neighbors. Be sure to add the filter to permit all neighbors last
(the one with the highest filter number). Otherwise, the software can match on the permit all filter
instead of a filter that denies a specific neighbor, and learn routes from that neighbor.

Brocade(config-rip-router)#neighbor 2 deny 192.168.1.170
Brocade(config-rip-router)#neighbor 1024 permit any

Denying route advertisements for connected routes

By default, RIP advertises all connected routes to neighboring routers except for the management
route. To configure the router to not advertise connected routes, use the dont-advertise-connected
command. When the dont-advertise-connected command is configured, the router only sends RIP
enabled interface routes.

To configure the dont-advertise-connected command under the router RIP configuration level, enter
the router rip command.

Brocade(config)#router rip

Brocade(config-rip-router)#dont-advertise-connected

Syntax: [no] dont-advertise-connected

To disable the configuration, use the no form of the command.

Changing the route loop prevention method

RIP can use the following methods to prevent routing loops:

® Split horizon - The Layer 3 Switch does not advertise a route on the same interface as the one
on which the router learned the route.

® Poison reverse - The Layer 3 Switch assigns a cost of 16 (“infinite” or “unreachable”) to a
route before advertising it on the same interface as the one on which the router learned the
route. This is the default.

These loop prevention methods are configurable on an individual interface basis. One of the
methods is always in effect on an interface enabled for RIP. If you disable one method, the other
method is enabled.

NOTE
These methods may be used in addition to the RIP maximum valid route cost of 15.

Disabling poison reverse

To disable poison reverse and enable split horizon on an interface, enter commands such as the
following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#no ip rip poison-reverse

Syntax: [no] ip rip poison-reverse
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To disable split horizon and enable poison reverse on an interface, enter commands such as the
following.

Brocade(config)#interface ethernet 1/1/1
Brocade(config-if-e10000-1/1/1)#ip rip poison-reverse

Suppressing RIP route advertisement on a VRRP or
VRRP-E backup interface

NOTE
This section applies only if you configure the Layer 3 Switch for Virtual Router Redundancy Protocol
(VRRP) or VRRP Extended (VRRP-E). Refer to Chapter 9, “VRRP and VRRP-E".

Normally, a VRRP or VRRP-E backup includes route information for the virtual IP address (the
backed-up interface) in RIP advertisements. As a result, other routers receive multiple paths for
the backed-up interface and might sometimes unsuccessfully use the path to the backup rather
than the path to the master.

You can prevent the backups from advertising route information for the backed-up interface by
enabling suppression of the advertisements.

To suppress RIP advertisements for the backed-up interface, enter the following commands.

Brocade(config)#router rip
Brocade(config-rip-router)#use-vrrp-path

Syntax: [no] use-vrrp-path
The syntax is the same for VRRP and VRRP-E.

Configuring RIP route filters

You can configure RIP route filters to permit or deny learning or advertising of specific routes.
Configure the filters globally, then apply them to individual interfaces. When you apply a RIP route
filter to an interface, you specify whether the filter applies to learned routes (in) or advertised
routes (out).

NOTE
A route is defined by the destination IP address and network mask.

NOTE
By default, routes that do not match a route filter are learned or advertised. To prevent a route from
being learned or advertised, you must configure a filter to deny the route.

To configure RIP filters, enter commands such as the following.

Brocade(config-rip-router)#filter 1 permit 192.168.4.1 255.255.255.0
Brocade(config-rip-router)#filter 2 permit 192.168.5.1 255.255.255.0
Brocade(config-rip-router)#filter 3 permit 192.168.6.1 255.255.255.0
Brocade(config-rip-router)#filter 4 deny 192.168.7.1 255.255.255.0

These commands explicitly permit RIP routes to three networks, and deny the route to one network.

Because the default action is permit, all other routes (routes not explicitly permitted or denied by
the filters) can be learned or advertised.
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Syntax: filter filter-num permit | deny source-ip-address | any source-mask | any [log]

Applying a RIP route filter to an interface

Once you define RIP route filters, you must assign them to individual interfaces. The filters do not
take effect until you apply them to interfaces. When you apply a RIP route filter, you also specify
whether the filter applies to learned routes or advertised routes:

® Qutfilters apply to routes the Layer 3 Switch advertises to its neighbor on the interface.

* Infilters apply to routes the Layer 3 Switch learns from its neighbor on the interface.

To apply RIP route filters to an interface, enter commands such as the following.
Brocade(config)#interface ethernet 1/1/2

Brocade(config-if-e10000-1/1/2)#ip rip filter-group in 2 3 4

These commands apply RIP route filters 2, 3, and 4 to all routes learned from the RIP neighbor on
port 1/1/2.

Syntax: [no] ip rip filter-group in | out filter-list
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Displaying RIP filters

To display th

Brocade#sh

Index
1

Index
1

e RIP filters configured on the router, enter the show ip rip command at any CLI level.
ow ip rip

RIP Route Filter Table
Action Route IP Address Subnet Mask
deny any any
RIP Neighbor Filter Table
Action Neighbor 1P Address
permit any

Syntax: show ip rip

Table 30 describes the information displayed by the show ip rip command.

TABLE 30 CLI display of RIP filter information
Field Definition
Route filters

The rows und

erneath “RIP Route Filter Table” list the RIP route filters. If no RIP route filters are configured on the

device, the following message is displayed: “No Filters are configured in RIP Route Filter Table”.

Index

The filter number. You assign this number when you configure the filter.

Action

The action the router takes if a RIP route packet matches the IP address and subnet mask of

the filter. The action can be one of the following:

® deny - RIP route packets that match the address and network mask information in the
filter are dropped. If applied to an interface outbound filter group, the filter prevents the
router from advertising the route on that interface. If applied to an interface inbound
filter group, the filter prevents the router from adding the route to its IP route table.

® permit - RIP route packets that match the address and network mask information are
accepted. If applied to an interface outbound filter group, the filter allows the router to
advertise the route on that interface. If applied to an interface inbound filter group, the
filter allows the router to add the route to its IP route table.

Route IP Address  The IP address of the route destination network or host.

Subnet Mask

The network mask for the IP address.

Neighbor filters

The rows und

erneath “RIP Neighbor Filter Table” list the RIP neighbor filters. If no RIP neighbor filters are

configured on the device, the following message is displayed: “No Filters are configured in RIP Neighbor Filter

Table”.
Index The filter number. You assign this number when you configure the filter.
Action The action the router takes for RIP route packets to or from the specified neighbor:
® deny - If thefilter is applied to an interface outbound filter group, the filter prevents the
router from advertising RIP routes to the specified neighbor on that interface. If the
filter is applied to an interface inbound filter group, the filter prevents the router from
receiving RIP updates from the specified neighbor.
® permit - If the filter is applied to an interface outbound filter group, the filter allows the
router to advertise RIP routes to the specified neighbor on that interface. If the filter is
applied to an interface inbound filter group, the filter allows the router to receive RIP
updates from the specified neighbor.
Neighbor IP The IP address of the RIP neighbor.
Address
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Displaying CPU utilization statistics

You can display CPU utilization statistics for RIP and other IP protocols. To display CPU utilization
statistics for RIP for the previous five-second, one-minute, five-minute, fifteen-minute, and runtime
intervals, enter the show process cpu command at any level of the CLI.

Brocade#show process cpu

Process Name
ARP

BGP

GVRP

I1CMP

1P

OSPF

RIP

STP

VRRP

5Sec (%)
.01
.04
.00
.00
.00
.00
.04
.00
.00

[cNeoNoNeoNoNoNeNoNe]

IMin(%)
.03
.06
.00
.00
.00
.00
.07
.00
.00

o

[eNeoNoNoNeoNeoNoNe]

5Min(%)
.09
.08
.00
.00

[eNeoNoNeoNoNoNeNoNe]

00

-00
-08
.00
.00

15Min(%)
.22
.14
.00
.00
.00
.00
.09
.00
.00

o

[eNeoNeoNoNeoNeoNoNe]

Runtime(ms)
9
13

OO~NOOOO

If the software has been running less than 15 minutes (the maximum interval for utilization
statistics), the command indicates how long the software has been running, as shown in the

following example.

Brocade#show process cpu

The system has only been up for 6 seconds.
5Sec(%)

Process Name
ARP

BGP

GVRP

1CMP

1P

OSPF

RIP

STP

VRRP

0.01
0.00
0.00
0.01
0.00
0.00
0.00
0.00
0.00

IMin(%)

o

.00
.00
-00
.00
.00
.00
-00
.00
.00

[eNeoNoNoNeoNeoNeoNe]

5Min(%)
.00
.00
.00
.00

[eNeoNoNeoNeoNoNeNoNe]

00

-00
-00
.00
.00

15Min(%)

o

.00
.00
-00
.00
.00
.00
-00
.00
.00

[eNeoNoNoNeoNeoNoNe]

Runtime(ms)

[cNeoNoNoNeol NeoloNe]

To display utilization statistics for a specific number of seconds, enter a command such as the

following.

Brocade#show process cpu 2

Statistics for last 1 sec and 80 ms

Process Name
ARP

BGP

GVRP

1CMP

1P

OSPF

RIP

STP

VRRP

Download from Www.Somanuals.com. All Manuals Search And Download.

Sec(%)
.00
.00
.00
.01
.00
.00
.00
.01
.00

[cNeoNoNeoNeNoNeNoNo]

Time(ms)

[cNeoNoNoNal NeloNe]
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When you specify how many seconds’ worth of statistics you want to display, the software selects
the sample that most closely matches the number of seconds you specified. In this example,
statistics are requested for the previous two seconds. The closest sample available is for the
previous 1 second and 80 milliseconds.

Syntax: show process cpu [num]

The num parameter specifies the number of seconds and can be from 1 through 900. If you use
this parameter, the command lists the usage statistics only for the specified number of seconds. If
you do not use this parameter, the command lists the usage statistics for the previous five-second,
one-minute, five-minute, and fifteen-minute intervals.
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RIP (IPv6)

Chapter

Table 31 lists the Routing Information Protocol (RIP) for IPv6 features Brocade ICX 6650 devices
support. These features are supported with premium IPv6 devices running the full Layer 3 software
image

TABLE 31 Supported RIPng features

Feature Brocade ICX 6650
RIPng Yes
Up to 2K RIPng routes Yes
RIPng timers Yes
Route learning and advertising Yes
Route redistribution into RIPng Yes
Route loop prevention: Yes

®  Poison reverse
®  Split horizon

Clearing RIPng routes Yes

RIPng overview

Routing Information Protocol (RIP) is an IP route exchange protocol that uses a distance vector (a
number representing a distance) to measure the cost of a given route. RIP uses a hop count as its
cost or metric.

IPv6 RIP, known as Routing Information Protocol Next Generation or RIPng functions similarly to
IPv4 RIP Version 2. RIPng supports IPv6 addresses and prefixes and introduces some new
commands that are specific to RIPng. This chapter describes the commands that are specific to
RIPng. This section does not describe commands that apply to both IPv4 RIP and RIPng.

RIPng maintains a Routing Information Base (RIB), which is a local route table. The local RIB
contains the lowest-cost IPv6 routes learned from other RIP routers. In turn, RIPng attempts to add
routes from its local RIB into the main IPv6 route table.

NOTE
Brocade ICX 6650 IPv6 devices support up to 2000 RIPng routes.

This section describes the following:
®* How to configure RIPng
®* How to clear RIPng information from the RIPng route table

®* How to display RIPng information and statistics

Brocade ICX 6650 Layer 3 Routing Configuration Guide 157

53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.



Summary of configuration tasks

Summary of configuration tasks

To configure RIPng, you must enable RIPng globally on the Brocade device and on individual router
interfaces. The following configuration tasks are optional:

® Change the default settings of RIPng timers

® Configure how the Brocade device learns and advertises routes

® Configure which routes are redistributed into RIPng from other sources
® Configure how the Brocade device distributes routes through RIPng

® Configure poison reverse parameters

RIPng configuration

158

Before configuring the Brocade device to run RIPng, you must do the following:

® Enable the forwarding of IPv6 traffic on the Brocade device using the ipv6 unicast-routing
command.

® Enable IPv6 on each interface on which you plan to enable RIPng. You enable IPv6 on an
interface by configuring an IPv6 address or explicitly enabling IPv6 on that interface.

Enabling RIPng

By default, RIPng is disabled. To enable RIPng, you must enable it globally on the Brocade device
and also on individual router interfaces.

NOTE
You are required to configure a router ID when running only IPv6 routing protocols.

NOTE
Enabling RIPng globally on the Brocade device does not enable it on individual router interfaces.

To enable RIPng globally, enter the following command.

Brocade(config)#ipv6 router rip

Brocade(config-ripng-router)#

After you enter this command, the Brocade device enters the RIPng configuration level, where you
can access several commands that allow you to configure RIPng.

Syntax: [no] ipv6 router rip

To disable RIPng globally, use the no form of this command.

After enabling RIPng globally, you must enable it on individual router interfaces. You can enable it
on physical as well as virtual routing interfaces. For example, to enable RIPng on Ethernet interface
1/1/3, enter the following commands.

Brocade(config)# interface ethernet 1/1/3
Brocade(config-if-e10000-1/1/3)# ipv6 rip enable

Syntax: [no] ipv6 rip enable

To disable RIPng on an individual router interface, use the no form of this command.
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RIPng timers

Table 32 describes the RIPng timers and provides their defaults.

TABLE 32 RIPng timers

Timer Description Default

Update Amount of time (in seconds) between RIPng routing updates. 30 seconds.

Timeout Amount of time (in seconds) after which a route is considered unreachable. 180 seconds.

Hold-down Amount of time (in seconds) during which information about other paths is 180 seconds.
ignored.

Garbage-collection Amount of time (in seconds) after which a route is removed from the routing 120 seconds.
table.

You can adjust these timers for RIPng. Before doing so, keep the following caveats in mind:

* |f you adjust these RIPng timers, Brocade strongly recommends setting the same timer values
for all routers and access servers in the network.

® Setting the update timer to a shorter interval can cause the routers to spend excessive time
updating the IPv6 route table.

® Brocade recommends setting the timeout timer value to at least three times the value of the
update timer.

® Brocade recommends a shorter hold-down timer interval, because a longer interval can cause
delays in RIPng convergence.

Updating RIPng timers

The following example sets updates to be broadcast every 45 seconds. If a route is not heard from
in 135 seconds, the route is declared unusable. Further information is suppressed for an
additional 10 seconds. Assuming no updates, the route is flushed from the routing table 20
seconds after the end of the hold-down period.

Brocade(config)# ipv6 router rip
Brocade(config-ripng-router)# timers 45 135 10 20

Syntax: [no] timers update-timer timeout-timer hold-down-timer garbage-collection-timer
Possible values for the timers are as follows

® Update timer: 3 through 65535 seconds

®* Timeout timer: 9 through 65535 seconds

®* Hold-down timer: 9 through 65535 seconds

® Garbage-collection timer: 9 through 65535 seconds

NOTE
You must enter a value for each timer, even if you want to retain the current setting of a particular

timer.

To return to the default values of the RIPng timers, use the no form of this command.
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Route learning and advertising parameters

160

You can configure the following learning and advertising parameters:
® Learning and advertising of RIPng default routes
® Advertising of IPv6 address summaries

® Metric of routes learned and advertised on a router interface

By default, the Brocade device does not learn IPv6 default routes (::/0). You can originate default
routes into RIPng, which causes individual router interfaces to include the default routes in their
updates. When configuring the origination of the default routes, you can also do the following:

® Suppress all other routes from the updates
® Include all other routes in the updates

Configuring default route learning and advertising

To originate default routes in RIPng and suppress all other routes in updates sent from Ethernet
interface 1/1/4, enter the following commands.

Brocade(config)# interface ethernet 1/1/4

Brocade(config-if-e10000-1/1/4)# ipv6 rip default-information only

To originate IPv6 default routes and include all other routes in updates sent from Ethernet interface
1/1/4, enter the following commands.

Brocade(config)# interface ethernet 1/1/4
Brocade(config-if-e10000-1/1/4)# ipv6 rip default-information originate

Syntax: [no] ipv6 rip default-information only | originate
The only keyword originates the default routes and suppresses all other routes from the updates.
The originate keyword originates the default routes and includes all other routes in the updates.

To remove the explicit default routes from RIPng and suppress advertisement of these routes, use
the no form of this command.

Advertising IPv6 address summaries

You can configure RIPng to advertise a summary of IPv6 addresses from a router interface and to
specify an IPv6 prefix that summarizes the routes.

If a route prefix length matches the value specified in the ipv6 rip summary-address command,
RIPng advertises the prefix specified in the ipv6 rip summary-address command instead of the
original route.

For example, to advertise the summarized prefix 2001:DB8::/36 instead of the IPv6 address
2001:DB8:0:adff:8935:838:78:e0ff with a prefix length of 64 bits from Ethernet interface 1/1/4,
enter the following commands.

Brocade(config)# interface ethernet 1/1/4

Brocade(config-if-e10000-1/1/4)# ipv6 address 2001:db8:0:adff:8935:e838:78:
e0ff /64

Brocade(config-if-e10000-1/1/4)# ipv6 rip summary-address 2001:db8::/36

Syntax: [no] ipv6 rip summary-address ipv6-prefix/prefix-length
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Redistributing routes into RIPng

You must specify the ipv6-prefix parameter in hexadecimal using 16-bit values between colons as
documented in RFC 2373.

You must specify the prefix-length parameter as a decimal value. A slash mark (/) must follow the
ipv6-prefix parameter and precede the prefix-length parameter.

To stop the advertising of the summarized IPv6 prefix, use the no form of this command.

Changing the metric of routes learned and
advertised on an interface

A router interface increases the metric of an incoming RIPng route it learns by an offset (the default
is 1). The Brocade device then places the route in the route table. When the Brocade device sends
an update, it advertises the route with the metric plus the default offset of zero in an outgoing
update message.

You can change the metric offset an individual interface adds to a route learned by the interface or
advertised by the interface. For example, to change the metric offset for incoming routes learned by
Ethernet interface 1/1/4 to 1 and the metric offset for outgoing routes advertised by the interface
to 3, enter the following commands.

Brocade(config)#interface ethernet 1/1/4
Brocade(config-if-e10000-1/1/4)#ipv6 rip metric-offset 1
Brocade(config-if-e10000-1/1/4)#ipv6 rip metric-offset out 3

In this example, if Ethernet interface 1/1/4 learns about an incoming route, it will increase the
incoming metric by 2 (the default offset of 1 and the additional offset of 1 as specified in this
example). If Ethernet interface 1/1/4 advertises an outgoing route, it will increase the metric by 3
as specified in this example.

Syntax: [no] ipv6 rip metric-offset offset-value

The valid value for offset-value are from 1 to 16.

Syntax: [no] ipv6 rip metric-offset out outgoing-offset-value
The valid value for outgoing-offset-value are from 1 to 15.

To return the metric offset to its default value, use the no form of this command.

Redistributing routes into RIPng

You can configure the Brocade device to redistribute routes from the following sources into RIPng:
® |Pv6 static routes

® Directly connected IPv6 networks

® OSPFV3

When you redistribute a route from IPv6 or OSPF V3 into RIPng, the Brocade device can use RIPng
to advertise the route to its RIPng neighbors.

When configuring the Brocade device to redistribute routes, you can optionally specify a metric for
the redistributed routes. If you do not explicitly configure a metric, the default metric value of 1 is
used.

For example, to redistribute OSPF V3 routes into RIPng, enter the following commands.
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Controlling distribution of routes through RIPng

Brocade(config)# ipv6 router rip
Brocade(config-ripng-router)# redistribute ospf

Syntax: redistribute bgp | connected | isis | ospf | static [metric number]

For the metric, specify a numerical value that is consistent with RIPng.

Controlling distribution of routes through RIPng

Configuring

162

You can create a prefix list and then apply it to RIPng routing updates that are received or sent on a
router interface. Performing this task allows you to control the distribution of routes through RIPng.

For example, to permit the inclusion of routes with the prefix 2001:DB8::/16 in RIPng routing
updates sent from Ethernet interface 1/1/4, enter the following commands.

Brocade(config)# ipv6 prefix-list routesfor2001 permit 2001:db8::/16
Brocade(config)# ipv6 router rip

Brocade(config-ripng-router)# distribute-list prefix-list routesfor2001 out
ethernet 1/1/4

To deny prefix lengths greater than 64 bits in routes that have the prefix 2001:DB8::/64 and allow
all other routes received on tunnel interface 1, enter the following commands.

Brocade(config)# ipv6 prefix-list 3eeOroutes deny 2001:db8::/64 le 128
Brocade(config)# ipv6 prefix-list 3eeOroutes permit ::/0 ge 1 le 128
Brocade(config)# ipv6 router rip

Brocade(config-ripng-router)# distribute-list prefix-list 3eeOroutes in
tunnel 1

Syntax: [no] distribute-list prefix-list name in | out interface port

The name parameter indicates the name of the prefix list generated using the ipv6 prefix-list
command.

The in keyword indicates that the prefix list is applied to incoming routing updates on the specified
interface.

The out keyword indicates that the prefix list is applied to outgoing routing updates on the specified
interface.

For the interface parameter, you can specify the ethernet, loopback, ve, or tunnel keywords. If you
specify an Ethernet interface, also specify the port number associated with the interface. If you
specify a VE or tunnel interface, also specify the VE or tunnel number.

To remove the prefix list, use the no form of this command.

poison reverse parameters

By default, poison reverse is disabled on a RIPng router. If poison reverse is enabled, RIPng
advertises routes it learns from a particular interface over that same interface with a metric of 16,
which means that the route is unreachable.

If poison reverse is enabled on the RIPng router, it takes precedence over split horizon (if it is also
enabled).

To enable poison reverse on the RIPng router, enter the following commands.

Brocade ICX 6650 Layer 3 Routing Configuration Guide
53-1002603-01

Download from Www.Somanuals.com. All Manuals Search And Download.



Clearing RIPng routes from the IPv6 route table

Brocade(config)# ipv6 router rip
Brocade(config-ripng-router)# poison-reverse

Syntax: [no] poison-reverse
To disable poison reverse, use the no form of this command.

By default, if a RIPng interface goes down, the Brocade device does not send a triggered update for
the interface IPv6 networks.

To better handle this situation, you can configure a RIPng router to send a triggered update
containing the local routes of the disabled interface with an unreachable metric of 16 to the other
RIPng routers in the routing domain. You can enable the sending of a triggered update by entering
the following commands.

Brocade(config)# ipv6 router rip
Brocade(config-ripng-router)# poison-local-routes

Syntax: [no] poison-local-routes

To disable the sending of a triggered update, use the no form of this command.

Clearing RIPng routes from the IPv6 route table

To clear all RIPng routes from the RIPng route table and the IPv6 main route table and reset the
routes, enter the following command at the Privileged EXEC level or any of the CONFIG levels of the
CLI.

Brocade# clear ipv6 rip route

Syntax: clear ipv6 rip route
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Displaying the RIPng configuration

To display RIPng configuration information, enter the show ipv6 rip command at any CLI level.

164

Brocade# show ipv6 rip

IPv6 rip enabled, port 521
Administrative distance is 120
Updates every 30 seconds, expire after 180
Holddown lasts 180 seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 0, trigger updates O
Distribute List, Inbound : Not set
Distribute List, Outbound : Not set
Redistribute: CONNECTED

Syntax: show ipv6 rip

Table 33 describes the information displayed by the show ipv6 rip command.

TABLE 33 RIPng configuration fields

Field

Description

IPv6 RIP status/port

The status of RIPng on the Brocade device. Possible status is “enabled” or
“disabled.”

The UDP port number over which RIPng is enabled.

Administrative distance

The setting of the administrative distance for RIPng.

Updates/expiration

The settings of the RIPng update and timeout timers.

Holddown/garbage collection

The settings of the RIPng hold-down and garbage-collection timers.

Split horizon/poison reverse

The status of the RIPng split horizon and poison reverse features. Possible
status is “on” or “off.”

Default routes

The status of RIPng default routes.

Periodic updates/trigger updates

The number of periodic updates and triggered updates sent by the RIPng
router.

Distribution lists

The inbound and outbound distribution lists applied to RIPng.

Redistribution

The types of IPv6 routes redistributed into RIPng. The types can include the

following:

® STATIC - IPv6 static routes are redistributed into RIPng.

® CONNECTED - Directly connected IPv6 networks are redistributed into
RIPng.

® OSPF - OSPF V3 routes are redistributed into RIPng.
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Displaying RIPng routing table

To display the RIPng routing table, enter the show ipv6 rip route command at any CLI level.

Brocade# show ipv6 rip route
IPv6 RIP Routing Table - 4 entries:
2001:db8::/64, from 2001:db8:212:f2ff:fe87:9a40, ve 177 (314)
RIP, metric 2, tag O, timers: aging 11
2001:db8:11::/64, from ::, null ((®))
CONNECTED, metric 1, tag O, timers: none
2001:db8:2001:102:1:1::/796, from ::, ve 102 (€D
LOCAL, metric 1, tag O, timers: none
2001:db8:2061:31:1:1::/96, from 2001:db8:2e0:52ff:fe88:8000, ve 100 (58)
RIP, metric 2, tag O, timers: aging 43

Syntax: show ipv6 rip route [ipv6-prefix/prefix-length |ipv6-address]

The ipv6-prefix/prefix-length parameters restrict the display to the entries for the specified IPv6
prefix. You must specify the ipv6-prefix parameter in hexadecimal using 16-bit values between
colons as documented in RFC 2373. You must specify the prefix-length parameter as a decimal
value. A slash mark (/) must follow the ipv6-prefix parameter and precede the prefix-length
parameter.

The ipv6-address parameter restricts the display to the entries for the specified IPv6 address. You
must specify this parameter in hexadecimal using 16-bit values between colons as documented in
RFC 2373.

Table 34 describes the information displayed by the show ipv6 rip route command.

TABLE34  RIPng routing table fields

Field Description
IPv6 RIPng Routing Table The total number of entries in the RIPng routing table.
entries

ipv6-prefix/prefix-length OR The IPv6 prefix and prefix length.

ipv6-address The IPv6 address.

Next-hop router The next-hop router for this Brocade device. If :: appears, the route is originated
locally.

Interface The interface name. If “null” appears, the interface is originated locally.

Serial number The number identifying the order in which the route was added to the RIPng
route table.

Source of route The source of the route information. The source can be one of the following:

® | OCAL - Routes configured on local interfaces taking part in RIPng.

® RIP - Routes learned by RIPng.
® CONNECTED - IPv6 routes redistributed from directly connected networks.
®  STATIC - IPv6 static routes are redistributed into RIPng.
® OSPF - OSPF V3 routes are redistributed into RIPng.

Metric number The cost of the route. The number parameter indicates the number of hops to
the destination.

Tag number The tag value of the route.

Timers: Indicates if the hold-down timer or the garbage-collection timer is set.
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Chapter

OSPF version 2 (IPv4) 5

Table 35 lists the Open Shortest Path First (OSPF) Version 2 (IPv4) features Brocade ICX 6650
devices support. These features are supported in the full Layer 3 software image only.

TABLE 35 Supported OSPF V2 features

Feature Brocade ICX 6650
OSPF V2 Yes
OSPF point-to-point links Yes
RFC 1583 and RFC 2178 compliant Yes

Support for OSPF RFC 2328 Appendix E Yes

Dynamic OSPF activation and configura- Yes

tion

Dynamic OSPFmemory Yes
OSPF graceful restart Yes
Assigning OSPF V2 areas Yes
Assigning interfaces to an area Yes
Timer for OSPF authentication changes Yes

Block flooding of outbound LSAs on spe-  Yes
cific interfaces

OSPF non-broadcast interface Yes

Virtual links Yes

Changing the reference bandwidth for the Yes
cost on OSPF interfaces

Route redistribution filters Yes

Prevent specific OSPF routes from being Yes
installed in the IP route table

Load sharing Yes
Configuring default route origination Yes
SPF timers Yes
Modifying redistribution metric type Yes
Modifying administrative distance Yes
OSPF group LSA pacing Yes
OSPF traps Yes
Exit overflow interval Yes
Syslog messages Yes
Clearing OSPF information Yes
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OSPF overview

This chapter describes how to configure OSPF Version 2 on Brocade Layer 3 Switches using the CLI.
OSPF Version 2 is supported on devices running IPv4.

NOTE
The terms Layer 3 Switch and router are used interchangeably in this chapter and mean the same
thing.

OSPF overview

Open Shortest Path First (OSPF) is a link-state routing protocol. The protocol uses link-state
advertisements (LSAs) to update neighboring routers regarding its interfaces and information on
those interfaces. The router floods these LSAs to all neighboring routers to update them regarding
the interfaces. Each router maintains an identical database that describes its area topology to
help a router determine the shortest path between it and any neighboring router.

Brocade Layer 3 Switches support the following types of LSAs, which are described in RFC 1583:

® Router link

® Network link

® Summary link

® Autonomous system (AS) summary link
® AS external link

®* Not-So-Stubby Area (NSSA) external link
® (Grace LSAs

OSPF is built upon a hierarchy of network components. The highest level of the hierarchy is the
Autonomous System (AS). An autonomous system is defined as a number of networks, all of which
share the same routing and administration characteristics.

An AS can be divided into multiple areas as shown in Figure 17 on page 169. Each area represents
a collection of contiguous networks and hosts. Areas limit the area to which link-state
advertisements are broadcast, thereby limiting the amount of flooding that occurs within the
network. An area is represented in OSPF by either an IP address or a number.

You can further limit the broadcast area of flooding by defining an area range. The area range
allows you to assign an aggregate value to a range of IP addresses. This aggregate value becomes
the address that is advertised instead all of the individual addresses it represents being
advertised. You can assign up to 32 ranges in an OSPF area.

An OSPF router can be a member of multiple areas. Routers with membership in multiple areas
are known as Area Border Routers (ABRs). Each ABR maintains a separate topological database
for each area the router is in. Each topological database contains all of the LSA databases for each
router within a given area. The routers within the same area have identical topological databases.
The ABR is responsible for forwarding routing information or changes between its border areas.
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OSPF overview

An Autonomous System Boundary Router (ASBR) is a router that is running multiple protocols and
serves as a gateway to routers outside an area and those operating with different protocols. The
ASBR is able to import and translate different protocol routes into OSPF through a process known
as redistribution. For more details on redistribution and configuration examples, refer to “Enabling
route redistribution” on page 200.

FIGURE 17  OSPF operating in a network
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OSPF point-to-point links

One important OSPF process is Adjacency. Adjacency occurs when a relationship is formed
between neighboring routers for the purpose of exchanging routing information. Adjacent OSPF
neighbor routers go beyond the simple Hello packet exchange; they exchange database
information. In order to minimize the amount of information exchanged on a particular segment,
one of the first steps in creating adjacency is to assign a Designated Router (DR) and a Backup
Designated Router (BDR). The Designated Router ensures that there is a central point of contact,
thereby improving convergence time within a multi-access segment.
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In an OSPF point-to-point network, where a direct Layer 3 connection exists between a single pair of
OSPF routers, there is no need for Designated and Backup Designated Routers, as is the case in
OSPF multi-access networks. Without the need for Designated and Backup Designated routers, a
point-to-point network establishes adjacency and converges faster. The neighboring routers
become adjacent whenever they can communicate directly. In contrast, in broadcast and
non-broadcast multi-access (NBMA) networks, the Designated Router and Backup Designated
Router become adjacent to all other routers attached to the network.

To configure an OSPF point-to-point link, refer to “Configuring an OSPF point-to-point link” on
page 211.

Designated routers in multi-access networks

In a network that has multiple routers attached, OSPF elects one router to serve as the designated
router (DR) and another router on the segment to act as the backup designated router (BDR). This
arrangement minimizes the amount of repetitive information that is forwarded on the network by
forwarding all messages to the designated router and backup designated routers responsible for
forwarding the updates throughout the network.

Designated router election in multi-access networks

In a network with no designated router and no backup designated router, the neighboring router
with the highest priority is elected as the DR, and the router with the next largest priority is elected
as the BDR, as shown in Figure 18

FIGURE 18 Designated and backup router election
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If the DR goes off-line, the BDR automatically becomes the DR. The router with the next highest
priority becomes the new BDR. This process is shown in Figure 19.
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NOTE
Priority is a configurable option at the interface level. You can use this parameter to help bias one
router as the DR.

FIGURE19  Backup designated router becomes designated router
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If two neighbors share the same priority, the router with the highest router ID is designated as the
DR. The router with the next highest router ID is designated as the BDR.

NOTE

By default, the Brocade router ID is the IP address configured on the lowest numbered loopback
interface. If the Layer 3 Switch does not have a loopback interface, the default router ID is the lowest
numbered IP address configured on the device. For more information or to change the router ID,
refer to “Changing the router ID” on page 31.

When multiple routers on the same network are declaring themselves as DRs, then both priority
and router ID are used to select the designated router and backup designated routers.

When only one router on the network claims the DR role despite neighboring routers with higher
priorities or router IDs, this router remains the DR. This is also true for BDRs.

The DR and BDR election process is performed when one of the following events occurs:

®* Aninterface is in a waiting state and the wait time expires
®* Aninterface is in a waiting state and a hello packet is received that addresses the BDR
® Achange in the neighbor state occurs, such as:

- A neighbor state transitions from 2 or higher

- Communication to a neighbor is lost

- Aneighbor declares itself to be the DR or BDR for the first time

OSPF RFC 1583 and 2178 compliance

Brocade routers are configured, by default, to be compliant with the RFC 1583 OSPF V2
specification. Brocade routers can also be configured to operate with the latest OSPF standard,
RFC 2178.
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NOTE
For details on how to configure the system to operate with the RFC 2178, refer to “Modifying the

OSPF standard compliance setting” on page 210.

Reduction of equivalent AS External LSAs

An OSPF ASBR uses AS External link advertisements (AS External LSAs) to originate advertisements
of a route to another routing domain, such as a BGP4 or RIP domain. The ASBR advertises the
route to the external domain by flooding AS External LSAs to all the other OSPF routers (except
those inside stub networks) within the local OSPF Autonomous System (AS).

In some cases, multiple ASBRs in an AS can originate equivalent LSAs. The LSAs are equivalent
when they have the same cost, the same next hop, and the same destination. Brocade devices
optimize OSPF by eliminating duplicate AS External LSAs in this case. The Layer 3 Switch with the
lower router ID flushes the duplicate External LSAs from its database and thus does not flood the
duplicate External LSAs into the OSPF AS. AS External LSA reduction therefore reduces the size of
the Layer 3 Switch link state database.

This enhancement implements the portion of RFC 2328 that describes AS External LSA reduction.
This enhancement is enabled by default, requires no configuration, and cannot be disabled.

Figure 20 shows an example of the AS External LSA reduction feature. In this example, Brocade
Layer 3 Switches D and E are OSPF ASBRs, and thus communicate route information between the
OSPF AS, which contains Routers A, B, and C, and another routing domain, which contains Router F.
The other routing domain is running another routing protocol, such as BGP4 or RIP. Routers D, E,
and F, therefore, are each running both OSPF and either BGP4 or RIP.
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FIGURE20  AS External LSA reduction
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Notice that both Router D and Router E have a route to the other routing domain through Router F.
In earlier software releases, if Routers D and E have equal-cost routes to Router F, then both Router
D and Router E flood AS External LSAs to Routers A, B, and C advertising the route to Router F.
Since both routers are flooding equivalent routes, Routers A, B, and C receive multiple routes with
the same cost to the same destination (Router F). For Routers A, B, and C, either route to Router F
(through Router D or through Router E) is equally good.

OSPF eliminates the duplicate AS External LSAs. When two or more Brocade Layer 3 Switches
configured as ASBRs have equal-cost routes to the same next-hop router in an external routing
domain, the ASBR with the highest router ID floods the AS External LSAs for the external domain
into the OSPF AS, while the other ASBRs flush the equivalent AS External LSAs from their
databases. As a result, the overall volume of route advertisement traffic within the AS is reduced
and the Layer 3 Switches that flush the duplicate AS External LSAs have more memory for other
OSPF data. In Figure 20, since Router D has a higher router ID than Router E, Router D floods the
AS External LSAs for Router F to Routers A, B, and C. Router E flushes the equivalent AS External
LSAs from its database.
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Algorithm for AS External LSA reduction

Figure 20 shows an example in which the normal AS External LSA reduction feature is in effect.
The behavior changes under the following conditions:

® There is one ASBR advertising (originating) a route to the external destination, but one of the
following happens:

- Asecond ASBR comes on-line

- Asecond ASBR that is already on-line begins advertising an equivalent route to the same
destination.

In either case above, the router with the higher router ID floods the AS External LSAs and the
other router flushes its equivalent AS External LSAs. For example, if Router D is offline, Router
E is the only source for a route to the external routing domain. When Router D comes on-line, it
takes over flooding of the AS External LSAs to Router F, while Router E flushes its equivalent AS
External LSAs to Router F.

®* One of the ASBRs starts advertising a route that is no longer equivalent to the route the other
ASBR is advertising. In this case, the ASBRs each flood AS External LSAs. Since the LSAs
either no longer have the same cost or no longer have the same next-hop router, the LSAs are
no longer equivalent, and the LSA reduction feature no longer applies.

®* The ASBR with the higher router ID becomes unavailable or is reconfigured so that it is no
longer an ASBR. In this case, the other ASBR floods the AS External LSAs. For example, if
Router D goes off-line, then Router E starts flooding the AS with AS External LSAs for the route
to Router F.

Support for OSPF RFC 2328 Appendix E

Brocade devices provide support for Appendix E in OSPF RFC 2328. Appendix E describes a
method to ensure that an OSPF router (such as aBrocade Layer 3 Switch) generates unique link
state IDs for type-5 (External) link state advertisements (LSAs) in cases where two networks have
the same network address but different network masks.

NOTE
Support for Appendix E of RFC 2328 is enabled automatically and cannot be disabled. No user
configuration is required.

Normally, an OSPF router uses the network address alone for the link state ID of the link state
advertisement (LSA) for the network. For example, if the router needs to generate an LSA for
network 10.1.2.3 255.0.0.0, the router generates ID 10.1.2.3 for the LSA.

However, suppose that an OSPF router needs to generate LSAs for all the following networks:

* 10.0.0.0 255.0.0.0

* 10.0.0.0 255.255.0.0

* 10.0.0.0 255.255.255.0

All three networks have the same network address, 10.0.0.0. Without support for RFC 2328
Appendix E, an OSPF router uses the same link state ID, 10.0.0.0, for the LSAs for all three
networks. For example, if the router generates an LSA with ID 10.0.0.0 for network 10.0.0.0
255.0.0.0, this LSA conflicts with the LSA generated for network 10.0.0.0 255.255.0.0 or 10.0.0.0

255.255.255.0. The result is multiple LSAs that have the same ID but that contain different route
information.
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When Appendix E is supported, the router generates the link state ID for a network as follows.
1. Does an LSA with the network address as its ID already exist?

®* No - Use the network address as the ID.
® Yes - Go to step 2.

2. Compare the networks that have the same network address, to determine which network is
more specific. The more specific network is the one that has more contiguous one bits in its
network mask. For example, network 10.0.0.0 255.255.0.0 is more specific than network
10.0.0.0 255.0.0.0, because the first network has 16 ones bits (255.255.0.0) whereas the
second network has only 8 ones bits (255.0.0.0):

®* For the less specific network, use the networks address as the ID.

® For the more specific network, use the network broadcast address as the ID. The
broadcast address is the network address, with all ones bits in the host portion of the
address. For example, the broadcast address for network 10.0.0.0 255.255.0.0 is
10.0.255.255.

If this comparison results in a change to the ID of an LSA that has already been generated, the
router generates a new LSA to replace the previous one. For example, if the router has already
generated an LSA for network with ID 10.0.0.0 for network 10.0.0.0 255.255.255.0, the router
must generate a new LSA for the network, if the router needs to generate an LSA for network
10.0.0.0 255.255.0.0 or 10.0.0.0 255.0.0.0.

Dynamic OSPF activation and configuration

OSPF is automatically activated when you enable it. The protocol does not require a software
reload.

You can configure and save the following OSPF changes without resetting the system:

® All OSPF interface-related parameters (for example: area, hello timer, router dead time cost,
priority, re-transmission time, transit delay)

® All area parameters

® All area range parameters
® All virtual-link parameters
® All global parameters

® (Creation and deletion of an area, interface or virtual link

In addition, you can make the following changes without a system reset by first disabling and then
re-enabling OSPF operation:

® Changes to address ranges
® Changes to global values for redistribution
® Addition of new virtual links

You also can change the amount of memory allocated to various types of LSA entries. However,
these changes require a system reset or reboot.
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Dynamic OSPF memory

Brocade ICX 6650 devices dynamically allocate memory for Link State Advertisements (LSAs) and
other OSPF data structures. This eliminates overflow conditions and does not require a reload to
change OSPF memory allocation. So long as the Layer 3 Switch has free (unallocated) dynamic
memory, OSPF can use the memory.

To display the current allocations of dynamic memory, use the show memory command.

OSPF graceful restart

176

OSPF graceful restart is a high-availability routing feature that minimizes disruption in traffic
forwarding, diminishes route flapping, and provides continuous service during a system restart,
including restart events that occur during a switchover, failover OS upgrade. During such events,
routes remain available between devices.

When OSPF graceful restart is enabled, a restarting router sends special LSAs, called grace LSAs,
to its neighbors either before a planned OSPF restart or immediately after an unplanned restart.
The grace LSAs specify a grace period for neighbors of the restarting router to continue using the
existing routes to and through the router after a restart. When the restarting router comes back up,
it continues to use its existing OSPF routes as if nothing happened. In the background, the router
relearns its neighbors prior to the restart, recalculates its OSPF routes, and replaces existing routes
with new routes as necessary. Once the grace period has passed, adjacent routers resume normal
operation.

OSPF graceful restart is enabled globally by default. In this configuration, all OSPF neighbors are
subject to the graceful restart capability. Neighbor routers must support the helper mode of OSPF
graceful restart, which is enabled by default on all Fastlron Layer 3 switches.

NOTE

If a Brocade ICX 6650 device is configured for OSPF graceful restart and is intended to be used in
switchover, the OSPF dead-interval should be changed to 60 seconds on OSPF interfaces to ensure
that the graceful restart process succeeds without a timeout. Instructions for changing the OSPF
dead-interval are provided in “Modifying interface defaults” on page 184.

The Brocade implementation of OSPF graceful restart supports RFC 3623: Graceful OSPF Restart.

For details on how to configure OSPF graceful restart, refer to “Configuring OSPF graceful restart”
on page 211.
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Configuring OSPF

Perform the following steps to begin using OSPF on the router.

1. “Enabling OSPF on the router” on page 178

2. “Assigning OSPF areas” on page 179

3. “Assigning an area range (optional)” on page 183

4. “Assigning interfaces to an area” on page 184.

5. “Defining redistribution filters” on page 194

6. “Enabling route redistribution” on page 200.

7. “Modifying the OSPF standard compliance setting” on page 210
NOTE

OSPF is automatically enabled without a system reset.

OSPF configuration rules

Brocade ICX 6650 devices support a maximum of 676 OSPF interfaces.

If a router is to operate as an ASBR, you must enable the ASBR capability at the system level.

Redistribution must be enabled on routers configured to operate as ASBRs.

All router ports must be assigned to one of the defined areas on an OSPF router. When a port
is assigned to an area, all corresponding subnets on that port are automatically included in the

assignment.

OSPF parameters

You can modify or set the following global and interface OSPF parameters.

Global parameters

Modify the OSPF standard compliance setting
Assign OSPF areas

Define an area range

Define the area virtual link

Set global default metric for OSPF

Change the reference bandwidth for the default cost of OSPF interfaces
Disable or re-enable load sharing

Enable or disable default-information-originate
Modify Shortest Path First (SPF) timers

Define external route summarization

Modify the redistribution metric type

Define deny redistribution

Define permit redistribution
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® Enable redistribution

® Change the LSA pacing interval

®* Modify OSPF Traps generated

®* Modify database overflow interval

Interface parameters

® Assign interfaces to an area

® Define the authentication key for the interface
® Change the authentication-change interval

®*  Modify the cost for a link

®* Modify the dead interval

®* Modify MD5 authentication key parameters

®* Modify the priority of the interface

®* Modify the retransmit interval for the interface
®* Modify the transit delay of the interface

NOTE

When using the CLI, you set global level parameters at the OSPF CONFIG level of the CLI. To reach
that level, enter router ospf... at the global CONFIG level. Interface parameters for OSPF are set at
the interface CONFIG level using the CLI command, ip ospf...

Enabling OSPF on the router

When you enable OSPF on the router, the protocol is automatically activated. To enable OSPF on
the router, enter the following CLI command.

Brocade(config)#router ospf
This command launches you into the OSPF router level where you can assign areas and modify
OSPF global parameters.

Syntax: router ospf

Note regarding disabling OSPF

If you disable OSPF, the Layer 3 Switch removes all the configuration information for the disabled
protocol from the running-config. Moreover, when you save the configuration to the startup-config
file after disabling one of these protocols, all the configuration information for the disabled protocol
is removed from the startup-config file.

NOTE
If you do not want to delete the OSPF configuration information, use the CLI command clear ip ospf

all instead of no router ospf. Refer to “Resetting OSPF” on page 179.

When you enter the no router ospf command, the CLI displays a warning message such as the
following.
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Brocade(config-ospf-router)#no router ospf
router ospf mode now disabled. All ospf config data will be lost when writing to
flash!

If you have disabled the protocol but have not yet saved the configuration to the startup-config file
and reloaded the software, you can restore the configuration information by re-entering the
command to enable the protocol (for example, router ospf). If you have already saved the
configuration to the startup-config file and reloaded the software, the information is gone.

If you are testing an OSPF configuration and are likely to disable and re-enable the protocol, you
might want to make a backup copy of the startup-config file containing the protocol configuration
information. This way, if you remove the configuration information by saving the configuration after
disabling the protocol, you can restore the configuration by copying the backup copy of the
startup-config file onto the flash memory.

Resetting OSPF

The clear ip ospf all command globally resets (disables then re-enables) OSPF without deleting the
OSPF configuration information. This command is equivalent to entering the commands no router
ospf followed by router ospf. Whereas the no router ospf command disables OSPF and removes all
the configuration information for the disabled protocol from the running-config, the router ospf
command re-enables OSPF and restores the OSPF configuration information.

The clear ip ospf all command is useful If you are testing an OSPF configuration and are likely to
disable and re-enable the protocol. This way, you do not have to save the configuration after
disabling the protocol, and you do not have to restore the configuration by copying the backup copy
of the startup-config file onto the flash memory.

To reset OSPF without deleting the OSPF configuration, enter the following command at the Global
CONFIG level or at the Router OSPF level of the CLI.

Brocade#clear ip ospf all

Syntax: clear ip ospf all

Assigning OSPF areas

Once OSPF is enabled on the system, you can assign areas. Assign an IP address or number as the
area ID for each area. The area ID is representative of all IP addresses (subnets) on a router port.
Each port on a router can support one area.

An area can be normal, a stub, or a Not-So-Stubby Area (NSSA):

®* Normal - OSPF routers within a normal area can send and receive External Link State
Advertisements (LSAs).

® Stub - OSPF routers within a stub area cannot send or receive External LSAs. In addition,
OSPF routers in a stub area must use a default route to the area Area Border Router (ABR) or
Autonomous System Boundary Router (ASBR) to send traffic out of the area.
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® NSSA - The ASBR of an NSSA can import external route information into the area:

- ASBRs redistribute (import) external routes into the NSSA as type 7 LSAs. Type-7 External
LSAs are a special type of LSA generated only by ASBRs within an NSSA, and are flooded
to all the routers within only that NSSA.

- ABRs translate type 7 LSAs into type 5 External LSAs, which can then be flooded
throughout the AS. You can configure address ranges on the ABR of an NSSA so that the
ABR converts multiple type-7 External LSAs received from the NSSA into a single type-5
External LSA.

When an NSSA contains more than one ABR, OSPF elects one of the ABRs to perform the
LSA translation for NSSA. OSPF elects the ABR with the highest router ID. If the elected
ABR becomes unavailable, OSPF automatically elects the ABR with the next highest router
ID to take over translation of LSAs for the NSSA. The election process for NSSA ABRs is
automatic.

Example
To set up the OSPF areas shown in Figure 17 on page 169, enter the following commands.

Brocade(config-ospf-router)#area 192.168.1.0
Brocade(config-ospf-router)#area 10.5.0.0
Brocade(config-ospf-router)#area 192.168.0.0
Brocade(config-ospf-router)#area 0.0.0.0
Brocade(config-ospf-router)#write memory

Syntax: area num | ip-addr

The num | ip-addr parameter specifies the area number, which can be a number or in IP address
format. If you specify a number, the number can be from O through 18.

NOTE
You can assign one area on a router interface. For example, if the system or chassis module has 16
ports, 16 areas are supported on the chassis or module.

Assigning a totally stubby area

By default, the Layer 3 Switch sends summary LSAs (LSA type 3) into stub areas. You can further
reduce the number of link state advertisements (LSAs) sent into a stub area by configuring the
Layer 3 Switch to stop sending summary LSAs (type 3 LSAs) into the area. You can disable the
summary LSAs when you are configuring the stub area or later after you have configured the area.

This feature disables origination of summary LSAs, but the Layer 3 Switch still accepts summary
LSAs from OSPF neighbors and floods them to other neighbors. The Layer 3 Switch can form
adjacencies with other routers regardless of whether summarization is enabled or disabled for
areas on each router.

When you enter a command to disable the summary LSAs, the change takes effect immediately. If
you apply the option to a previously configured area, the Layer 3 Switch flushes all of the summary
LSAs it has generated (as an ABR) from the area.
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NOTE

This feature applies only when the Layer 3 Switch is configured as an Area Border Router (ABR) for
the area. To completely prevent summary LSAs from being sent to the area, disable the summary
LSAs on each OSPF router that is an ABR for the area.

This feature does not apply to Not-So-Stubby Areas (NSSAs).

To disable summary LSAs for a stub area, enter commands such as the following.
Brocade(config-ospf-router)#area 40 stub 99 no-summary
Syntax: area num | ip-addr stub cost [no-summary]

The num | ip-addr parameter specifies the area number, which can be a number or in IP address
format. If you specify a number, the number can be from O through 18.

The stub cost parameter specifies an additional cost for using a route to or from this area and can
be from 1 through 16777215. There is no default. Normal areas do not use the cost parameter.

The no-summary parameter applies only to stub areas and disables summary LSAs from being sent
into the area.

NOTE
You can assign one area on a router interface. For example, if the system or chassis module has 16
ports, 16 areas are supported on the chassis or module.

Assigning a Not-So-Stubby Area

The OSPF Not-So-Stubby Area (NSSA) feature enables you to configure OSPF areas that provide the
benefits of stub areas, but that also are capable of importing external route information. OSPF
does not flood external routes from other areas into an NSSA, but does translate and flood route
information from the NSSA into other areas such as the backbone.

NSSAs are especially useful when you want to summarize Type-5 External LSAs (external routes)
before forwarding them into an OSPF area. The OSPF specification (RFC 2328) prohibits
summarization of Type-5 LSAs and requires OSPF to flood Type-5 LSAs throughout a routing
domain. When you configure an NSSA, you can specify an address range for aggregating the
external routes that the NSSA's ABR exports into other areas.

The Brocade implementation of NSSA is based on RFC 1587.

Figure 21 shows an example of an OSPF network containing an NSSA.
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FIGURE21  OSPF network containing an NSSA
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This example shows two routing domains, a RIP domain and an OSPF domain. The ASBR inside the
NSSA imports external routes from RIP into the NSSA as Type-7 LSAs, which the ASBR floods
throughout the NSSA.

The ABR translates the Type-7 LSAs into Type-5 LSAs. If an area range is configured for the NSSA,
the ABR also summarizes the LSAs into an aggregate LSA before flooding the Type-5 LSAs into the
backbone.

Since the NSSA is partially “stubby” the ABR does not flood external LSAs from the backbone into
the NSSA. To provide access to the rest of the Autonomous System (AS), the ABR generates a
default Type-7 LSA into the NSSA.

Configuring an NSSA
To configure OSPF area 10.1.1.1 as an NSSA, enter the following commands.

Brocade(config)#router ospf
Brocade(config-ospf-router)#area 10.1.1.1 nssa 1
Brocade(config-ospf-router)#write memory

Syntax: area num | ip-addr nssa cost | default-information-originate

The num | ip-addr parameter specifies the area number, which can be a number or in IP address
format. If you specify a number, the number can be from O through 18.

The nssa cost | default-information-originate parameter specifies that this is a Not-So-Stubby Area
(NSSA). The cost specifies an additional cost for using a route to or from this NSSA and can be
from 1 through 16777215. There is no default. Normal areas do not use the cost parameter.
Alternatively, the default-information-originate parameter causes the Layer 3 Switch to inject the
default route into the NSSA.
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NOTE
The Layer 3 Switch does not inject the default route into an NSSA by default.

NOTE
You can assign one area on a router interface. For example, if the system or chassis module has 16
ports, 16 areas are supported on the chassis or module.

To configure additional parameters for OSPF interfaces in the NSSA, use the ip ospf area...
command at the interface level of the CLI.

Configuring a summary address for the NSSA

If you want the ABR that connects the NSSA to other areas to summarize the routes in the NSSA
before translating them into Type-5 LSAs and flooding them into the other areas, configure a
summary address. The ABR creates an aggregate value based on the summary address. The
aggregate value becomes the address that the ABR advertises instead of advertising the individual
addresses represented by the aggregate.

To configure a summary address in NSSA 10.1.1.1, enter the following commands. This example
assumes that you have already configured NSSA 10.1.1.1.

Brocade(config)#router ospf
Brocade(config-ospf-router)#summary-address 192.168.22.1 255.255.0.0
Brocade(config-ospf-router)#write memory

Syntax: [no] summary-address ip-addr ip-mask

The ip-addr parameter specifies the IP address portion of the range. The software compares the
address with the significant bits in the mask. All network addresses that match this comparison
are summarized in a single route advertised by the router.

The ip-mask parameter specifies the portions of the IP address that a route must contain to be
summarized in the summary route. In the example above, all networks that begin with 192.168
are summarized into a single route.

Assigning an area range (optional)

You can assign a range for an area, but it is not required. Ranges allow a specific IP address and
mask to represent a range of IP addresses within an area, so that only that reference range
address is advertised to the network, instead of all the addresses within that range. Each area can
have up to 32 range addresses.

Example

To define an area range for subnets on 192.168.5.1 and 192.168.6.2, enter the following
commands.

Brocade(config)#router ospf
Brocade(config-ospf-router)#area 192.168.5.1 range 192.168.0.0 255.255.0.0
Brocade(config-ospf-router)#area 192.168.6.2 range 192.168.0.0 255.255.0.0

Syntax: area num | ip-addr range ip-addr ip-mask
The num | ip-addr parameter specifies the area number, which can be in IP address format.

The range ip-addr parameter specifies the IP address portion of the range. The software compares
the address with the significant bits in the mask. All network addresses that match this
comparison are summarized in a single route advertised by the router.
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The ip-mask parameter specifies the portions of the IP address that a route must contain to be
summarized in the summary route. In the example above, all networks that begin with 193.45 are
summarized into a single route.

Assigning interfaces to an area

Once you define OSPF areas, you c