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Freecom Storage Gateway (FSG)

Congratulations

2

Congratulations on your purchase of the Freecom™ Storage Gateway (FSG). The FSG
provides central network storage or Network Attached Storage (NAS) and a secure
connection for multiple personal computers (PCs) to the Internet through an external modem.

If you are unfamiliar with networking and routing basics, refer to Appendix B, "Networks
and Routing Basics", to become more familiar with the terminology and procedures
used in this manual.

Freecom Technologies « Germany
www.freecom.com

To prevent data loss, make a backup copy of your data each time before
reconfiguring the hard drive.

4 N\
Warning !
All rights reserved. The products named in this manual are only used for identification
purposes and may be trademarks or registered trademarks of the respective companies.
This device was designed for home or office use.
Warning! This device is equipment complying with EN55022 class B.
Freecom Technologies is not liable for any damages that may occur from the use of a
Freecom system. All rights reserved. We reserve the right to upgrade our products in
keeping with technological advances.

. J

© 2006 Freecom Technologies
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Freecom Storage Gateway (FSG)

General Information

Package contents

Please check the contents of the box to ensure it includes following items:

+  Freecom FSG drive

«  Power pack

+  Network cable (UTP)

+ Base

- Wall mounting

«  CD-ROM with instruction manual and application software
+ Quickinstallation guide

« Safety guide

Technical Support

For any technical questions, please visit our web site at www.freecom.com or at the site
created specifically of this product, www.openfsg.com. These websites offer a range of
information, answers to frequently asked questions, firmware and product guides
(available for download). You can also use our forum to exchange experience with other
users or discuss any problems or difficulties you may be having. Or else contact Freecom
Support for more in-depth assistance.

Freecom on the net

The FSG and other Freecom products including documentation, drivers, and other
information can be found on a World Wide Web home page that you can access at the
universal resource locator (URL) http://www.freecom.com. A connection to the Internet
and a Web browser such as Internet Explorer or Firefox are required.
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General Information

Related Publications

Thereisalot ofinformation available on the internet that can help you achieve what you
want. In this document, you may be directed to various RFC documents for further
information. An RFCisaRequest For Comment (RFC) published by the Internet Engineer-
ing Task Force (IETF), an open organization that defines the architecture and operation
of the Internet. The RFC documents outline and define the standard protocols and
procedures for the Internet. The documents are listed on the World Wide Web at
www.ietf.org and are mirrored and indexed at many other sites worldwide.

For more information about address assignment, refer to the IETF documents RFC 1597,
Address Allocation for Private Internets, and RFC 1466, Guidelines for Management of IP
Address Space.

For more information about IP address translation, refer to RFC 1631, The IP Network
Address Translator (NAT).

Statement of Conditions

In the interest of improving internal design, operational function, and/or reliability,
Freecom reserves the rightto make changesto the products described in thisdocument
without notice. Freecom does not assume any liability that may occur due to the use or
application of the product(s) or circuit layout(s) described herein.

Trademarks

Freecom is a trademark of Freecom Technologies.
Microsoft, Windows, and Windows NT are registered trademarks of Microsoft Corporation.

Other brand and product names are registered trademarks or trademarks of their
respective holders.
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Freecom Storage Gateway (FSG)

System Requirements

The following hardware and software requirements must be fulfilled to ensure trouble-
free operation.

Hardware Requirements
In order to use the Freecom FSG, following components are needed:

+ Intel Pentium Il 233MHz or higher

+  64MB RAM or higher

« CD-ROM drive for installing drivers and/or software
+ LAN

- Internet connection for online warranty registration and driver/software updates
and downloads

Software Requirements

+ Windows 98 SE
+  Windows Me
+  Windows 2000
+  Windows XP
+  Windows NT

« MacOS 8.6 or 9.x
+  MacOS X

« Linux Kernel 2.2 or higher
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Safety precautions

Precautionary measures

To ensure that your Freecom FSG functions properly, please take note of the following
precautions. If these are not followed, you may void your warranty and damage the FSG.

« Do not drop the Freecom FSG or expose it to other kinds of sudden mechanical
shocks as this may result in data loss and damage to the hard drive.

+  DonotusetheFreecom FSGwhentheambienttemperatureis below 10°Corabove 45°C.

- If the Freecom FSG is moved from a cool environment to a warmer environment,
please allow the drive to acclimatize to the ambient temperature before operating
the device. Failing to do so may lead to condensation within the drive enclosure,
which in turn may cause the drive to malfunction.

« Do notplace liquids or drinks on the FSG. When liquids are spilled and get in contact
with the electronics within the drive enclosure, it will damage the drive and will
cause the drive to malfunction.

+ Do not use the FSGin a dusty environment. Dust inside the enclosure may damage
the internal electronics and result in drive malfunction.

+  Only use the power adapter that was supplied with the FSG.
«  Opening the FSG will void the warranty.
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Freecom Storage Gateway (FSG)

Advantages of the Freecom Storage Gateway FSG

The Freecom Storage Gateway is the perfect solution for home and small business use.
Thanks to its fast and easy installation, you are up and running the FSGin no time at all.

With its integrated router function, secure Internet access is child's play. Simply plug in
a DSL modem on the FSG's WAN port and every computer in the network has access to
the Internet immediately. Plus its integrated firewall protects every PC against hackers.

FSG is a combination hard drive, server (3 x LAN, T x WLAN) and USB server (4 x USB 2.0
High Speed). This reduces the number of devices you need. Most of the FSG functions
can be used with little previous knowledge.

File server
Save your data centrally on FSG and make it accessible to all PCs in the network.

Web server
Save your websites on the FSG and put them directly online.

FTP server
The built-in FTP server allows you to access data from any PC over the Internet.

LAN router

Network several PCs over the three available LAN ports and access the Internet from any
computer.

USB server

Increase your storage space by attaching additional devices (e.g., external hard-drives)
and let other network devices use this disk space.

USB printer server
Connect a USB printer and use it as your network printer.

Media server

Play multimedia files (films, music, images) on any attached client (for example, the
network media player).
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Advantages of the Freecom Storage Gateway FSG

Firewall
The integrated firewall protects your data from hackers.

eSATA interface

Connect an external SATA drive such as a hard drive and increase your storage capacity
in the process.

Mail server

Use the mail server to set up an individual e-mail account for each user. Users can get
their e-mails from an e-mail client through the FSG.

PHP & MySQL
Create forums, guestbooks et al. with PHP and MySQL, and add them to your homepage.

Open Source Firmware

You are familiar with Linux and want to add more features to your FSG? No problem.
Firmware is available free of charge and open to modification (The user assumes all risks
relating to any modification he/she may perform.).
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Freecom Storage Gateway (FSG)

The Freecom Storage Gateway with 1001 possibilities

Router

10
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Software features

Software features

Network transport protocols

TCP/IP

Network file protocols

Microsoft Network CIFS

Client support

Microsoft Windows 98/Me/NT 4.0/2000/XP/2003 Server
Apple Macintosh OS 8.x/9.x/10.x

Network settings

DHCP

Manual configuration

System management

Web-based configuration

Configuration wizard

Internet services

HTTP (with PHP)
FTP

SQL

SSH

Mail

UpnP

Dynamic DNS
NTP

Security
Supports user, group and file shares

System configuration

Number of users: unlimited
Number of groups: unlimited

11
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Freecom Storage Gateway (FSG)

Router

PPPoE
DHCP client
Fixed IP
Firewall

Port forwarding
Hardware features

Processor

Intel XScale IXP422
64 MB RAM
4 MB Flash

Network connection

3x LAN, 1x WAN RJ-45 100 Mbps

usB

4x USB 2.0 480 Mbps for up to four printers or four mass storage devices
S-ATA

1 x eSATA HDD interface

Fan

Temperature-controlled fan

80/160/250/400/500 GB (depended on model)
HDD sleep mode for lower power consumption and reduced noise

12
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Connecting / Installing FSG

Electrical requirements

Voltage: 100 - 240 V DC
Frequency: 50 - 60 Hz, single-phase

Environmental requirements

Operating temperature: 10 - 45°C (50 - 122° F)

Storage temperature: -10 - 70° C (-40 - 185° F)

Humidity: 20 - 80 % relative humidity, no condensation
Maximum operating altitude (above sea level): 3000 m (9900 ft)

Dimensions and weight

Dimensions: LxW xH:17.5x14x4.4cm /6.9 x 5.5 x 1.7 inch
Weight: 950 g

Chapter 1: Connecting /Installing FSG

1.1 Hardware Installation

Setup of the FSG is performed using the following steps:

1. Plug the FSG's power cord into a power outlet.

2. Switch on DHCP on the PC, a DHCP server is automatically on on the FSG

3. Connect the included Ethernet Cable into the Ethernet port on the rear of FSG into
one of the LAN ports (1,2 or 3). Connect the other end of the cable directly to the PC.

4. Check the LINK/ACT light on the UTP port you have connected on the FSG-3. If it is
lit, then your FSG is connected properly.

13
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Freecom Storage Gateway (FSG)

1.2 Software

The Freecom Storage Gateway wizard quickly detects and performs the basic set-up of
your FSG. When you start it, it displays all FSGs available in your network and helps you
configure the FSG as a printer server or create network folders.

1. Install the Freecom Storage Gateway Wizard (FSGW) from the enclosed Manual &
Application CD.

User Manual

Software Installation

Support / Updates STORAGE GATEWAY

NETWORK HARD DAIVE / 35"/ STORAGE SERVER
BACKUP SEFVER | EMAL SERVER | ROUTER | AND MORE

Freecom Products STORAGE GATEWAY WLAN

NETWORK HARD DRIVE 35"/
BACKUP SEAVER | EVAL SERVER  ROUTER, AND MORE
Quit

» Secure Your Warranty | Online Warranty Registration

Start the Freecom Storage Gateway Wizard.

Check the FSGW whether your FSG was detected. This may take some time. If your
FSGis not immediately detected, click "Search again for available Freecom Storage
Gateway devices" to repeat the search.

“rou can da following tasks:

* Configure basic settings of your Fieecom Storage Gateway

* ‘wieh intertace of your Freecom Storage Gateway

* Add & Hemove mapped shares
* Add a new printer
* Start recovery procedure

* Search again for available Freecom Starage Gateway devices

www.freecom.com E

4. For a detailed functional description on the Freecom Storage Gateway Wizard,
please refer to chapter 11.

14
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Get to Know Your FSG

Chapter 2: Get to Know Your FSG

This chapter describes the lights and mechanical layout of the FSG.

2.1 FSG connectors, LEDs and buttons

The FSG Front panel

The front panel consists of:
Power on

Power on LED

LED ring

USB host port type A (front 1)
USB LED

USB host port type A (front 2)
USB unplug button

SATA LED

WAN LED

0. WLAN LED

= 0 ® N ok W=

1./2.

15
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Freecom Storage Gateway (FSG)

The FSG Back panel

The back panel consists of:
WLAN antenna connector

Faninlet
12V DC power jack
eSATA connector

WAN port

LAN ports 1,2 and 3

USB host port type A (back 1)

USB host port type A (back 2)
0. Kensington lock

1.
2.
3.
4.
5. Hardware reset button
6.
7.
8.
9.
1

16
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Front

Get to Know

Solid blue System boots Normal mode S-ATA device WAN WLAN is WLAN is
OK connected connected enabled enabled
Flash regularly | System boots HDD activity - - - -
or intermittently
OFF

System ready No power No device No WLAN is WLAN is

or in Standby supply connected / Error | connection / disabled disabled

mode Error
Back

Solid blue

Connection is active

High-speed Ethernet
(100 Mbit/s)

Connection is active

High-speed Ethernet
(100 Mbit/s)

Flashes
intermittently

Possible network
collisions

Sending or receiving
data

Possible network
collisions

Sending or receiving
data

OFF

No connection / Error

10 Mbit/s Ethernet

No connection / Error

10 Mbit/s Ethernet
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Freecom Storage Gateway (FSG)

Quick Setup

2.2 FSG configuration wizard

The configuration wizard isintegrated into the web interface and helps you to configure
the basic settings on your FSG. This in turn ensures you can work with the FSG in the
shortest time possible.

2.2.1 Starting the FSG configuration

To use the wizard, please go to the configuration page of your FSG by starting any web
browser (Internet Explorer, Opera, Firefox etc.) and entering the hostname 'FSG' * or the
IP address '192.168.1.1'* in the address bar. Click 'Enter Configuration' and log on under
the username 'admin’ and the password 'admin'*.

'STORAGE GATEWAY
&

e =T e e B conrnor

Welcome to the Freecom STORAGE GATEWAY

Welcome to your Freecom Storage Gateway configuration!

You can use the step by step configuration wizard to hel
you configure the most important options or you can use the
menu ta go to specific sections yau want to configure.

* These are the factory defaults. If you have already changed these settings, enter the new
username and password.

18
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Quick Set-up

2.2.2 Starting the wizard

Click 'Wizard' in the top menu bar.

ry
& PREVIOUS

Our Assistant will lead you step by step through the basic
configuration of the FSG 3.

If you want to do the configuration without our assistent please
use the navigation-bar on the left. Otherwise choose the next
button to start the configuration.

“ou can also reach each part of the wizard seperately by using
the menu items on the bottorn of the wizard,

| | Pacsword | Date & Time | waN | Services | Users_Groups Folders | 4

2.2.3 Changing the administrator password

Start the wizard and then click 'Next'. You now have the option of changing the
administrator password.

4 T—

e recomment you change your administrator password so
unwanted users cannot have access to your FEG

To change your admin password, enter the old and new
password and then press next.

Old password: I
Mew password: |
Retype new I
password:

| Password | Date & Time | WAN | Services | Users_Groups Folders | J

First enter the old password (factory default setting: 'admin') and then type in the new
password twice. Now click 'Next'.

Note: We recommend changing the password because every FSG comes
with the administrator password 'admin’, in other words any person who
knows your IP address could potentially access your FSG.

19
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Freecom Storage Gateway (FSG)
2.2.4 Changing date and time

i T —_—

To set the date and time, enter the date and time here and
then press next.

Current date: |15 IDecember =l |2005

Current time: 09:36

p | Pacsuzord [ Date & Time | waN | services | Users_Groups Folders| 4

You can change the date and time on the FSGin this window by simply entering the new
values and clicking 'Next'.

2.2.5 WAN settings

i T —_—

WAN settings

Do you want ta attach your FSG to an existing router?

If you have an existing router and you wish to attach your FSG
via its WAMN paort to the existing router, select YES here.

Mo © ves &

p | Passuzord [ Date & Time | WaN | Services | Users_Groups Folders| 4

If you are planning to connect the FSG to a router, hit 'Yes' and then 'Next'. If not, press
'No' and then 'Next'.

20
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Quick Set-up

i V—

Do you want to give the F5G a fixed IP address?
(recommended due to ease of configuration)

Then press YES.

If you wish the FSG to have a fixed IP address, vou will need to
setup your exiting router as well to release that particular IP
address and set it to your FSG, Please look atthe manual of vour
router for more information. Saying no here will set the WaN port
to automatically connect with a router to get all the information it
needs wia a DHCP client. If you are unsure, say MO,

Mo @ ves O

k| Password | Date & Time | WaN Users Groups Folders | 4

Do you want your FSG to have a fixed IP address (WAN port)? If yes, select 'Yes' and press
‘Next'. If this is not the case, press 'No' and then 'Next'.

Fixed IP address
1P address: [19z.168.2.2
Subnet mask: |2s55.255.255.0

Default gateway: [192,168.2.1

DMS servers: [19z.165.2.1
(rou can insert seweral DMS servers seperated by a space.)

h | Password | Date & Time | WAN | Services | Users_Groups_Folders | 4

You can enter the IP address, subnet mask, Gateway and (multiple) DNS servers to be
used by the FSG WAN port in this form.

IP address: Enter an IP address that falls within your router's address
range.

This IP address provide you with access to the FSG from
within your local network.

Subnet mask: Enter the subnet mask of your router (example:
255.255.255.0).

Standard Gateway: IP address of your router, e.g., 192.168.2.1.

DNS servers: Enter the IP address of your router here.

21
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Freecom Storage Gateway (FSG)

Without router (when selecting 'No')

i T ——

Do you wish to connect your FSG to the internet?

If you wish the FSG to be attached to the rodem that comes with
your Internet package, say yes here. You will be asked to fill in
the data your Internet service provider has given you, such as a
username and a password,

If you do not want to connect to the Internet, ar your ISP has
given you no information, ar you are unsure, say no. The WARKN
port will be set to DHCP client and your FEG will try to
autarnatically connect to whatever device it is connected ta,

Mo O ves @

k| Password | Date & Time | wian Usars Groups Folders | 4

If you intend to use your FSG as a router and to access the Internet, click 'Yes' and then
'Next'. If not, press 'No' then 'next'.

DSL

§ T——

DSL Client: Fill in the data your Internet service provider has
given you.

Login: |

Fassword: |

Retype I
password:

I~ dial on demand

Idle time: |L1500 SeC
b | Password | Date & Time | WAN | Services | Users_Groups Folders | _J
You can enter the DSL login data from your provider here and enable 'Dial on demand'

if you are using a DSL package with restricted minutes. In this case, the Internet
connection is only established when a query is sent to the Internet.

Services

FSG has several useful services which you can configure in the coming sections.

22
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Quick Set-up

2.2.6 Services

FSG has several useful services which you can configure in the coming sections.

Windows File Sharing (SMB)

SMB is used by Windows to transfer files and for printing services.

i TR ——

Switch on SMB to the outside?

If you wish to have windows file sharing (SMB) access thraugh
the WAN port, switch SMB on to the outside. This will allow vou to
reach your shares using your existing router and existing LAN.
Be carefull You need to setup your existing router to allow SMB
only on the local network! Otherwise anyone from the Internet
will be able to reach your files.

SMB outside [

h | Passviord | Date & Time | WaN [ Services | Users_Groups_Folders |_J

It allows you to enable Windows File Sharing service for the WAN port (for example, to

access this via a router).

HTTP server

AnHTTP serverisa server service that provides information in accordance with the HTTP

protocol. The data is accessed using HTTP URLs.

i T —_—

Switch on HTTP access to the outside?

If you wish to have access to yvour files via your Internet browser
from anywhere in the world over the Internet, switch on HTML
access to the outside. Be careful, when you can reach your files,
others can too. Make sure you only use users with a password
and delete the quest account. The configuration site cannat be
reached through the WAN port, unless you make additional
adjustments in the configuration later on. For more information,
look at the CIFS/SMBE section of your services menu,

HTTF outside [

p | Pas=vord | Date & Time | waN | Services | Users_Groups Folders | 4

You are given the option here of specifying whether or not the HTTP server can be

accessed from outside the network (Internet).

Download from Www.Somanuals.com. All Manuals Search And Download.
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Freecom Storage Gateway (FSG)

FTP server

You can enable the FTP server and specify whether it can be accessed only internally
(within your network) or also from the outside.

§ T—_—

Switch on FTP (inside foutside)?

If you wish ta have access ta your files wia FTP from anywhere in
the world over the Internet, switch on FTP access to the outside.
If you dao not need to reach your files wia FTP fram everywhere,
but only from your home, switch on FTP from the inside. If you
do not need FTR, or do not know what it is, switch it off. Be
careful! When you can reach your files, athers can too. Make
sure you only use users with a password and delete the guest
account if you switch this on to the outside.

FTP off & FTP on (inside) FTP on {in- & outside)

L | Password | Date & Time [ wan Users Groups Folders | 4

SSH server

Switch on S5H (inside foutside)?

S%H is a secure telnet client to access your FSG. If you do not
know what that means, you do not need it. If you wish ta have
access to your FSG via SSH from anywhere in the world, switch
on S5H access to the outside, If you do not need to reach your
FSG wia S5H from everywhere, but only from your home, switch
on S=H from the inside. If you do not need S2H, or do not know
what it is, switch it off, Be careful! When you can reach your FSG,
athers can too. Make sure you anly use users with a password
and delete the guest account if you switch this on to the outside.

SSH off * SSH on (inside) SSH on (in- & outside)

b | Password | Date & Time | wWian Usars Groups Folders | J

Onthis screenyou can enable the SSH server and specify whetherit can be accessed only
internally (within your network) or also from outside the network.
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Quick Set-up

2.2.7 Users

i T —_—

Create multple Users

When you create a user, the user will get read and write access
to the user folder. The user folder is a folder automatically
created with the same name as the user. After entering a user
press MEXT. You can enter as ruch users as you like, If vou do
not want to create another user, leave the user name field empty
and press NEXT.

User name:
Passwaord:
Retype password:

b | Passvword [ Date & Time [ WaN | Services | Users_Groups Folders | _J
You can enter several users with or without a password in this screen. The added users

are able to access the FSG via SMB, HTTP or FTP if these services are enabled. If you plan
on leaving this area blank, skip to 9.1.9.

2.2.8 Folders

Users, groups and folders

Every user has his own home folder. If you want to create an
additional folder where all of the newly created users have
access, then enter the name below, Otherwise leave the formular
ermpty, Press NERT.

Type the folder name: I

h | Paccviord [Date & Time [ WAN [ Services | sers Groups Folders | _J

This screen allows you to create a folder on the FSG. All users added previously have
access to this folder.

By creating this folder, you only have to copy files that you want to make available to all
users one time to this location. You would otherwise be required to copy these files and
paste them in each of individual user folders.

25
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Freecom Storage Gateway (FSG)

2.2.9 Finish

Cil Assistant PREVIOUS

Congratulations!
Your FSG is now sucessfully configured.

Please press "Finish" to comnplets the assistent and

apply all canfigurations

Users Groups Folders

Click 'Finish' to save your settings.

2.3 Internet access

Ifyou have not already set up your Internet connection in the FSG configuration described
above, you may do so atany other time in the future. This is done by clicking 'Connections”
- 'WAN'in the FSG menu. Enable 'Run DSL Client' and then enter the login data.

'STORAGE GATEWAY |

i o e e

) runoHCP dlrt osnamer S8
& e

Retype password:
[ Dialon demand:  yjp time 1600 sec.
() Use fixed IP address

17 address: [iszaesaz |
Gy fesassasso |
Defut gotomays  [1526824 |
oS sorvers: T ——

(Several DNS servers can be entered separated by a space.)

26

Download from Www.Somanuals.com. All Manuals Search And Download.



Accessing data via SMB

2.4 Accessing data via SMB

Windows

Open Windows Explorer and enter either

\\fsg* or
\\192.168.1.1 in the address bar.

If you have changed the host name or the IP address, please use the new settings.

Enter your username and password for accessing the FSG. If you are logging on as the
administrator, you will have access to all folders on the FSG.

Linux

Open the file browser (Konqueror, for instance) and enter
smb://fsg* or

smb://192.168.1.1*

Enter your username and password for accessing the FSG. If you are logging on as the
administrator, you will have access to all folders on the FSG.

Mac OS

Mac OS X Vers.10.3 and higher
Select 'Go To' -> 'Connect with Server...from the menu bar. The FSG address is:

smb://192.168.1.1% or else
smb://FSG_NAME (factory default is smb://FSG).

* Factory defaults. If you have changed the host name or the IP address, please use the new
settings.

27
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Freecom Storage Gateway (FSG)

2.5 Accessing data via SMB

Windows

Open Windows Explorer and enter either

\\fsg* or
\\192.168.1.1

in the address bar.
If you have changed the host name or the IP address, please use the new settings.

Enter your username and password for accessing the FSG. If you are logging on as the
administrator, you will have access to all folders on the FSG.

Linux

Open the file browser (Konqueror, for instance) and enter
smb://fsg* or

smb://192.168.1.1*

Enter your username and password for accessing the FSG. If you are logging on as the
administrator, you will have access to all folders on the FSG.

Mac OS

Mac OS X Vers.10.3 and higher
Select 'Go To' -> 'Connect with Server...' from the menu bar. The FSG address is:

smb://192.168.1.1% or else
smb://FSG_NAME (factory default: smb://FSG).

* Factory defaults. If you have changed the host name or the IP address, please use the new
settings.

28
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een Mit Server verbinden

Server-Adresse:

'smb://192.168.1.1 (+]) (O

Bevorzugte Server:

(" Entfernen 3 ( Durchsuchen ) ﬁ
A

Click 'Connect'. You now need to select a shared folder on the next screen. Press OK to
continue.

—— Wihlen Sie das gemeinsam genutzte SMB/CIF5-
ﬂ Volume aus, mit dem Sie sich verbinden méchten.

(™

( Abbrechen ) ( |dentifizieren ) “

Enter the workgroup, your username and password for accessing the FSG. If you are
logging on as the administrator, you will have access to all folders on the FSG.

Note: You set the workgroup name of the FSG under 'Connection'-&'LAN'
in FSG Configuration menu.
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R Identifizierung am SMB/CIFS-Dateisystem
‘@‘ Geben Sie die Arbeitsgruppe oder Domain und lhren

Benutzernamen und lhr Kennwort fiir den Zugriff auf
den Server ,FSG1” an.

Arbeitsgruppe oder Domain
| SUPPORT

Name

‘admin

Kennwort
l‘.!.. I‘| ]

[_] Kennwort im Schliisselbund sichern

( Abbrechen ) € ok )

After pressing OK, the FSGis configured and an icon appears on your computer desktop.

To access all the FSG folders that your username has been assigned user privileges,
simply double-click this icon.

30
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2.6 Accessing data via HTTP

Note: You have read but not write access with HTTP.

Local access

Open your browser and enter either "http://fsg"* or "http://192.168.1.1"* in the address
bar.Click 'Enteras User'andlog on as Admin or as a user. You may now view or download
any file in your folder (as a user) or anywhere on the FSG (as the administrator).

Accessing over the Internet

To do so, you need to enable the option 'Open HTTP server to the outside' under
'Services' -> 'HTTP Server' in the FSG configuration menu.

Then open your browser and enter your Internet IP address in the address bar. This can
be foundin the FSG's configuration menu under 'Information’-> 'Network'-> "WAN Port'
- 'IP Address' if you have connected your FSG directly to a DSL modem. If your FSG is
connected to a router, please check in your router's configuration menu.

You may likewise use your DynDNS address (for more information, refer to chapter
10.5.2.

Click 'Enter as User' and log on as Admin or as a user. You may now view and download
any file in your folder (as user) or anywhere on the FSG (as administrator).

* Ifyouhave changedthe hostname orthe IP address of the FSG, please use the new settings here.

31

Download from Www.Somanuals.com. All Manuals Search And Download.



Freecom Storage Gateway (FSG)

2.7 Accessing data via FTP

Note: Not all browsers can upload data via FTP. Those that can include
Internet Explorer and Konqueror. We recommend using FTP client soft-
ware such as WS_FTP, SmartFTP or CuteFTP.

Local access

Enable the FTP Server option (Service -> FTP Server - Run FTP server). Use any FTP client
software or open your browser and enter

ftp://USERNAME:USERPASSWORD@192.168.1.1

or

ftp://USERNAME:USERPASSWORD@fsg.

Accessing via the Internet

Enable FTP forthe Internet (Service -> FTP Server->Open FTP server for the outside). Use
any FTP client software or open your browser and enter

ftp://USERNAME:USERPASSWORD@YOUR_INTERNET_IP
or

ftp://USERNAME:USERPASSWORD@YOUR DYNDNS HOST.

USERNAME = your username

USERPASSWORD = your user password
YOUR_INTERNET_IP = your WAN IP address
YOUR_DYNDNS_HOST = your Dynamic DNS address

32
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Chapter 3: FSG Functions

3.1 Overview

| Administration |—>[ Users
4>[ Groups
4>[ Administrator

Edit user settings

Edit group settings

Change administrator password

Create folders on the FSG-3

Folders

| Connections l—b[ LAN
4>[ WAN
4>[ WAN Options
4>[ VPN
4’[ Wireless
4’[ Wireless ACL

Configure your LAN connection

Setup your connection to the internet or
to a different network

Advanced WAN options (expert options)

Setup and edit VPN connections

Switch WLAN on and off, select
encryption technique

Define WLAN filter rules.

| A G |
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| Services

DHCP Server

Setup DHCP server to automatically
configure clients

Dynamic DNS

Configure the DynDNS options of the
FSG-3

HTTP Server

Configure the web server settings

File Server (CIFS)

Configure Windows File Sharing through
the WAN port

FTP Server Configure the FTP server settings to
upload and download files
SSH Server Configure the SSH server (secure

terminal server)

Port Forwarding

Configure ports to be forwarded to
certain PCs in the LAN

| Configuration

Save configuration

Save the current configuration on your
computer.

e

Restore configuration

Restore a configuration from a
previously saved configuration file.

——

Reset configuration

Restore a configuration from a
previously saved configuration file.

|_,[

| Hardware

Date & Time

Set date & time manually or from a time
server.

—

Update Firmware

Update firmware here

—

Harddrive

Configure hard disk settings

]

Fan Control

0 R S B

Configure fan settings
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| Information l—b[ Copyright
4>[ System
4>[ Version
4>[ Devices
4>[ Network
—b[ Wireless Network
4>[ Logs

Shows copyright information

Shows system information

Firmware and operating system version
information

Shows status of attached USB and
eSATA devices.

Display connection setting for WAN and
LAN connection.

Get information about the WLAN Port
and the connected stations.

View log files for several FSG functions.

Reboot the FSG

| Shutdown |—>[ Reboot
4’[ Shut Down

Shutdown the FSG.

LTIl
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3.2 Administration

3.2.1 Users

Go to Administration -> Users.
You can manage access privileges to the FSG by creating new users.

+  Whenyouclick'New',adialog boxappears on the screen where you canadd new users.
- Enter a username and password.
- Confirm the password.

- In the 'User disk quota’ field, you can limit the storage space for each user. For
instance, enter '50' (50 GB) or 50m (50 MB) as the limit. If you enter '0', the user is
given unlimited space on the FSG.

/i ) SToRA )
e rr— R mr  Booumer

e f6f

Users.

to change the password leave the input
te an empty password type in an asterisk.
(@for
unlimited)

. 1f you wan less than 1GB add M for MB to

Note:Theallocated spaceonlyincludesfiles personallyadded by theuser
and notthose entered by others. If, forinstance, the administrator writes
data to the user's folder, this does not count towards the user's total
allotment.

- To grant the user read-only access, click 'User has read-only access onto the FTP
server'. If this field is not enabled, the user has read and write access.
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« To edit the user settings at a later time, click the user followed by the 'Properties’
button.

« To remove this user, click this entry followed by the 'Delete’ button.

Please confirm thatyoureally want to perform this operation by pressing
'Yes, | want to delete the user and all its data'.

STORAGE GATEWAY
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3.2.2 Groups

Go to Administration -> Groups.

Access control for all file access systems (FTP, HTTP and SMB) is structured around either
group or user access rights (privileges). You can add or remove access rights in this
window. If a group is assigned privileges or has them revoked, these are assigned /
revoked for all users in this group.

+ When you click 'New', a dialog box appears on the screen where you can add new
groups.

+ You can add new users or edit the group settings by selecting a group and clicking
the 'Properties’ button.

« Ifyouselect a group and hit the 'Delete’ button, the group, but not the users in the
group, is deleted.

n

3.2.3 Administrator

Go to Administration -> Administrator.

Here you can alter the administrator password. Please enter the old password, the new
password and a retype of the new password.

If you have completely lost your administrator password, please do a reset to default
values as described in Reset.

n
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3.3 Folders

Go to 'Folders'.

The access control for all file retrieval systems (FTP, HTTP and SMB) is based on either
group or user access rights. Access permissions can be set or removed using these
menus. Folder permissions can be given either to a group or a user or both.

«  Pressing the Add button gives you a dialog to add new folders. These folders will be
created.

- Selecting afolderand pressing the properties button will allow you to edit the folder
settings and add groups or users.

+ Selecting a folder and pressing the delete button will delete the folder.

'STORAGE GATEWAY

Folders

New folder name: W

Choose users with access:

[ testtest

Choose groups with sccess:

Group name Group name

(0] st
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3.4 Connections

3.4.1 LAN

Go to Connections —> LAN.

Here you can set up your connection to the local area network (LAN).

Options Description

IP address This is the IP address your FSG uses in your LAN

IP subnet mask This is your subnet mask

Workgroup This is the name of the workgroup where your FSG is located.
Router name Name of the FSG in the LAN. This name can be used to access

the web configuration (e.g. http://FSG) instead of using the IP
address. This makes it easier for the user to access the web
interface.

'STORAGE GATEWAY,

-Lan

192.168.0.1

3.4.2 WAN

Go to Connections —> WAN.
You can configure your connection to the Internet or any other network on this screen.

40
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Options Description

Run DHCP Client Enables the DHCP Client option. If the WAN port is con-
nected to a DHCP server (e.g., another router), you will
need to set up the WAN connection using this option.

Run DSL Client If the WAN port is connected directly to a DSL or cable
modem, you will need to enter information provided by
your provider in several fields. This option allows you to
set up PPPoE or other types of DSL or cable connections.

Login Username that you received from your ISP.
Password Password that you received from your ISP.
Retype Password Re-enter your password that you received from your ISP.
Dial on Demand A DSL connection is established only when a PC in the

network requests one.

Idle time (in seconds) Use this option if you are only given a limited contingent
of online hours each month. The DSL connection is dis-
connectedifthe userdoes notsend or receive data within
a set period of time (in seconds).

Use fixed IP This allows you to manually enter the IP address for
thenetwork connection. This is your fixed IP address;
please ask your ISP or network manager for this informa-
tion.

Subnet mask Subnet mask; please ask your ISP or network manager for
this information.

Default gateway Your ISP's gateway address; please ask your ISP or net-
work manager for this information. If your FSG is con-
nected to a router, please enter the router's IP address in
this field.

DNS servers Your ISP's DNS server address; please ask your ISP or
network manager for this information. If your FSG is con-
nected behind a router, please enter the router's IP ad-
dress in this field.
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ndi  1gle time 1900

218822
255.255.255.0

FETRTIERY

is2168.21

servers can be entered separated by a space.)

3.4.3 WAN options

Go to Connections —> WAN Options.

ATTENTION:These optionsareintended for expertusersonly.Only change
these settings if you know what you are doing!

Options
MTU (for DSL only)
(In Bytes)

Answer ICMP packets

(ping etc)

Enable exposed host

IP address

Enable hardware
address cloning

MAC address

Open SBM/CIFS on
WAN port

Description

MTU settings (MTU = Maximum Transfer Unit)

This will allow others to ping the host. It is good for
debugging but it can be asecurity hazard!

Enabling this will allow one PC on the LAN to act as if it
bypasses the firewall completely and has a direct connection
to the internet (Attention: An exposed host is computer that
virtually has a direct connection to the internet. This is a big
security risk, notonly to this computer but to the whole LAN!).

Exposed host IP address.

This will enable you to set the MAC address of the WAN
connection so it matches the address your ISP authenti-
cates by.

This is the MAC address your WAN port will be cloned to.

This will open SMB/CIFS for the WAN port. Only needs to
be enabled when the FSG is used behind a router.
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STORAGE GATEWAY

- Wan Options

‘These are options for experts,
Only change ther if you know what you are doing!

MTU (for DSLanly): 1492 lytes

LI Answer ICMP packets (ping etc)

|| Enable hardware add

ing
WAC address:  [FEFEER R |

3.4.4 VPN

Go to Connections —> VPN.

The VPN connections listed here are shown with name, status, operation, Remote Host
and Remote Net.

« Ifyou are adding a new dedicated connection, click 'Add connection'.

- Toviewandeditthe properties of the existing connection, select the connectionand
click 'Properties'.

« Toremove a connection, click 'Delete connection'.
«  Toview the status of your connections, click 'Show status'.
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Options
Status
Name*

Remote Host IP*
Remote Network*

ESP encryption
IKE encryption
Pre-Shared Key

Action

Alive ping IP

Additional subnet

Adding a new connection

To add a new VPN connection, click the 'Add connection' button.

Description
You can choose to enable or disable the connection.

This is the name which will refer to the VPN connection. It is
used for internal use only.

This is the IP address of the remote host you wish to reach. If
you which to allow any IP (Road Warrior) type enter: 0.0.0.0.

This is the remote network you wish to reach. Example:
192.168.20.0/24

ESP encryption options
IKE encryption options

Fill in your pre-shared key here. Please ask your network
administrator for more info

You can specify if you want a listening only connection or a
full connection.

Hereyou canenteran|P address whereapingissentevery 15
minutes. This maintains a connection whenever the server
times out due to lack of activity on the other side.

If you want to route another subnet via the VPN tunnel, enter
its IP address here (e.g., 192.168.50.0/24).

30es__ v mos
MoDPI024 |+
3ES v MDS

MODP1024 |~

enabled
establish connection

ehind needs to be filled out. All the rest s for

*  Fields with an asterisk (*) need to be filled out. All the rest is for experts and can be left as is.

a4
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3.4.5 WLAN

Wireless LAN (WLAN) is a network structure that does not utilize any cables. WLAN allows
you to connect your FSG to other WLAN-capable mobile devices.

| Connsonins cwin E:]

o/ enable WLAN
Network Name (ESSID): MyFSG
1P addresse: 192.168.1.1 (same 5 on LAN port)

must always be done with

fing these configurations takes several seconds!

enable WLAN Enable and disable WLAN.

Network Name (ESSID) The name of the network identified by the FSG (any name
can be entered here).

IP address Shows the LAN IP of your FSG.

without encryption Sets the FSG connection type to no encryption. Using this

type of connection may present a serious security risk
because all WLAN-capable devices in your network are
abletoaccessyourshared directories, files, and Internet
connection! Only use this connection type for test pur-
poses and do not use it under any circumstances if your
FSG contains confidential information.
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enable WEP encryption

enable WPA encryption

WPA-PSK key

The Wired Equivalent Privacy, or WEP encryption for short,
enables you to protect your FSG connection against
unintended access. The WEP key has to be either 10 or 26
characters in length and use the hexadecimal format.
Characters permitted: 0123456789ABCDEF. Please write
down the code you have entered. This needs to be en-
tered on all of the devices that access your FSG. An exam-
ple of a 10-character code: FF37AC99B1

Do not use the code provided above.

You should only use WEP if your terminal device does not
support WPA encryption as the WEP standard is out-of-
date and not secure.

Wi-Fi Protected Access (WPA) is an encrypted connection
type that protects your network against unintended ac-
cess. If you intend to use WAP, you will need to create an
authorization key used by the devices to log on to your
FSG. Please make a note of the key.

We highly recommend using WAP encryption.

You need to enter an authorization key in this window if
the 'WAP encryption' option is enabled. This is used by the
devices to log on to your FSG via WLAN. PSF, short for
PreSharedKey, isa WEP protocol extension. The key should
contain no less than 8 and no more than 63 characters.

Download from Www.Somanuals.com. All Manuals Search And Download.



Administration

encryption You can choose the type of encryption for the selected
key type from this drop down menu.

The following options are available:

WPA (TKIP) TKIP is the most basic method of encryption in WPA. All
devices that support WPA can use this method.
WPA2 CCMP WPA2 is an upgraded version of WPA. The method of

encryption is an enhanced version of WPA. WPA2 is how-
ever not supported by all devices.

WPA and WPA2 When this option is selected, your FSG determines which
method to use to connect a device to your FSG.

3.4.6 Wireless ACL

Wireless ALC enables you to filter devices attempting to access your WLANs based on
their MAC address. This method of access filtering is not secure and should only be used
in combination with WPA as many devices allow the user to manually change the MAC
address.

Access list policy This option allows you to set the connection filter for
WLAN access. This option filters the devices according to
their MAC address and is therefore not secure!

Harduare-Address
00:01:08:00:08:E5
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Open to every client When this option is selected, no type of filtering takes
place. All devices can connect to your FSG.
allow all in list All devices in the filter list are granted access.
deny allin list All devices contained in the filter list are denied access.
New Press the 'New' button to add devices to the filter list.
Properties This properties window allows you to edit the settings for
your filter entries.
Delete Press 'Delete' to remove the selected filter entry from the
list.
[/} -
A ey S comeur e Bl cower
=}
Name: [xamele | (for internal use only)

Harduare Address: [00:01109:00:05:65
[eeel]

Status: enabled: activates the filter; disabled: deactivates the
filter

Name: You enter a name for the filter here in this field.

Hardware address The user needs to enter the MAC address for these filter

rules (MAC address) (see example).
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3.5 Services

3.5.1 DHCP server

Go to Services —> DHCP Server.

The DHCP server is responsible for giving dynamic IP addresses to the computers on the
LAN. For more information, please read Networks and Router Basics.

Options Description

Start DHCP server Check this if you want to run the DHCP server. Do not run the
DHCP server if you use fixed IP addresses.

Subnet mask The subnet mask in use for the DHCP server.

Gateway The IP address of the gateway the DHCP clients should be

automatically forwarded to if they want to reach external
sites. This address should usually be the FSG itself, unless a
different gateway is running.

Domain name server The IP address of the DNS server the clients should query. This
should be the FSG IP address or an other DNS system.
IP address range The range of IP addresses the DHCP server can use.
IP release time The time between refreshing IP addresses given to DHCP
clients.
L — e oy
D Services - DHCP-Server

The DHCP server automatically configures clients (PCs and others)
sanneeTioN= | connected to the LAN ports of your FSG.

P

255.265.255.0

to 192.168.1.250

hours.

[Show DHCP leases|
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3.5.2 Dynamic DNS

Go to Services -> Dynamic DNS.

Dynamic Domain Name System gives the ability to provide an official DNS name such as
www.yourname.com to the dynamic IP address you have gotten from your ISP. You will
need to register at one of the listed providers. Please see their websites for further details.

Options
Run dynamic DNS client
Service

Host
Username
Password

Retype password

Description

Check this if you want to enable the Dynamic DNS client
Several different Service providers are supported. These are
dyndns.org, dtdns.com, no-ip.com. Register at the website of
one of the service providers and fill in the required informa-
tion

This is the domain name you registered at the DDNS service
provider

This is the username you registered at the DDNS service
provider

This is the password you registered at the DDNS service
provider

This is the password you registered at the DDNS service
provider again
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3.5.3 HTTP Server

Go to Services -> HTTP Server.
Use these settings to configure the web server. The web server in use is a version of

Apache.

Options

Open HTTP server to
the outside

Use SSL encryption

Access for configuration
pages from the outside
Configuration

Description

This allows the http server to be reached from IP addresses
whose source address is located somewhere on the
internet (if enabled, it is recommended to use SSL
encryption as well).

This will allow SSL encrypted pages (https) This is a security
feature (If enabled, device is reachable via https://ip.address,
otherwise via http://ip.address).

Provides access to the FSG web interface from the outside.
(e.g., Internet)

You open and configure the existing Web Front Pages here.

| FReec

T

[
2

2 o

© DHCP Sarvar
o o,

Services - Hitp ,g\;
S

utside through the WAN port. (If
also use SSL encryption.)

o/ Open HTTP
v

ges fror
achable via httpsi//

Use SSL encryption (1f enal
ip.address, otherwise via htt

Configuration

Hame Folder

O www

uRL

part
org 80

freecom. ww
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Web Front Pages and Aliases

Go to Services -> HTTP Server -> Configuration -> New.

Options Explanation
Name Enter a name for your homepage here.
DNS Name Enter the DNS name for the homepage that you regis-

tered with a Dynamic DNS provider.

Port Enter the port that you want to use to access your
homepage. (We recommend using port 80. If another port
is selected, you will need to enter the port each time you
access the page. Example: hhtp:ip-address:81 for port 81.)

Folder Select the folder where your homepage is stored.

Enable PHP 4 Enables PHP-4 support for this DNS name.

'STORAGE GATEWAY |

3 | =
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Options Explanation

Name Enter a name for your alias.

Alias Enter a name used to access your alias (e.g., music) if you
want your alias to be reached at www.yourname.com/mu-
sic.

Path Enter the folder path on the FSG used to access the alias.

STORAGE GATEWAY

Services - Web Page Aliases.
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3.5.4 File Server (CIFS)

Go to Services -> File Server (CIFS).

You can enable Windows File Sharing for the outside via the WAN port on this screen.
This enables you to access your FSG over the Internet using Windows Explorer by
entering your Dynamic DNS hostname. This is done by typing in \\www.yourname.com
intheaddress bar (typeinyour Dynamic DNS hostname instead of www.yourname.com).

STORAGE GATEWAY

[ Open Windaws file Sharing (CIFS/SMB) on the WAN port
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3.5.5 FTP Server

Go to Services -> FTP Server.
This is a File Transfer Protocol (FTP) based server.

Options Explanation

run FTP server Turn on the FTP server.

open FTP server for The FTP server may now be accessed by Internet users from

the outside the outside (only functions internally, not in the Internet).

Use SSL encryption Activates SSL encryption for FTP. Is not supported by all
browsers.

TCP port Enter a port here if you do not want to use the default
port for FTP (port 21).

STORAGE GATEWAY

T

=Hs

L (sup
supported by all cients!)
]

TeP port: 21
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3.5.6 SSH Server

Go to Services -> SSH Server.

The SSH server is a secure terminal client that can be used to perform advanced
configuration settings. Please only use this where required because it may present a
security risk. All users with a user account on the FSG can access the FSG.

Options Explanation

Run SSH server Start/stop server

Open SSH server to the The SSH may now be accessed by outside
outside Internet users through the WAN port.

STORAGE GATEWAY'

‘?" mes=rony b cesour B vee Bl conrner

attention:
Starting the SSH sery curity.
©nly do 5o if you trust your users!

Attention: Starting the SSH server represents a security risk. Only do this
if you trust the users!
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3.5.7 Port forwarding

Go to Services -> Port forwarding.

Port forwarding is a type of NAT (Network Address Translation). It permits certain ports
toaccess select PCs withinthelocal area network fromthe Internet. Thisisamethod used
to circumvent the firewall. The list indicates which ports are forwarded to which IP
addresses in the LAN. Click 'New' to create a new port forwarding.

Options Explanation
Name Can be any random name.
Status Shows the status of port forwarding for the requested

port (enabled or disabled).

Port You can enter the port(s) that you want to forward to the
PC with the IP address as indicated below. You can enter
several ports separated by commas (e.g., 21,23, 80).If you
enteracolon,arange of portsis selected (e.g., 2600:2700).

Protocol Shows the protocol selected for the forwarding port (TCP
or UDP).
IP address Shows the internal IP address of the PC the port is for-
warded to.
n
e e Sy

Services - Forwarding Eﬁ.

Mame  status  Port  Proto col  Addrass
testlb  enabled 688 top 192.168.1.227

nabled 678 udp 192.168.1.227
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3.5.8 Mail server

Select Services -> Mail Server.

The mail server allows you to set up provider independent e-mail addresses for use by
individuals using your FSG. If you do not have your own domain name, you may also use
a Dynamic DNS address here. Example: Your DynDNS address is test.yourdyndns.org.
The admin e-mail address in the case would be admin@testyourdyndns.org.

Fetchmail allows you toretrieve e-mails from otheraccounts and manage them centrally

on your FSG.

For more details on using the mail server, please refer to the chapter 'Setting up the FSG
Mail Server'.

Options Explanation

Run Mail Server Enables the mail server.

Open IMAP and POP3 Permits the use of IMAP and POP3

server for the outside via the WAN port.

Open SMTP server for Permits the use of SMTP via the WAN port.

the outside

Run Fetchmail daemon Starts Fetchmail. Fetchmail allows you to get e-mails from

other e-mail accounts and allocate them to specific FSG
users. Fetchmail checks all accounts at presetintervals for
new e-mails.

Services - Mail Server
=

v/ Run Mail server

%/ open IMAP and POP3 server for the outside.

IMAP port: 143 1S port; 933
POP3 part: 110 pOP3S port; 995
v/ open SHTP server for the outside.
SHTP port: 25

¥/ Run Fetchmail daemon

fetch intervall: 30 minutes.

Fetchmail Account Configuration
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To set up Fetchmail, click 'New' in the 'Fetchmail Account Configuration' section. You
need to enter the details required to retrieve e-mails here.

Options Explanation

External / Account Login Enter an e-mail account from which the e-mails are re-
trieved.

External POP/IMAP Server  Enter the POP/IMAP server for the e-mail account.

Account password Set the password for the e-mail account.

Retype account password Re-enter the password for the e-mail account.

Forward to local user Enter the name of the user's mail folder where the mail is
forwarded (local FSG user).

Choose protocol Select whether to use POP3 or IMAP for fetching e-mails.

Note: Many freemail providers only support POP3.

Keep mail on remote server Enable this option if you do not want the e-mails to be
after fetching it deleted from the server after retrieval.

Services - Mail Server
=

External POP/IMAP Server: pop.yahoo.com
External ascount login: useri@yahoo.com

Retype account password: cenee

Forward to local user:

Choose protocol

© Use POP3 protocal to fetch mail.
O use IMaP protacol to fetch mail.

—
(] keep mail on remote server after fetching it.
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3.5.9 SQL server

Go to Services -> SQL Server.

The SQL server allows you to create and manage databases via SQL. In this case, use a
MySQL client or a PHP script.

Options Explanation

Run SQL server Activates the SQL server.

Open SQL server for Allows you to use the SQL server via the WAN port.
the outside

TCP Port The TCP port used for SQL queries.

Administration page Opens the Configuration window where databases and

users are configured.

SQL Administrator If you are no longer able to access SQL when for instance
the user has been deleted, you can set up a new adminis-
trator account.

Password Set the password for the SQL administrator in this field.
Re-type password Re-enter the password for the SQL administrator.
Set Account Click here to set up the SQL administrator account.
. i E e —
" | services -saL Eﬁ
9 R

| open SQL server for the outside
6

TP port:

To g0 to the SQL administration page cick here.

SQL-Administrator:
Password:

Re-type password
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3.5.10 Media server

Open Services -> Media Server.

Options Explanation

Enable Media Server Activate the media server.

Content Folders Display a list of folders on the FSG.

Enable Internet Radio Enables the use of Internet radio through the FSG.
Enable Picture Rescaling Enables you to automatically resize images.
Enable audio format Enables you to resample various audio formats.
resampling

Language Menu language for 'Advanced Options'.

- 'STORAGE GATEWAY
o
M e ] conmur B nece B conrner

oEs
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3.6 Configuration

Itis possible to save and restore all FSG user settings.

( Note: Please do not save your user settings directly on the FSG. )

3.6.1 Save configuration

Open Configuration -> Save Configuration.
In this window, you can save the current configuration file on your computer.

STORAGE GATEWAY

Save current configuration file on your computer.

Save Configuration]

After pressing the button, you are asked where you want to save the back-up copy of the
configuration file. Select a location and click 'Save Configuration'.
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3.6.2 Restore Configuration

Open Configuration -> Restore Configuration.
This window offers you the option of restoring a previously saved configuration file.

Press'Browse'to select an existing backup copy of your configuration file. Then click the
'‘Restore’ button to start the process.

Do not turn the FSG off while the configuration is being restored. This will corrupt and
destroy the configuration of your FSG.
A button is provided that allows you to delete all users not found in the restored

configuration. Alldatain these directoriesis then deleted! If you do not press this button,
the user data and logins are not deleted.

You may also select whether to delete the folders of your FSG that do not exist in the
restored configuration. All data in these folders is then deleted!

Attention:Please keep inmind thatany changes you may have made to the
configuration after backing up the restored configuration will be deleted.

Attention: If the Restore Configuration option is enabled, all existing
settings will be lost! Please save the current configuration beforehand!
The administrator password remains unchanged.
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3.6.3 Reset configuration

Open Configuration -> Reset Configuration.

Please click the reset button to reset the factory default configuration. This does not
affect or change the version of firmware. You can delete all users.

ﬁ ey ) commur B nee  E conmer

e m

Reset Configuration to Factory Default

You can delete all users and groups with one button. All data is then deleted! If this
option is not selected, the user data and logins are not deleted. You may also choose to
delete all folders on your FSG. All data in these folders is then erased!

( Attention: Removing all users and folders also means that this data is lost. )

Toreset the hardware, press the Reset button located on the back of the FSG. Do this for
instance when you are no longer able to access the web interface. When you press the
Reset button, the administrator password is also reset to 'admin’.
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3.7 Hardware

3.7.1 Date & Time

Open Hardware -> Date & Time.

You may change the date and time on the FSG here. You may change the settings
manually or use the Internet time server.

i STORAGE GATEWAY |
o
N T 8 ner & monmer

Hardware - Date & Time

8o Time Zone:

| (GMT+01:00) Amsterdam, Beriin, Bern, Rome, Stockholm,

|| Use Eurapean summer time rule (daylight saving).

(o) Automaticall synchanize with an Tnternet fime server
Server:  ntps1-.cs tu-berlin.de =]
EEr SN v ory oy =

Last successful update: Fri Dec 16 12:31:31 GHT 2005

) set manually date and time

Options Explanation

Time Zone Select your local time zone.

Use European summer Enable this option if you live in a country that uses time
rule summer time.

Automatically synchronize  When using this option, select a time server and update
with an Internet time interval.
server

Set manually date and time If you enable this option, please set the date and time
manually.
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3.7.2 Update firmware

Open Hardware -> Update Firmware.

Here you can update the firmware. New firmware usually fixes bugs and adds additional
features to your FSG. Check on www.freecom.com if new firmware updates are available
for the Freecom Storage Gateway.

Freecom will release new and updated firmware on a regular basis. It is also possible to
obtain the source code and create your own firmware.

( Attention: Changing the source code of the firmware is at your own risk! )

Download the firmware file and click on "Browse" to select the file. Click on "Update
firmware" to start the update.

Attention: Updating the firmware is at your own risk! Make sure to make
a backup of your current configuration before updating the firmware.

i e —
Hardware - Update Firmware

Current firmware version: 3.0

New firmuare fle:

Attention: During the updating proce:
interrupted! After the update, the FSG
When the FSG is reboated, the updats

re could change some configuration!
uration firstl

mmended yau backup the data an your FSG
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3.7.3 Hard drive

Open Hardware -> Harddrive.
You can configure any hard drive setting in this window.

Spin-down time

Hard drives are devices with moving part that create noise and heat, and consume
power. If the FSG is not used for an extended period of time, your best option may be to
shutdown the hard drive. Thisreduces powerconsumptionand theamountof noiseand
heat generated. It also increases the operational life of the hard drive. When the hard
driveisshutdown, it will take longertoaccessitinitially because the hard drive has tofirst
start spinning.

You can setthe time after which the hard disk shuts down following the lastaccess. If you
do not want to use this option, please enter 0.

Once you have set the time, click 'Apply'.

Formatting the hard drive

Before formatting the internal HD on the FSG, please read the warning notices. All data
is lost during formatting! After reading the warning notices, please press the button to
confirm you want to format the hard drive. Then click the 'Format drive' button.

Attention: When you click the 'Format drive' button, all data on the drive
is lost! Please make a backup copy before formatting the drive.
\ J

Attention: Stop all operations on the device while the drive is being
formatted!
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STORAGE GATEWAY

Hardware - Harddrive E

Hard drive spin down

Spin down after 15 minutes (0 = never spin down)

[Apely]

Hard drive format

| T want to format my FSG.
Attention: Prosing the button belaw wil destroyal data on the
harddrive! Please make a backup of both your data ar
configuration first

Atention: leass remove allUSB ess Storage devicesbefore you
farmi

Attention: Prevent all device activity during formatting! Wait untill
the formatting is finished.

[Format harddrivel

3.7.4 Fan control

Open Hardware -> Fan Control.

This option allows you to adjust the fan speed. Reducing the fan speed means less noise,
but higher temperatures in the device. When operating the device in extremely warm
conditions or whenever the device is in constant use, we recommend that you increase
the fan speed to deliver more cooling capacity.

STORAGE GATEWAY|

i s i

Information - Fan Control é

Pawer Supply Temperature:  75°C
Controller Temperature: s9°C
CPU Temperature: 65°C
Fanspeed: 6428rpm
Select the cooling method

Standard regulation o}
Hax cooling O
Hat and silent O

T ——
J oo | iime oot
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3.8 Information

This is the information menu. It contains diagnostics data and general information.

3.8.1 Copyright

Open Information -> Copyright.

This section contains information on copyrights for your FSG.

STORAGE GATEWAY

Information - Copyright

Freecom Storage GateWay

“This productis pratected under international copyright law.
All rights reserved.

‘Copyright 2005, Freecom Technologies GmbH

3.8.2 System

Open Information -> System.

You will find general system information on available disk space and your processor.

STORAGE GATEWAY

Information - System

8

Memory:

61804 kbyte
2516 kByte
72284 kiyte
72288 kyte
372:3GByte
Disk frae: a72.2681te

Processor:

" XScale-TXPax/TXC1Lx rov 1 (v5b)
266

swp half thumb fastmult edsp

Intel IxP425 Frescom Platform

0000000000000
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3.8.3 Version

Open Information -> Version.
This window displays information on the operating system and firmware contained on FSG.

STORAGE GATEWAY

“v{ --------- S commur 6 veir  E conrner

information - Vrsion 8

Firmware version: 3.0.5

Operating system:

Linux version 24.27-uct (root@linde) (gce version 3.32) #1318 ||
Hi Dez 14 23:10:42 CET 2005
L)

B
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3.8.4 Devices

Open Information -> Devices.

This dialog box displays a list of attached devices. Click 'Refresh’ in your browser if one
of the connected devices is not displayed on the screen.

'STORAGE GATEWAY

e re— T

Information - Devices 8
©

Product  Size  Free  Type

Note:eSATA are only detected by the FSG once it has been restarted after
the device is attached. After restarted the FSG, the eSATA device is de-
tected and is then ready for use.
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3.8.5 Network

Open Information -> Network.

Both LAN and WAN (internet) Network information is found here for the FSG. If you need
the IP address of the FSG, please look for it here.

” e e s I—
£ e 8
WAN Port:
Status Shows the active status
Hardware Address Shows the MAC address or physical address of the port
IP Address Youroutside FSG (WAN)internet IP address assigned by your ISP
Broadcast Address This address is used to ask all computers on a subnet at once
Subnet Mask This is the subnet mask gotten from your ISP
Cable Attached This shows if the cable is attached or not
LAN Port:
Hardware Address Shows the MAC address or physical address of the port
IP Address Your FSG (LAN) internet IP address
Broadcast Address This address is used to ask all computers on a subnet at once
Subnet Mask This is the subnet mask you setup for your network
DNS servers:

Displays a list of DNS servers assigned to you by your provider.
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3.8.6 Logs

Open Information -> Logs.

If you encounter problems with you FSG, you can use the log file recording option to
locate the issue.

The FSG offers several log files for different software components:
- Kernel

- DSL connection

- DHCP server

- Hotplug

- VPN connections

- Dynamic DNS

- FTP server

- E-mail server

To enable the log function, simply hit the 'Start log file recording' and then press 'Apply'.
Select a function (e.g., DSL connection) from the list and click 'Refresh’ to update the
screen display.

STORAGE GATEWAY

Q Information - Logs ﬁ
2 / tart log e recording
g o

Note: Writing to the log file can prevent the harddrive from spinning
P corrioumnmion
= =

Date  Time

vent

Decis 16112129 Plugin /ust/sbin/rp-pppoe.so loaded.

Dec15 16112129 RP-PPRoE plugin version 3.3 compiled against
243

Dec1s 16112129 pppd 2.4.3 started by root, uid 0
Decl5 16112129 PPP session is 1937

Dec15  16:12:30 Using interface ppp0

Dec1S 16112130 Conneck: pppd <--> ethi

Decl5  16112:30 CHAP authentication succeeded: CHAP.
authentication sucoess, unit 696

Decl5 16112130 peer from calling number 00:30:88:01:66:47
autharized

Decl5  16112:30 local IP address 64.59,104.22
Dec15 16112130  remote IP address 84.59.64.1

Dec1s  16:12:30  primary DNS address 195.50.140.252
Decis 16112130 secondary DNS address 195.50.140.114

73

Download from Www.Somanuals.com. All Manuals Search And Download.



Freecom Storage Gateway (FSG)

3.9 Shutdown

This screen allows you to reboot or shutdown the FSG. (You can then safely unplug the
device from the power supply.)

Attention: Always shutdown the FSG before unplugging the power sup-
ply. If you do not do this, you may damage your drive or corrupt the
system.

3.9.1 Reboot

Open Shutdown -> Reboot.

If you encounter any problems with the FSG, it may help if you restart the unit. Click
'Reboot’ and the FSG restarts.

STORAGE GATEWAY|

Shutdown - Reboot (g,

Pressing the button below will reboot the FSG.

74

Download from Www.Somanuals.com. All Manuals Search And Download.



The Freecom Storage Gateway Wizard

3.9.2 Shut Down

Open Shutdown -> Shut Down.

The FSG shuts down when you press the 'Shutdown' button. When all the lights on the
device are off, you can unplug it from the power outlet. This may take a few seconds.
Press the Power on button to turn the FSG back on.

( Note: The LED ring stays on after the FSG has shut down. )
e B e o
2 i:“‘ ‘Shutdown - Shutdown (I‘;:i'
& - e e e e
o -
-
e
8

Chapter 4: The Freecom Storage Gateway Wizard

The Freecom Storage Gateway Wizard helps you to locate each FSG in your network.
When started, it displays all FSGs available in your network and helps you configure the
FSG as a printer server or create network folders. You can also configure the basic
settings and quickly find the configuration website using the FSG Wizard. You may also
perform any of the functions of the FSG Wizard manually.

( Note: The FSGW software only works with Windows. )
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4.1 Installation

Please place the Manual & Application CD on the tray. It contains user manuals and
software, including the FSG Wizard. Once the CD is inserted, a window should appear
automatically on the screen. If this does not happen, pleases proceed as follows:

1. Open your computer Desktop.
2. Double-click the CD drive containing the CD. The CD window should now open.

lIFReecom

B ﬁ

Software Installation

S Upsecs | STORAGE GATEWAY
BACKUP SEFVER | EAL SERVER  ROUTER, AND MORE

Freecom Products STORAGE GATEWAY WLAN
BACKUP SEFVER | EMAL SERVER  ROUTER, AND MORE

Quit

» Secure Your Warranty | Online Warranty Registration

3. Click 'Install Software' -> 'FSG Wizard'. Follow the instructions for installing the
software.

4, Start the FSG Wizard.

4.2 Features of the FSG Wizard

© Freecom Storage Gateway Assistant [1.44]

Yfou can do following tasks:

* Configure basic settings of your Freecom Storage Gateway

* Web interface of vour Freecom Storage Gatewa

* Add & Remove mapped shares
* Add a new printer
* Start recovery procedure

+ Search again for availsble Freecom Storage Gateway devices

www.freecom.com Exit

The preset password and login name for the FSG are:
Login Name: admin
Password: admin
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4.2.1 Configure basic settings of your Freecom Storage Gateway

Inthis screen, youcansetan IP address, subnet mask, device name and workgroup name
for your FSG. With this information, it is easy to locate your FSG in the network without
the wizard. To change the settings, you have to first enter the administrator password.

) Freecom Storage Gateway Assistant [1.44] |z|

LAN TP Address ; 168 F o
Subnet Mask 255 . 255 . 2556 . 0
Server Mame F5G

‘Workgroup MSHOME

il

Enter Admin Password

Ok J [ Cancel J

4.2.2 Accessing your FSG web interface

When you click this menu item, the web interface for your FSG opens in your default
browser.
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4.2.3 Adding and removing network drives

You can assign a drive letter to shared folders on your FSG. This allows you to access to
the files in Windows more quickly.

) Freecom Storage Gateway Assistant [1.44]

Select a share and map it to a drive letter.

Administrator Shares

Change login name?

4.2.4 Add a new printer

This windows allows you to configure any printer connected to your FSG on your local
PC using Windows Printer Wizard.

Add Printer Wizard

" Select the manufacturer and model of your printer. f your printer came with
aninstallation disk, click Have Disk.  your printer is not listed, consutt your
printer documentation for 2 compatible printer.

Manufacturer A | Printers A
Compag | | 5 Epson 600G ESC/P 2 '
g;t:::dum “ Epson ActionLaser 1000
Digital Epson Actionlaser 1100
Epson = Epson ActionLaser 1400
Fuji ¥erox el = Epson ActionLaser 1500 o]

E.E This driver iz digitally signed
Tell me driver signing is important =

Note: The attached printer has to be set up separately on each computer!

78

Download from Www.Somanuals.com. All Manuals Search And Download.



The Freecom Storage Gateway Wizard

4.2.5 Startrecovery procedure

This procedure can reset and repair an FSG to factory default settings if you cannot
access your FSG anymore. Your user data will not be deleted!

© Freecom Storage Gateway Assistant [1.44]

The recovery mode has been enabled.

Please plug-n the power plug while press the reset button on your Freecom Storage
Gateway.

When the blue LED stops blinking, the recovery has finished.

Press the OK button if finished.

To restore your settings, please proceed as follows:

a) Enablethe Recovery mode by clicking 'Start the recovery procedure'in the Freecom
Storage Gateway Wizard.

b) Turn the FSG off using 'Shutdown'.
¢) Unplug the FSG's AC power pack.

d) Use apointed object to carefully press the 'Reset' button. It is located next to the AC
power slot on the back of the FSG.

e) Keep the 'Reset' button pressed down and reattach the AC power supply.
f) Release the 'Reset’ button.

g) TheLED onthe PWR button lights up, indicating that the Recovery mode is enabled.
The device's LED flashes while the recovery process is taking place.

h) Once the LEDs stop flashing and the LED on the PWR button turns off, the recovery
process is complete. A message window appears on screen, telling you that the
recovery is finished.

i) Once itis complete, press OK in the Freecom Storage Gateway Wizard window.
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© Freecom Storage Gateway Assistant [1.44]

The recovery mode has been enabled.

Please plug-in the power plug while press the reset button on your Freecom Storage
Gateway.

When the blue LED stops blinking, the recovery has finished.

\.p ..flashing new Linux Kernel L
‘_ﬁFirmware Version 3.1.8 installed

@ ..checking home partition for errors

\.pFSG Recover successfully finished! FSG is rebooting. i.
\.p—= MOW YOU CAN PRESS <OK» BUTTOM =- |

Press the OK button if finished.

Note: After recovery, all user data is still available on the FSG. To avoid
problems, the administrator should backup all user data and format the
hard disk. If an old configuration file was saved before, the administrator
should load this configuration and afterwards copy the individual user

data back to its folders.

4.2.6 Repeat search for available Freecom Storage Gateways

Click here to repeat the search for your FSG if it was not detected during the first search.
Please make sure that your network is configured as described above in this manual and

that all cables are properly attached.
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Chapter 5: FSGin everyday use

5.1 WAN or internet connection setup

Next to using the FSG as a standalone router and NAS and connecting computers and
switches and routers to the LAN ports, there is also the option of connecting the FSG
WAN port to an existing router or straight to an internet modem.

5.1.1 Using the FSG behind a router

Note: When initially configuring the FSG, your computer needs to be
connected to one of the LAN ports on this device.

Connecting the hardware

Connect a RJ45 cable to a LAN port on your router.
Plug the other end of the cable into the WAN port on the Freecom Storage Gateway.

Once the FSG is configured, you can connect the network PC to the FSG or your
router.

FSG configuration

Using a fixed IP address Preparation

1. Checkthe'DHCP'box under TCI/IP Settings in your computer's network settings. For
more details, refer to Appendix B in this manual.

2. Connect your PC to the FSG.

Open the Internet browser and start the Configuration menu for the FSG (factory
defaults: http://fsg or. http://192.168.1.1).

4. Open 'Connections'-> LAN' and select an IP address for the FSG.

To prevent conflicting IP addresses in your network, make sure the LAN
IPs for your FSG and router are different.

5. Open 'Connection’ ->'WAN' and select 'Use fixed IP address'.

Use the following settings:

Specify the IP address: Enter an IP address that lies within the your router's
address range; if the router's IP address is 192.168.2.1,
enter 192.168.2.100 for your FSG.

This IP address allows you to access to the FSG from
anywhere in your local network.
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Subnet mask: Enter the subnet mask of your router (example:
255.255.255.0).
Standard Gateway: IP address of your router, e.g., 192.168.2.1.
n
- B 3 gy e
S - : 2

BElmrmearoin | O rnoncrcient  osaer 156
- A

1dle time 1500 sec

192.168.2.2

1
192.168.2.1
servers can be entered separated by a space.)

Using the FSG behind a router when employing a fixed IP address

1.

Open 'Services' -> 'File Server (CIFS)"' and enable 'Open Windows File Sharing (CIFS/
SBM) on the WAN port'.

If you want to access the FSG from outside the network (e.g., over the Internet) via
HTTP (port 80) and FTP (port 21), you will need to forward these ports on your router
tothe IP address assigned by the router to the FSG. In this example, you are required
to forward ports 21 and 80 to the IP address 192.168.2.100. For more details on
forwarding ports, please refer to your router's manual.

Please make sure that 'Services'->'HTTP Server'->'Open HTTP server to the outside'
and 'access for configuration pages from the outside” /'FTP Server' 'open FTP server
for the outside' are enabled in FSG's Configuration window.

Note: The FSG DynDNS options do not function when the FSG is used
behind a router. Please enable the router's DynDNS option.
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Using DHCP

An alterative to using afixed IP address is assigning your FSGa dynamic IP address through
your router. You will need to enable your router's DHCP server before using the FSG as a
DHCP client behind the router! For further details, please refer to your router's manual.

Before getting start

1. Check the 'DHCP' box under TCI/IP Settings in the network settings of your PC. For
more details, refer to Appendix B in this manual.

Connect your PC to the FSG.

Open the Internet browser and start the Configuration menu for the FSG (fault
defaults: http://fsg or http://192.168.1.1).

4. Go to'Connections'->'WAN'and choose 'Run DHCP Client'. Click 'Apply'. Your FSG
is now assigned an IP address by your router.

) Run DHCP dlient Hostname: FSG
Run DSL client

152168.22
255.255.255.0

19216821

servers can be entered separated by a space.)

5. Enable the DHCP server on your router's Configuration window. For more informa-
tion on this topic, please refer to your router's manual.

6. Connect the WAN port on your FSG to a LAN port on your router.

Using the FSG behind a router via DHCO

1. Open'Information’-> 'Network'. You can view the IP address assigned by the router
to your FSG under WAN Port -> IP address. If your router uses the IP address
192.168.2.1, the FSG IP address for example could be 192.168.2.100.

2. If you want to access the FSG from outside the network (e.g., over the Internet) via
HTTP (port 80) and FTP (port 21), you will need to forward these ports on your router
to the IP address assigned by the router to the FSG. In our example, you need to
forward ports 21 and 80 to the IP address 192.168.2.100. For more details on
forwarding ports, please refer to your router's manual.

3. Please make sure that'Services'->'HTTP Server'->'Open HTTP server to the outside'
and 'access for configuration pages from the outside” /'FTP Server' 'open FTP server
for the outside' are enabled in FSG's Configuration window.
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Note: The FSG DynDNS options do not function when using the FSG
behind a router. Please check your router's DynDNS box.

5.1.2 Using CIFS (Samba) over the Internet (behind a router)

CIFS (Samba) allows you to access the FSG over the Internet without any additional
software. You can also map a folder on the FSG, i.e., add it to Windows. Mapped drives
are network drives that can be used like normal folders.

1.
2.
3.
4,

Open Services -> File Server (CIFS).

Check the box next to 'Open Windows File Sharing (CIFS/SMB) on the WAN port'.
Confirm by pressing 'Apply'.

Forward TCP ports 139 and 445 from the router to the LAN IP on your FSG. For more

information on how to forward a port on your router to the FSG, please refer to your
router's manual.

Your LAN is now configured for CIFS (Samba).
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5.1.3 Connecting the FSG WAN port to a modem

To use the internet through your FSG, you will need to setup the FSG with the configu-
ration information provided by your ISP. This information is described in detail in the
"Getting on the internet" section of the "Before you begin" chapter.

To configure your FSG with this information, you should:

+ Open the Web interface window of your FSG.

+ Logon under'admin'and administrator password.

«  Click 'Connections' on the left-hand side of the window.
«  Click'WAN' on the left-hand side.

- Ifthe IP data is prepared dynamically, check to make sure that 'Run DHCP Client' is
enabled. The configuration is complete.

- Ifthe IP data is not prepared dynamically, click the 'Run DSL Client' box.

n

%
(=]

g

) Run DHCP olient Hostname: 756

 1die time 1500
19216822
19216821

152168211
ers can be entered separated by a space.)

e E=EE

+  Enter the login data provided by your ISP.
«  Click'Apply".
« Save your settings.

« To test the connection, start the Internet browser and see if you can access your
Internet Favorites or check the Info window under WAN on the FSG configuration
website to see whether your ISP has assigned you an IP address.

( Note: It may take some time to establish the DSL connection to the ISP. )

85

Download from Www.Somanuals.com. All Manuals Search And Download.



Freecom Storage Gateway (FSG)

5.2 Dynamic DNS

A DynDNS entry allows you to access a computer using adynamic IP address atany time
under the same domain name. To do so, you first need to register with a DynDNS service.
It updates the modified IP addresses and forwards this to the domain name. This enables
youto bereached atonesingle domain name atanytime evenifyourIP address changes
ever so often.

Your FSG supports three different DynDNS providers:
- www.dyndns.com

- www.dtdns.com

- WwWw.no-ip.com

Creating a Dynamic DNS account (e.g., no-ip.com) and setting up a host

Note: You will need to register with a Dynamic DNS provider such as www.no-ip.com.
Once you have registered at one of the providers, go to step 1.4.

1.1 To register at No-IP (requires a valid e-mail address), go to http://www.no-ip.com.

No-IP.com

THE DYNAMIC DNS LEADER

- - - -
SERVICES SUPPORT DOWNLOADS COMPANY

E"““‘“I ‘ Lost Passward?

| com = Search
Password: | Sign-up Now! | [ [ search |

| Domain Search: |

— WELCOME TO NO-IP.COM

© No-IP Plus

Rreliable dynamic DHS and web redirzction
foryour omn demain name... More Info

Mo-IP™ i & leading managed DNS service provider . Ye
offer a wide range of services pertaining to your internet
presence, from managing DNS o getting around ISPs who
block port 25. All of our services take advantage of our
global netweork of redundant DNS and mail servers insuring

100% uptime. © No-IP Mail
From POP3 with webmail to Backup MX,
PR wiehve got you couered... More Info
— WHAT'S NEW

07/06:05 : Ho-IP Adds Private Registration To lts
Service Lineup
+ Read More...

04105105 : Ho-IP.com Releases lynamic Update
Protocol v2.1
+ Read More...

© No-IP Domains N

Domain registration with dynamic DHS.
Starting at$15.004r... More Info

© No-IP Free

Our base dynamic DNS and web
redirection service... More Info
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1.2 Press'Sign-up now!'located next to the Login button.Enter the required information
on the next page and click 'Sign-up now!".

1.3 You will then receive an e-mail from No-IP, where you are asked to activate your
account (This may take a few minutes.). Click the link in the e-mail to activate your
account.

1.4 Log on to your No-IP account and create a host.
1.5 Adding a new host
a. Select 'Host/Redirects -> 'Add' on the left section of the screen.

No-IP.com

THE DYNAMIC DNE LEADER

services || supporT || pownLoADs || company

Logged in As: —_— 5 — s
3] t - Se h
it 7 [ Logout | ‘ Domain Search: com 2] |_Seard
. © Add a Host
YOUR NO-IP E
: Filout the folowing fieids to configure your host. After you are done click ‘Create Host' to add
* yourhost
»| Hosts /Redirects E
» Add : » Hostname Information
Manage : Hostname: I—,VWFSG_J Own a domain name?
Wanage Groups : lm * Use your own domain
Upgrade to Enhanced 2 name with our DNS
E Host Type: & pys Host (4) system. Add your

domain name now or
r=ad more for pricing and

Ei N manedii DN Host (Round Robin)

o 3 B
gl e DNS Alias (CHAME) features.
" Port 80 Redirect
v SSL Certificates 3 Clven Reairect
: P Adaress [ -
| Mail ]
: Assign to 5 )
--- =] view Groups | Ade
+ Monitoring : Grou: ¢~
: Al
+| Squared Backup DS : Wildeards: 1 EnhancediPlus Fasture

Your Account

» Mail Options

Enter the name of your external mail exchangers (mox Your ISP block port
records), as hostames not IP addresses. 252

» Renew [ Activate

b. Enter the required hostname in the specified box and select a domain name such
as 'zapto.org'.Choose adifferent host ordomain nameif the one you have entered
is not available.

c. Click 'Create Host' and the new host has been added.
d.To view your account settings, click 'Host/Redirects' ->'Manage'.
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No-IP.com

THE DYNAMIC DNS LEADER

SERVICES || SUPPORT || DOWNLOADS || company

L“iﬁ”,,'g,.ﬁ; 7 [Logout | | Domain Search: e =] [ Search |
© Hosts / Redirects
YOUR NO-IP
Ho-IP Free Domains
Host: | 1P/ URL | Action:
»| Hosts/Redirects
zapto.org
Add .
fsg-3forum.zapte.org | 1P, | Modify | Delete
+ Manage
T3 T o
Manage Groups myfsg-2.zapte.org [ 1F1 | woaity | Detete
Upgrads to Enhanced WE = Wildeard
* IR

Domain Registration

Note: To set up a homepage on your FSG, you will require two hosts, one
to access the FSG configuration and the other to access the homepage.

5.3 Setting up your own homepage on the FSG

You can set up one or more homepages on your FSG. They are accessed by entering the
dynamic DNS address. Please follow these steps to set up a homepage on the FSG:

Configuring the FSG

Open 'Services' ->'Dynamic DNS'.
«  Select 'no-ip.com’ as the service.
+  Enter one of the hosts created in chapter 12.2 (e.g., fsg- 3forum.zapto.org).

Note: This host allows you to access your configuration page from the outside via HTTP/
FTP/SSH.

« Username: the e-mail address used to register at no-ip.com.
«  Password: Your no-ip password.
+  Repeat password: Re-enter your no-ip password.

To access the Configuration pages from the outside, you will first need to enable 'Open

HTTP Server to the outside' and 'Access for Configuration pages from the Outside' under
'Services' - 'HTTP Server'.
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Setting up web front pages

« Add a new folder in the FSG configuration window (example: Homepage).
« Select 'New' under 'Services' -> 'HTTP Server'.

+ Enter a name such as 'My Homepage'.

« Enter the second host created in step 1 in the field 'DNS Name' (example:
MyFSG.zapto.org).

Note: You may use the same host asin step 2.1. Keep in mind that you can
now only access your FSG configuration by entering the WAN IP address.

+ Enterany portin 'Port'. (We recommend that you use port 80. If not, you will have to
enter http://MyFSG.zapto.org:81/, with 81 indicating the port).

« Asthe 'Folder', select the one you created in step 3.1.
+  Click'Apply'. The HTTP now restarts.

« Createanindex.htmlinthe selected folder. This HTML page is opened whenever you
access your host (e.g., http://MyFSG.zapto.org).

Web Front Page Aliases

Onceyourweb front page has been setup, you can setaliases foryourfolders. Enable the
check box for your web front page and click 'Properties’. Select 'New' on the 'Properties’
screen.

Enter a name for your alias. You may choose any name.
+ Please enter an abbreviation as the 'Alias’ (e.g., mp3).
+  Please enter the folder path in the field labeled 'Path' (e.g, files/test/user10/music/).

You can now access this folder (for instance, files/test/user10/music/) using the alias
(e.g., http:// MyFSG.zapto.org/mp3").

Note: If the path you enter ends with a slash ('/') (e.g., files/test/user10/music/), the user
is required to enter the user, username and password whenever he accesses the alias
address (e.g., http:// MyFSG.zapto.org/mp3). If the path does not end with a blank space
('") (e.g., files/test/user10/music), the user is not be required to enter the username and
password when accessing the alias address (e.g., http:// MyFSG.zapto.org/mp3).

Note:You canonlyuse hostsfromaprovider.Itishowever possibletouse
multiple domains from one provider.
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5.4 Setting up a printer

20

Windows: Installing a USB printer

To install a USB printer, connect the printer to one of the USB host ports on the FSG.
Check to make sure the FSG is on. Now turn the printer on.

Installing using the Freecom Storage Gateway Wizard

1.
2.

Connect a USB printer to the FSG.
Open the FSG Configuration page and check whether the printer was detected
under 'Information’ -> 'USB'.

Start the Freecom Storage Gateway Wizard and click 'Add a new printer'. The FSGW
automatically applies all settings. You only need to select the driver for your printer
model.

Manual installation

1.
2.

Connect a USB printer to the FSG.

Open the FSG Configuration page and check whether the printer was detected
under 'Information' -> 'USB'.

Go to Start -> Settings -> Printer and faxes -> Add printer in Windows.

The print wizard starts. Click 'Next'.

Select 'Add local printer on this computer' and check the box next to 'Automatically
detect and install my plug&play printer'. Click 'Next'.

Select the printer port in the next screen. Open 'Add new port' and select 'Standard
TCP/IP port'. Click 'Next'.

The 'Add Standard TCI/IP port wizard' starts. Click 'Next' to continue. The 'Add port'
window opens. Use the following settings: Printer name or IP address: FSG name or
IP address of the FSG port name: 9100. Click 'Next'.

Now you need to enter the other port data. Set Device Type to: default (Generic
Network Card) and click 'Next'. An overview of your settings is provided in the next
screen. Click Finish.

. To complete the installation, you now have to install the printer software. Select the

software for your printer. If your printeris not contained in the list, hit'Have Disk' and
insert the drivers disk or CD for your printer.

Note: You can also use the Freecom Storage Gateway Wizard for quick
installation of your printer in Windows. For detailed instructions on using
the FSGW, please refer to chapter 4, 'The Freecom Storage Gateway Wizard'.
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Mac OS X: Installing a USB printer

To install a USB printer, connect the printer to one of the USB host ports on the FSG.
Check to make sure the FSG is on. Then turn the printer on.

1. Connect a USB printer to the FSG.

2. Open the FSG Configuration page and check whether the printer was detected
under 'Information’' -> 'USB'.

3. Open 'System preferences' -> 'Printing & Faxing'.

- 5
8o Drucken & Faxen
[« =] ["Alle einblenden Q )
(Drucken | Faxen Sharng
Im Menii  Drucker =
v 19216811 -
Name: 192.168.1.1
Ort:
Typ: EPSON Stylus Color 980 - Gimp-
Status: Inaktiv
[+]-] (Warteliste_) (Drucker konfigurieren___)

Ausgewahlter Drucker im Dialog Drucken®: | Zuletzt verwendeter Drucker |3
dard-Papiergraie im Dialog ,Papi : [DIN A4 )

d"ﬂ Klicken Sie in das Schloss, um Anderungen zu verhindern.

4. Click '+'to add a new printer.

5. The 'Printer Browser' opens. Select 'IP printer' as the printer type and select the
following settings:

Protocol: HP Jet Direct-Socket

Address: 192.168.1.1:9100 (replace 192.168.1.1 with the IP address that
you set for your FSG)

Queue name: You may leave this field blank.

A list of available printer drivers is now compiled.
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‘@00 Druckertibersicht =N
&
Standard-Browser IP-Drucker Suchen
Protokoll: | HP Jet Direct - Socket )
Adresse: | 192.168.1.1:9100 =
Guhige und vollstindige Adresse

Warteliste: i

Fur Standardwarteliste bitte leer lassen

Name: |192.168.1.1
Ort:

Drucken mit: | EPSON B3]

EPSON CL-700 - Gimp-Print v5.0.0-beta2
EPSON CL-750 - Gimp-Frint v5.0.0-betaz
EPSON CL-760 - Gimp-Print v5.0.0-beta2
EPSON EM-900C - Gimp-Print v5.0.0-beta2
EPSON EM-930C - Gimp-Print v5.0.0-beta2
EPSON MC-10000 - Gimp-Print v5.0.0-beta2
EPSON MC-2000 - Gimp-Print v5.0.0-beta2 v

v

@ ( Weitere Drucker... ) (Hinzufigen )
4

6. You can enteradditional information on the printer in the 'Name'and 'Location'fields.

7. Select the model of your printer under 'Print Using'. You may need to install the
printer driver for your printer beforehand.

8. Click'Add' to finish printer setup.

‘@80 Drucken & Faxen d

£ | Faxen = Sharing :

[Im Menii | Drucker

¥ 19216811

Name: 192.168.1.1

ort:

Typ: EPSON Stylus Calor 980 - Gimp~
status: Inaktiv

[+]-] ( Warteliste.. ) (Drucker kenfigurieren... )

Ausgewihlter Drucker im Dialog ,Drucken*; | Zuletzt verwendeter Drucker E
im Dialog .Papi 1 _DIN A4 i

o

lf Klicken Sie in das Schioss, um Anderungen zu verhindern.
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5.5 SSH Server

The SSH server is a secure terminal client that can be used to perform advanced
configurations. Please use this only where absolutely necessary because each user with
an account can also connect to the SSH server.

5.5.1 Starting the SSH server

Open'Services'->'SSHServer'and enable 'Run SSH server'. Ifyou alsowant to use the SSH
server from the outside (Internet, router), enable 'Open SSH to the outside through the
WAN port' and press 'Apply'.

Attention: Using an SSH server presents a security risk. Only do this if you
trust the users!

'STORAGE GATEWAY
P AT S conmur §ver  Elconer

Services - SSH.
s’g\;

" to the outside through the WAN port

Starting the SSH sery oo
Only do s/ you trust your users!
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5.5.2 Connecting with the SSH server for Windows

Install an SSH client (e.g., PuTTY) and start it. Enter your FSG's IP address/hostname:

2R PUTTY Configuration ] x|
Categorny:
- Sessian = | Basic: options for your PuTTY session |
. "vLogging — Specify your connection by host name or IP address——
Hast Mame [or IP address| Port
[192.188.1.1] |22
Pratacal:

" Baw " Telnet 1 Rlogih ™ S55H

= Appearance
- Behaviour
- Tranglation Saved Sessions

~Load, save or delete a stored session

- Selection I

Default Settings Load I
hechon -
-~ Data Save I
ek [

Cloze window of exit:
¢ plwaps  © Never & Only on clean exit

Tunnels Ll
Abaout I DOpen I LCancel |

With PuTTY, you only need to enter the IP address and hostname, and can leave all other
settings unchanged. To connect, simply press 'Open':

Y

Log on with the username and password.
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Linux/Mac OS X

Open the console window or start ‘Terminal' (Mac OS X). You now need to type in:
ssh FSG_IP -l admin

FSG_IP =IP address of your FSG (192.168.1.1, for instance). Now connect with the FSG's
SSH server and sign in as admin. You can use the SSH server once you have entered the
administrator password.

Sample SSH application

SSH allows you to instruct the FSG to download files from an FTP server. The file is then
saved on the FSG without having to turn the PC on. This featureis particularly useful
when downloading large files from slow FTP servers. The syntax for the 'ftpget' function
is: ftpget -u <username> -p <password> <ftp server> local file path and name &

Example:

ftpget -u anonymous -p test@test.de ftp.ftp.com ftp.exe /pub/ test.exe &

User to Connect As: anonymous

Password: test@test.de

FTP server: ftp.opera.com

Local file name: ftp.exe —> name used to save the file on the FSG

Remotefilepathandname: /pub/test.exe —> path and file name on FTP server &
—> Continues download when PuTTY is closed.
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5.6 Connecting External Drivers (USB, SATA)

5.6.1 USB

For more information on attached external USB mass storage devices, please refer to the
section 'Information on the FSG configuration pages'.

information - Devices é

USB Mass Storage Devices:

Installing USB mass storage devices

To add more disk space to the FSG, plug a USB mass storage device into one of the USB
host ports. Thenturn onthe external USB device. The disk space on theUSB device should
appear as a shared folder. When using SMB (Windows File Sharing), it may take a few
minutes until the Windows-based computer detects the new folder. If you are using a
browser (HTML) to view your files, you can click Refresh. This shared folder can be
accessed via FTP, HTML and SMB (Window File Sharing). The folder is configured with
read and write privileges for all users located in the master directory (/). Once the device
isattached, you canlimit the user privileges. Please read the chapter on adding usersand
groups and on setting folder rights.

4 N
Attention: Optical drives such as DVD writers can only be used to read

files and data.
\, J

Attention: When attaching a card reader, you need to insert the flash disk
before connecting it to the FSG.

Power supply

All host ports can supply the USB-specific 500 mA current. If more power is required,
please use the AC power supply that came with the external USB device.

26
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File systems

The attached USB device has use in a file system format supported by the FSG. The
supported file systems are:

FAT32

NTFS (read-only access)

ext2

ext3

reiserfs

HFS(+) (read-only access)

Note: To obtain full access to the external drive, we recommend that you
use FAT32 when formatting the drive.

5.6.2 eSATA
Connection

To install a S-ATA external storage device, you must first shutdown the FSG. Go to the
web interface and log in to the administration site. Go to the shutdown item of the
Hardware menu and press shutdown. Wait till the FSG is shutdown and plug in the eS-
ATA connector of the external device into the FSG eS-ATA port. Make sure the eS-ATA
deviceispowered onand turnthe FSGbackon.The storage onthe eS-ATA device should
show up as a shared folder. This shared folder can be reached via FTP, HTML and SMB
(Windowsfile sharing). The folder will be mounted with read and writerights forallin the
root folder (/).

Filesystems

An attached S-ATA Disk must be formatted in a file system supported by the FSG. The
supported file systems are:

FAT32

NTFS (read-only)

ext2

ext3

reiserfs

HFS(+) (read-only)

Remark: To have read/write access on the external disk, we recommend
formatting the disk in FAT32 format.
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5.7 Setting up Virtual Private Networks (VPNs)

A Virtual Private Network (VPN) is a computer network that uses a public network such
as the Internet to transfer private data. VPN users can exchange data just like in an
internal LAN. VPN are often used by companies as a way of providing access to the
company network to staff when they are out of the office. The process involves the FSG
establishing a VPN connection to the company's VPN gateway. Using this connection,
the employee is then able to perform his duties as if he/she were working directly in the
company's local area network.

Open Connections -> VPN -> ADD Connection in the main menu.

Status

You can enable or disable the VPN connection at any time here.

Name

Please enter any name of your choosing for the connection here.

Remote Host IP

In this field, please type in the IP address of the VPN routers that you wish to connect to
(you need to have an account on this router).

Remote Network

EnterthelPaddressandthe networkmask thatyouwanttoaccess.Example: 192.168.1.0/
24.The'0' at the end of the IP address signifies that you can reach any PCin the network
under the IP addresses 192.168.1.1 — 192.168.1.254. /24 indicates that this is a network
mask 255.255.255.0. If the network you are attempting to access contains several
subnets with the net mask 255.255.252.0, please enter /22 in place of /24.

ESP Encryption

This is where you set the encryption protocols. You can keep the default settings,
although they have to be supported by the remote machine.

ESP Encryption 3Des

Triple DES (3DES) is an advanced version of the Data Encryption Standard (DES). The old
DES only used key lengths of up to 56 bits. 3DES on the other hand uses three encryption
cycles and two or three keys. By using three keys, an actual key length of 112 bits is
provided.

MD5

MD5 sums are used by PGP and other programs to check the integrity of files. This
involves comparing the file's current MD5 sum with an accepted sum from earlier. This
allows the system to determine whether the file has been changed or is corrupt.
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SHA1

Secure Hash Algorithm (SHA) is the term used to describe a group of standardized
cryptographic hash functions.

Working together with the National Security Agency, the National Institute of Standards
and Technology (NIST) developed a secure hash function forsigning as part of the Digital
Signature Algorithms (DSA) for the Digital Signature Standard (DSS). It was released in
1994. The name given to it was the Secure Hash Standard (SHS). It specifies the Secure
Hash Algorithm (SHA), with a hash value of 160 bits for messages up to 264 bits in size.
The algorithm shares a similar structure with MD4, designed by Ronald L. Rivest. There
are two versions of the Secure Hash Algorithm: SHAO and SHA1. They differ in the
number of cycles passed through when generating the hash value.

Pre-Shared Key

Similar to a password. Has to be the same on both VPN routers (FSG and remote VPN
router).

Operation

1. Establish connection - Allows you to establish aconnection with another VPN router.
2. Listen Only - Allows you to accept a connection from another router.

Alive Ping IP

You can enter the router's IP address used in establishing a connection in this field. This
involves sending a ping at set intervals to ensure that connection is not cut when no
activity is registered over a long period of time.

www.remotehost.com |+
192.160.2.0/24
oes |+ |wDs
woo7es  |v]
oEs - sa |-
woor307z |v]
1234567690
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5.8 Setting up an FSG Mail Server

An e-mail server, or simply mail server, handles e-mails. It is responsible for receiving,
sending, saving or forwarding e-mails.

Note: In the name of spam protection, some freemail providers refuse to
accepte-mailsreceived from dynamicDNS hostnames. Please keep thisin
mind when sending e-mails!

Configuring the FSG

The FSG mail server supports POP3 (Post Office Protocol Version 3) and IMAP (Internet
Message Access Protocol) for retrieving and SMTP (Simple Mail Transfer Protocol) for
sending e-mails.

POP3 Communications protocol for retrieving e-mails using an
e-mail client. POP3 allows the user to retrieve and delete
e-mails on the server. A permanent connection to the
POP3 mail server is not required. The fetched e-mails are
stored locally and available offline.

IMAP The IMAP protocol allows the user to access and manage
e-mails directly on the server using an e-mail client. Un-
like the POP3 protocol, the e-mails generally remain on
the server and are only transferred to the client as re-
quired. In other words, you need an Internet connection
toread the e-mails. IMAP provides detailed access control
to mailboxes as POP3.

Note: Many freemail providers only support POP3!

SMTP The SMTP protocol is used to exchange e-mails within
computer networks. SMTP is mostly used to send and
forward e-mails.

Set up a Dynamic client under Services -> Dynamic DNS if you have not already done so.
Your e-mail address corresponds to the hostname that you set earlier, e.g.,
xxx@yourhost.no-ip.org (xxxis a user thatyou previouslyadded on the FSG; yourhost.no-
ip is the hostname that you selected at the Dynamic DNS provider).
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Open Services -> Mail Server and start the mail server by enabling 'Run Mail Server'. Click
'Apply' to start the mail server. The mail server is now ready for use in the internal
network.

ﬁl remerene S| cosaur B nece  Elcanrmor

Services - Mail Server
=

' Run Mail server

/ open IMAP and POP3 server for the outside

AP ports 193 IMAPS port: 993
POP3 port: 110 pOP3S port; (995

V/ open SMTP server for the outside.
SMTP port; 25

V/ Run Fetchmail dasmon

fotch intervall: 30 inutes

Fetchmail Account Configuration

Mail Account User name
No users set up.

To receive e-mails from the outside (Internet), you have to enabled 'Open IMAP and
POP3 Server for the outside'. You may now change the preset default ports. This is
however generally not required. To send e-mails to accounts outside of your network,
you need to enable 'Open SMTP Server for the outside'. You generally do not have to
change the default port (25).

Configuring an e-mail client in Outlook Express

You require an e-mail client to retrieve and read e-mails. Using the e-mail client Outlook
Express, already built-in to the Windows operating system, we will demonstrate which
changes you have to make to the configuration settings. Start Outlook Express. If you
have not already set up an e-mail account, the Configuration wizard will open:
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1.

Enter your name as you would like it to appear in the Sender field. Click 'Next'.

Internet Connection Wizard

Your Name:

When you send e-mail, your name will appear in the From field of the outgoing message
Type your name as you would like it to appear.

Display name: John Smith

For example: John Smith

Enter your e-mail address here. This is a combination of your username on the FSG
and the dynamic DNS host you created earlier. The FSG administrator has for
example the e-mail address admin@yourhost.no.ip.org (yourhost.no-ip is the dy-
namic DNS hosthame that you entered earlier). Click "Next".

Internet Connection Wizard

Intemet E-mail Address

“Your e-mail address is the address other people use to send e-mail messages to you.

E-mail address: |user1 @yourhost no-p.org

For example: someone@microsoft.com

[ <Back || bet> | [ canca |
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3. Select whether the e-mails are retrieved via the POP3 or IMAP server and enter your
dynamic DNS hostname under Server (e.g., yourhost.no-up). Please enter the same

dynamic DNS host for both the POP3 and the SMTP servers. Click "Next".

Internet Connection Wizard

E-mail Server Names

My incoming mail serveris a | POP3 ~ | server.

Incoming mail (POP3, IMAP or HTTP) server:

yourhost.no-p.org

An SMTP serveris the server that is used for your outgoing e-mail.

Outgoing mail (SMTP) server:

yourhost.no-p org

[ <Back [ Ned> | [ Canesl |

4. Then enter your login data (account name and password). Click "Next".

Internet Connection Wizard

Intemet Mail Logon

Type the account name and password your Intemet service provider has given you

Account name: |user1 |

Passward:

Remember password

If your Intemet service provider requires you to use Secure Password Authentication
{SPA) to access your mail account, select the "Log On Using Secure Password
Authertication (SPA)' check box.

[ Log on using Secure Password Authertication (SPA)

[ <Back [ _MNed> | [ Cancdl |
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5. To complete the configuration, please click 'Finish'.

Internet Connection Wizard

Congratulations

You have successfully entered all of the information required to set up your account.
To save these settings, click Finish.

[ <Back || _Fmsh | [ cancal |

6. Totestyour configuration, you can now send an e-mail to yourself and to someone else.

Using Fetchmail

Fetchmail retrieves e-mails from an e-mail server. It retrieves the e-mails and transfers
them to the local e-mail system. Fetchmail is mostly used to check several e-mail servers
one by one. The e-mails are then forwarded to the mail folder of the recipient.

( Note: You cannot use Fetchmail unless the mail server is enabled! )

1. In the mail server configuration screen, click 'New' under 'Fetchmail Account Con-
figuration'.
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Services - Mail Server E\@

V/ Run Mail server

/' open IMAP and POP3 server for the outside.

MAP ports 193 | IMAPS port: 993
POP3 port: 110 pOP3S port 995
/. apen SMTP server for the outside

SHTP port; 25

& Run Fetchmail dasman

fetch intervall: |30 minutes

Fetchmail Account Configuration

2. Aninput screen opens where your can type in the Fetchmail information.

n

ﬁﬂ memmrenr S| cosour B wece B cowrnor

Services - Mail Server

Mail account:
POP/IMAP Server:
Account password
Retype account password:
forward ta local user: test

Choose protocol
o) Use POP3 protocol to fetch mail.

Use IMAP protocol to fetch mail

/ Keep mail an

[Feteh and Flush a1 =

erver after fetching .

3. Enter your details for the e-mail account that Fetchmail checks for new e-mails.

Mail account: E-mail address that is checked for new e-mails.
POP/IMAP server: The server address of the e-mail server (POP3 or IMAP)
Account password: Password for e-mail account

Retype Account password:  Re-enter the e-mail account password.
Forward to local user: FSG user who will receive the e-mails.

4. Under 'Choose Protocol', you need to select a protocol: POP3 or IMAP.

( Note: Freemail providers generally use the POP3 protocol. )

5. To leave the e-mails on the mail server after retrieving them, enable 'Keep mail on
remove server after fetching it'.
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6. Click'Apply' to finish set-up.

Note: 'Fetch and Flush all mail once' is only available if 'Keep mail on
remote server after fetching it' is enabled!

You may set up as many accounts as you need and access them via Fetchmail. To add
new accounts, repeat the steps described above.

5.9 Using the media server

1. Open 'Services' ->'Media Server'.
Activate the Media Server by checking 'Enable Media Server'.

You can view all available FSG folders under 'Content Folders'. Select one or more
folders.To select more than onefolder, keep the CTRL key pressed while making your
selections.

4. Click 'Apply' and then 'Scan for Content'. The selected folders are now scanned for
multimedia files.

5. Click 'Advanced'. You will see how many files were located under 'Multimedia files
found'.

Note:Youshould notchange any of the settings under'Advanced' unlessyou are
an experienced user.

A list of media formats supported by the media server is located in Appendix D, 'Media
Formats Supported by Media Server'.
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5.10 Port Forwarding

Port forwarding allows you to forward ports from clients on the local network to any
port(s) on the FSG that you select. This makes it possible to access services of the local
area network from other networks such as the Internet. Services on certain clients can
thus act as servers as they can now be reached via preset ports that no one else is using.

Example using the remote tool VNC

Click'Services'-> Port Forwarding on the overview.To add a new forwarding, click'New".

FRECCO - STORAGE GATEWAY |
Voo [ oo §F e BT conmer

Services - Forwarding
2

Name  Status  Port Protocol  Address.
No ports set up.

S —

You may choose any name for the port sharing. You can either share individual ports
(separated by a comma) (see example) or set an entire range of ports by inserting a '
between each of them. You can set the protocol in the drop-down menu 'Protocol’ and
the client IP address of the port(s) in your local area network under 'IP address. VNC
requires ports 5800 and 5900. Enter these two ports as seen in the illustration below.
Select the TCP protocol and enter the IP address of the computer where the ports are
forwarded. Then press 'Apply'.

FReecom 'STORAGE GATEWAY |
o
M e S commur B neie B conrner

Services - Forwarding
=4

Status: enabled =

Name: [onc
Ports: 5300, 5300

Protocol:  [1cP

1P address:  [152.165.2.188]

Note:
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5.11 WLAN in Everyday Use

To use the WLAN function on your FSG, please select which
method of encryption used by device that you want to attach to the FSG.

Setting up a WAP - TKIP connection

Connections - Wian S:l

[— enabie wLaN
" Netnork Name (eSs10): [mrses |
o wan 1P addresse: 192.168.1.1 (same as on LAN port)

i © withou anrypion (big security i)

E
o
il
a
&

1. Go to 'Connections' and then click 'Wireless' on the web interface. This window
contains the main settings options for WLAN.

2. Enterthenameusedtoidentify yourFSGinthenetworkunder'Network Name(ESSID)'.
You may choose any name. In this example, we are using 'MyFSG'.

3. Check the box labeled 'enable WPA encryption (recommended)'.

Enter one of the authentication keys selected by you under 'WPA-PSK key'. This key
has to be at least eight and no more than 63 characters in length. Jot down the key
that you just typed in. It needs to be entered on all of the devices that will connect
to your FSG via WLAN.

In this example, we are using 'thisisanexample'.

( Please do not use this code word for security reasons! )

5. Select'WPA TKIP' under 'Encryption'.
6. Confirm your settings by pressing 'Apply'.

Your FSG is now configured for WLAN using WPA TKIP.
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Example: Setting up a WEP connection
1. Go to 'Connections' and then click 'Wireless' on the web interface. This window
contains the main settings options for WLAN.

2. EnterthenameusedtoidentifyyourFSGinthe networkunder'NetworkName(ESSID)'.
You may choose any name. In the example provided here, we are using 'My-FSG'.

3. Select 'enable WEP encryption' (refer to illustration) and enter any authentication
key of your choosing under 'WEP' 'hex key'. This key has to contain either 10 or 26
characters. Jot down the key that you just typed in. It needs to be entered on all of
the devices that will connect with your FSG via WLAN.

| Conmsenns sy Sj

/ enable WLAN
Network Name (ESSID); MyFSG.
1P addrezze: 192.168.1.1 (same a5 on LAN port)

urity riskt)

In this example, we are using the key 'FA1158CDA3'. For security reason, you should not
use this key. Please use WEP only if your WLAN devices do not support WPA. The WEP
standard is outdated and not secure!
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5.12 Establishing a WLAN connection to your FSG

1! Wireless Network Connection 2 ]

Network Tasks Choose a wireless network

A Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information.
(cay) MYFSE3

< Setup a wireless network
for a home or small office

B Seaity
Related Tasks

i) Learn about wireless
networking

¢ Change the order of
preferred networks

e Change advanced
settings

Click 'Start’, 'Settings', 'Control Panel'.

Click the 'Network Connections' icons in the Control Panel window.
Double-click 'Wireless Network Connections' in the window that appears.
A new window opens and displays the available wireless networks.

vk W=

Double-click on the name you selected for your FSG (set under 'Network
Name(ESSIUD)). In this example, it is MyFSG.

6. A dialog window appear on the screen where you are requested to enter the
authentication key selected in step 4 (Setting up a WAP TPIK connection) twice.

7. Click OK. You computer then establishes a connection with the FSG.
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Example: Setting up a wireless ACL filter

ﬁl et ] comour B Bl oo

‘Access st policy:

1. Go to 'Wireless ACL'. Click 'New' to add devices to enabled or restricted.

n o
A mes=venr ] cocour B neie Bl conmer
Connections - WLAN Access List Entry 26
2
Stotus: nabled 0
e [Example ] forinternaluse anly)

Hardware Address: [00:01.08:00:08:85 |

2. Onthis page, you can set enabled/restricted by checking or unchecking 'enabled' /
'disabled'. Enter any name in the Name field. Click 'Apply' to confirm your entries. In
this case, we are using 'Example’.

@1 s ] comour § ner Bl coner

Connections - Wireless Access List = D
=

Access it policy:

- Status Hardware-Addrass
€ Example  enabled  00:01:DB:00:08:E3

3. You are now back at the Wireless ACL screen, where you can select either 'allow all
in list' or 'deny all in list' for the connection. Click 'Apply' to accept the final settings.
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Appendix A: CE, FCC and other certifications

CE

EN 55 022 Declaration of Conformance. This is to certify that the Freecom Storage
Gateway is shielded against the generation of radio interference in accordance with the
application of Council Directive 89/336/EEC, Article 4a. Conformity is declared by the
application of EN 55 022 Class B (CISPR 22).

FCC

This device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
mustacceptanyinterference received, includinginterference that may cause undesired
operation.

Federal Communications Commission (FCC) Compliance Notice: Radio
Frequency Notice

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment offand on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

«  Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

«  Consult the dealer or an experienced radio/TV technician for help.
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Appendix B: Preparing LAN for use with the FSG

This appendix provides a description of how to prepare your computer network for
connecting with the FSG and the Internet.

Preparing the computer for connection to the FSG

To connect to the FSG, you have to install TCP/IP (Transmission Control Protocol/
Internet Protocol) on each of your network computers and select the required network
protocol. If a network interface card (NIC) is already installed on your PC, then TCP/IP is
probably also already installed.

Configuring Windows 98 SE and Windows Me to work with the FSG

To use your network and FSG, you will need to manually install TCP/IP and configure it
oneach computerinthe network.Have your Windows CD handy before youbeginasyou
may need it when installing TCP/IP.

Installing the required network components

To install or scan for the components required for IP network operation:
1. Click 'Start' - 'Settings' - 'Control Panel' on your Windows taskbar.

2. Double-click the Network icon. The Network form contains a list of installed compo-
nents.

You need to make sure thatan Ethernetadapter (NIC), the TCP/IP protocol and the Client
for Microsoft Networks are installed. You do not need to remove any of the other
components displayed in the Network Components window.

Installing an Ethernet adapters (NIC)

a. Click the 'Add' button.
b. Select an adapter and click 'Add'".
c. Select the manufacturer and model of the Ethernet adapter and then click 'OK'.

Installing TCP/IP:

a. Click the 'Add' button.

b. Select Protocol and click 'Add'.

c. Select Microsoft.

d. Select TCP/IP and then click 'OK'.

Installing Client for Microsoft Networks:

Click the 'Add' button.
Select Client and click 'Add'.
Select Microsoft.

o n T o

Select Client for Microsoft Networks and then click 'OK'. Please restart your PC in
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Obtain your TCI/IP configuration via DHCP

114

Once the TCP/IP protocol has been installed, you need to add certain information on
each computer to ensure that other network devices can be accessed. The FSG is
preconfigured to automatically forward this information to all computers connected to
its LAN ports. The computers can obtain this information from FSG's internal DHCP
server. To use DHCP with the recommended default addresses, please follow the
instructions step by step:

1.

© N o ok

Start the FSG and wait until it boots. The LED ring lights up once the boot process is
complete. (This may take up to 30 seconds.) Connect all computers to the LAN port
on the FSG.

Open the Network Control Panel on each of the attached computers and go to the
'Configuration' tab.

Select TCT/IP->(your Ethernet adapter) from the list of network components and
click 'Properties'.

Go to 'Obtain an IP address automatically' on the IP Address tab.

Open the 'Gateway' tab.

If any Gateways are listed, delete them.

Click 'OK'.

Restart your computer. Repeat steps 2 - 8 on each computer in your network.

Selecting the type of Internet access

1.

Click the 'Start' button on the Windows taskbar, go to 'Settings' and then click
'Control Panel'.

Double-click the 'Internet Options' icon.

Select 'l want to set up my Internet connection manually' or 'l want to connect
through a Local Area Network' and click 'Next' to continue.

Select 'l want to connect through a Local Area Network' and then click 'Next' to
continue.

Uncheck all boxes on the LAN Internet Configuration screen and then click 'Next'.
Follow all the instructions provided by the Wizard.
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Check the TCP/IP properties.

OnceyourPChasbeen configured and restarted, you can check the TCP/IP configuration
using the utility program winipcfg.exe:

1. Click 'Start' in the Windows taskbar and then press 'Run’.

2. Enter'winipcfg' and then click 'OK'. The program winipcfg lists among other things
your IP address, subnet mask and standard Gateway.

3. Choose your Ethernet adapter from the drop-down menu. The window is refreshed
and shows your settings. These should look like this if you are using the default
settings for TCP/IP recommended by Freecom:

. TheIP is between 192.168.1.2 and 192.168.1.254.
5. The subnet mask is 255.255.255.0.
The standard Gateway is 192.168.1.1.

Configuring Windows XP, NT or 2000 to work with the FSG

To use your network and FSG, you may need to manually install TCP/IP and configure it
on every computer in the network. Have your Windows CD at hand before you begin as
you may need it when installing TCP/IP.

Installing or scanning Windows

Network components

You need to make sure thatan Ethernetadapter (NIC), the TCP/IP protocol and the Client

for Microsoft Networks are installed. You do not need to remove any of the other

components displayed in the Network Components window. If you need to install the

adapter, please refer to the instruction manual that came with the adapter on how to

install the device. To install or scan for the other components:

1. Click the 'Start' button on the Windows taskbar, go to 'Settings' and then click
'‘Control Panel'.

2. Double-click the Network icon and Dial-up Connection (these may also be called
Network Connections or Connect Using on the Mac).

3. If your computer has an Ethernet adapter, you should see an entry for a Local Area
Connection. Double-click this entry and open the 'Properties' tab.

4. Open the 'General' tab.

5. Checkto make sure that 'Client for Microsoft ‘Networks' and 'Internet Protocol (TCP/
IP)" are displayed on this screen. If they are not, go to 'Install' and add them.
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Select 'Internet Protocol (TCP/IP), click 'Properties’ and check to make sure that
'Obtain an IP address automatically' is enabled.

Click 'OK' and close all windows for network and dial-up connections.

Make sure that the computer is connected to the FSG and check the TCP/IP proper-
ties (see below). If you notice any problems, you can restart the computer.

Check the TCP/IP properties.

To check the computer's TCP/IP configuration:

1.
2.
3.

N o »nos

Click 'Start' in the Windows taskbar and then press 'Run'. The 'Run’ screen opens.
Enter 'cmd' and then click 'OK'. A command window appears on the screen.

Type in ipconfig /all. Your configuration details are displayed and should be as
follows if you are using the default settings for TCP/IP recommended by Freecom:

The IP is between 192.168.1.2 and 192.168.1.254.
The subnet mask is 255.255.255.0.

The standard Gateway is 192.168.1.1.

Type in exit.

MacOS 8.6 or 9.x

With Macintosh OS 7 and higher, TCP/IP comes preinstalled on the Macintosh. To use
DHCP, you need to configure TCP/IP on each Macintosh in the network.

1.0pen Apple's 'System Preferences' and hit 'TCP/IP'. System Preferences TCP/IP opens:

2.

|

Confiyars

:
|

DHCF Clink I

|

P ASdreii: 4 will be supplied By secwer 5
Subnet mask: 1 will e PUpplied By sereer 8

Roraber addeens: < will e supplied by sereee >

Gearch domaing

Harmer g ver e, A will e supplied by server *

In the 'Connect via' field, select the Macintosh Ethernet interface.

Download from Www.Somanuals.com. All Manuals Search And Download.



Appendix

3. Select'Use a DHCP server'in the 'Configure' field. You may leave the DHCPClient ID

field blank.

4. Close System Preferences-TCP/IP.

5. Repeat these steps on each Macintosh in your network.

MacOS X

With Macintosh OS 7 and higher, TCP/IP comes preinstalled on the Macintosh. To use
DHCP, you need to configure TCP/IP on each Macintosh in the network.

1. Open 'System Preferences' and then 'Network'.

2. Ifithasnotalready been selected, click 'Built-in Ethernet' from the configuration list.
3. If this has not been selected, click 'Use DHCP' on the TCP/IP tab.
4

Hit 'Save'.

Check the TCP/IP properties (Macintosh).

Once your Macintosh has been configured and restarted, you can check the TCP/IP
configuration by once again opening TCP/IP System Preferences. Open Apple's 'System
Preferences' and hit 'TCP/IP'.

P
Canfipars:
orcie: [ ]
1P Addraid 12 1E802
Subnet mask: 2N 2NS098.0
Foaber acdeess: 52168000
Fearch domaing
Hume aorvwe adde.: 192168000

The overview is refreshed and shows your settings. These should look like this if you are
using the default settings for TCP/IP recommended by Freecom:

1. ThelPis between 192.168.1.2 and 192.168.1.254.
2. The subnet mask is 255.255.255.0.
3. Therouter address is 192.168.1.1.

If different values are displayed, restart your Mac. It may be the case that you need to
enable another option in the 'Configuration' settings and then return to 'Use a DHCP

server'.
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Accessing the Internet

If you do not have an Internet account, but still need to access the Internet, you have to
sign an agreement for a Single User Internet Access account with an Internet service
provider. You may use either DSL or cable DSL. You will require a separate modem based
on the type of Internet account you have. These modems are used to access the internet
and are usually provider by your ISP. You can then connect the WAN port on the FSG
directly to a modem. To install the FSG, you need certain information from your ISP.
Please make sure you have thisinformation available to you. This user's manual provides
detailed instructions on how to configure an Internet account on the FSG.

Information on the Internet configuration

Your ISP will supply you with details on TCP/IP configuration (such as IP address, subnet
mask and standard Gateway) for a Single User Internet Account as well asinformation on
VPI and VCI multiplexing. Your ISP will provide you with other login data such as the
username and password should you require a PPoE or PPPoA protocol.In most accounts,
the lion's share of configuration data is obtained dynamically when the computer is
booted thefirst time while connecting to the ISP. You therefore do not need to know this
dynamic data.

FSG acts as a single computer in order to enable multiple computers to use the Internet
connection at the same time, your . At this stage, you need to configure it by adding the
TCP/IP data typically required by each of the computers. If WAN port on the FSG is
connected to the modem, the FSG is recognized by the ISP as one single computer. The
gateway allows the computers in the local area network to access the Internet through
the broadband modem using a Single User Account. The method used to access the FSG
is referred to as Network Address Translation (NAT), or IP masquerading.

Login protocols

Some ISPs require a special login protocol, where you are required to enter a login name
and password to access the Internet. If you already log on to your Internet account using
a program such as WinPOET or EnterNet, your account will use PPP via the Ethernet
(PPPOE). When configuring your FSG, you have to enter your login name and password
in the configuration window. Once you have configured your network and FSG, the FSG
automatically logs in for you (where required) and you therefore no longer need to sign
in from your computer. You do not need to uninstall the login program.
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Account data

If the values are not obtained dynamically from the ISP, you should provide your ISP
with the following basic information on your account:
1. An IP address and subnet mask

2. A gateway IP address (the address of the ISP router)
3. One or more Domain Name Server (DNS) IP addresses
4. Host name and domain suffix

The full server name for your account could look something like this: mail.xxx.yyy.com.
(In this example, the domain suffix is xxx.yyy.com.=If any of this information is obtained
from your ISP dynamically, your gateway receives it automatically. If a service technician
from the ISP configured your computer while installing the broadband modem or if you
have configured it following the instructions provided by your ISP, you will need to copy
the configuration data from the 'Properties’ window of the Network TCP/IP on your
computer (or the TCP/IP System Preferences on your Macintosh) before reconfiguring
your computer for use with the FSG. This process is described below.

Locating the ISP configuration data (Windows)

If your computer was connected directly to the modem for accessing the Internet, you
may have to obtain the configuration data from your computer for use in configuring the
FSG. If your ISP has supplied this information in print-out form or if it obtains the
configuration data dynamically, you will not require this information. To obtain the
information needed to configure the FSG for Internet access:

1. Click the 'Start' button on the Windows taskbar, go to 'Settings' and then click
'‘Control Panel'.

2. Double-click the Network icon. The 'Network' form appears on the screen with a list
of installed components.

3. Select 'TCP/IP and then click 'Properties'. The 'TCP/IP' dialog window opens.

Open the'IP Address' tab. If both an IP address and subnet mask are displayed, write
thisinformation down on a piece of paper. Now click 'Obtain an IP address automati-
cally'. If no address is provided, your account will use an IP address obtained
dynamically and you will not require any additional information. Close the window
and continue with the installation of your computer and FSG.
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8.

5.

Open the 'Gateway' tab. If an IP address is shown under 'Installed Gateways', write
this down. This is the IP's gateway address. Select an address and click 'Remove' to
delete the gateway address.

Open the 'DNS Configuration' tab. If several DNS server addresses are displayed,
write these down. Ifany informationis shownin'Host' or'Domain'information fields,
you should also jot this down. Click 'Disable DNS'.

Click 'OK' to save your settings and close the 'TCP/IP Properties' window. You now
return back to the 'Network' window.

Click 'OK'.

Obtaining the ISP configuration data (Macintosh)

If your computer was connected directly to the modem in order to access the Internet,
you may have to get the configuration data from your computer for use in configuring
the FSG. If your ISP has supplied this information in print-out form or if it obtains the
configuration data dynamically, you will not require this information. To obtain the
information needed to configure the Gateway to access the Internet:

1.

6.
7.

Open Apple's 'System Preferences' and hit 'TCP/IP'. System Preferences - 'TCP/IP'
opens and displays a list of configuration settings. If 'Configure'is set to 'Use a DHCP
server', your account uses an IP addressed obtained dynamically and you do not
require any additional information. Please close the window and proceed with the
installation of your computer and FSG.

If both an IP address and a subnet mask are displayed, write this information down
on a piece of paper.

If an IP address is shown under 'Router Address', write this down. This is the IP's
gateway address.

If severalname serveraddresses are displayed, write these down. These areyour ISP's
DNS addresses.

If any information is displayed in the 'Domain Search' information field, you should
also jot this down.

Change settings under 'Configure' to 'Use a DHCP server'.
Close TCP/IP-System Preferences.

Restart the network.

Once your computer is configured to work with the FSG, you need to reset the network
so that the devices can properly communicate with each other.

1.

2.

Turn offthe FSGifitison.Turnitback onand wait untilithas rebooted. (This may take
up to 30 seconds.)

Restart all computers attached to the FSG.

Ready to configure

Once all computers are set to TCP/IP network mode and connected to the local area
network of your FSG, you can access the FSG and configure it.
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Appendix C: Networks and Routing Basics

This chapter provides an overview of IP networks, routing, and firewalls. This is by no
means a complete overview! If you are looking for more information, you can use your
favorite search engine to find information on the internet about the internet. Suffice to
say, there is plenty.

Basic Router Concepts

Even though the amount of bandwidth in yourlocal area network (LAN) can be provided easily
andrelativelyinexpensively, the price of the connection totheinternetis much higher.Because
ofthisexpense, Internetaccessis usually provided by a slower-speed wide-areanetwork (WAN)
link such as a cable or DSL modem. To use this WAN link efficiently, a mechanism must be in
placefor selecting and transmitting only the data traffic meant for the Internet. The function of
selecting and forwarding this data is performed by a router.

What is a Router?

Arouter splits the information meant for your network and meant for other networks, so
theavailable bandwidthis used efficiently. The router sends data based on network layer
information in the data and on routing tables maintained by the router. The routing
tables are built by gathering and exchanging information with other routers in the
network. The router builds up a logical picture of the overall network. Using this
information, the router chooses the best path for forwarding network traffic. Routers
vary in performance and scale, number of routing protocols supported, and types of
physical WAN connection they support.

Routing Information Protocol

One of the protocols used by a router to build and maintain a picture of the network is
the Routing Information Protocol (RIP). Using RIP, routers periodically update one
another and check for changes to add to the routing table.

IP Addresses and the Internet

Fora computer to communicate with other computers and Web servers on the Internet,
itmusthaveauniquelP address. AnIP address (IP stands for Internet Protocol) isa unique
number that identifies the location of your computer on a network.

Basically, it works like your street address — as a way to find out exactly where you are
and deliver information to you. The IP address is written as 4 numbers between 0 and
255, such as "192.168.0.12".
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This serves the same basic function as a street address. It helps you find out where you
currently are, while also providing other information. The IP address consists of four
numbers between 0 and 255 (e.g., 192.168.0.12).

Domain Name Server

The computer address is difficult to read, which is why a second system is used in the
Internet by the name of DNS (Domain Name Server). This translates human-readable
names such aswww.sharemydisk.cominto computerreadable nameslike 82.161.11.206.
EachInternet user must have an IP address. You do not need the human-readable name,
but it is quite useful if you want other users to find you. A few examples of this include:
if you operate a web server or if you want to show your friends images stored on your
computer. Many large companies such as ISPs maintain their own DNS server and let
their customers use the server to search for addresses.

Internet address classes

TheInternet Assigned Numbers Authority (IANA) allocates certain blocks of addresses to
organizations. Individual users or small organizations can obtain their addresses either
fromthelANA orfroman Internet service provider (ISP). You can visitthe IANA homepage
atwww.iana.org. The IANA issues different class of IP addresses. There are five standard
classes of IP addresses. They are:

Class A

Class Aaddressescanhaveupto 16,777,214 hosts onasingle network. They use an eight-
bitnetwork numberand a 24-bit node number.Class Aaddresses arein thisrange: 1.x.x.x
to 126.x.X.X.

Class B

Class B addresses can have up to 65,354 hosts on a network. A Class B address uses a 16-
bit network number and a 16-bit node number. Class B addresses are in this range:
128.1.x.x to 191.254.x.x.

Class C

Class Caddresses may have up to 254 hosts in one network. Class C addresses use 24 bits
fornetworkaddresses and eightbits fornodes. Theyrangefrom 192.0.1xt0223.255.254.x.
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Class D

Class D addresses are used for multicasts, in other word messages sent to multiple hosts.
Class D addresses range from 224.0.0.0 to 239.255.255.255.

ClassE

Class E addresses are for experimental purposes. For each unique value in the network
portion of the address, the range base address (the host address contains only zeroes)
is known as the network address and is not usually assigned to a host. The top address
of the range (host address contains only ones) is unassigned. It is instead used as the
broadcast address for sending a data packet to all hosts with the same network address
simultaneously.

Netmask

The partition scheme that separates the different address classes is used to identify a
netmask attached to the IP address. A netmask is a 32-bit quantity that, in logical
combination (usingan AND operator) withan IP address, forms the network address. The
netmasks for Class A, B and C are for instance 255.0.0.0, 255.255.0.0 and 255.255.255.0.
The address 192.168.170.237 is a Class C IP address; its network portion is 192.168.170.
Combining it with the Class C netmask using an AND operator as shown in this example
leaves only the network portion of the address:

11000000 10101000 10101010 11101101 (192.168.170.237)

combined with:

11111111 11111111 11111111 00000000 (255.255.255.0)

resulting in:

11000000 10101000 10101010 00000000 (192.168.170.0)

An alternative to dotted decimal representation is to express the netmask as the
quantity of ones from left to right. This number is added to the IP address after a slash (/

)as'/n".In this example, the address 192.168.170.237/24 could be written. This indicates
that the netmask is 24 ones followed by eight zeroes.

Subnet Addressing

You can see that even with a Class C address, there are a large number of hosts per
network. It would be a very inefficient use of the amount of IP addresses to supply every
LAN with so many IP addresses. A smaller office LANs does not have that many devices.
A more efficient technique is known as subnet addressing.
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Subnet addressing allows us to split one IP network address into smaller multiple
physical networks known as subnetworks. Some of the node numbers are used as a
subnet number instead. A Class B address gives us 16 bits of node numbers translating
to 64,000 nodes. Most organizations do not use 64,000 nodes, so there are free bits that
can be reassigned. Subnet addressing makes use of those bits that are free.
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A Class B address can be effectively translated into multiple Class C addresses. For
example, the IP address of 172.16.97.235 would be interpreted as IP network address
172.16, subnet number 97, and node number 235. In addition to extending the number
of addresses available, subnet addressing provides other benefits. Subnet addressing
allows a network manager to construct an address scheme for the network by using
different subnets for other geographical locations in the network or for other depart-
ments in the organization.

Although the preceding example uses the entire third octet for a subnet address, note
that you are not restricted to octet boundaries in subnetting. To create more network
numbers, you only need to shift some bits from the host address to the network address.
Forinstance, to partition a Class C network number (192.68.135.0) into two, you shiftone
bit from the host address to the network address. The new netmask (or subnet mask) is
255.255.255.128. The first subnet has network number 192.68.135.0 with hosts
192.68.135.1 to 129.68.135.126, and the second subnet has network number
192.68.135.128 with hosts 192.68.135.129 to 192.68.135.254.

Attention: The number 192.68.135.127 is not assigned because it is the
broadcast address of the first subnet. The number 192.68.135.128 is not
assigned because it is the network address of the second subnet.

Freecom strongly recommends that you configure all hosts on a LAN segment to use the
same netmask for the following reasons:

So that hosts recognize local IP broadcast packets

When a device broadcasts to its segment neighbors, it uses a destination address of
the local network address with all ones for the host address. In order for this scheme
to work, all devices on the segment must agree on which bits comprise the host
address.

So that a local router or bridge recognizes which addresses are local and which are
remote Private IP Addresses
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Ifyourlocal networkis not connected to the Internet (forexample, when using NAT), you
can assign any IP addresses to your computers without problems. But to prevent
problems and ease configuration, the IANA has reserved the following three blocks of IP
addresses specifically for private networks:

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

We recommend that you choose your private network number from this range. The
DHCP server of the FSG is preconfigured to automatically assign private addresses.

For more information about address assignment, refer to RFC 1597, Address Allocation
for Private Internets, and RFC 1466, Guidelines for Management of IP Address Space. The
Internet Engineering Task Force (IETF) publishes RFCs on its Web site at www.ietf.org.

The IP address shortage

Thelnternethasgrown largerthananyoneeverimaginedit could be. Although the exact
size is unknown, the current estimate is that there are about 100 million hosts and more
than 350 million users actively on the Internet. In fact, the rate of growth has been such
that the Internet is effectively doubling in size each year.

When IP addressing first came out, everyone thought that there were plenty of ad-
dresses to cover any need. Theoretically, you could have 4,294,967,296 unique ad-
dresses. The actual number of available addresses is smaller (somewhere between 3.2
and 3.3 billion) because of the way that the addresses are separated into classes, and
because some addresses are set aside for multicasting, testing or other special uses.

With the explosion of the Internet and the increase in home networks and business
networks, the number of available IP addresses is simply not enough. The obvious
solution is to redesign the address format to allow for more possible addresses. This is
being developed (called IPv6), but will take many years toimplement because it requires
modification of the entire infrastructure of the Internet.

There are 2 systems in place now to help bring down the shortage of IP addresses.
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DHCP

First, most users today have a dynamically given IP address or DHCP address from their
provider. This means that the IP address given to you can change over time. This allows
the provider to use the IP address for more then one person or device, since people are
often online at different times. Optimal usage of IP addresses is guaranteed.

Your FSG gives its internal addresses to your computers in the same way. For the DNS
(Domain Name System) it is difficult to translate your domain name
"www.yourname.sharemydisk.com" to your IP address if your IP address keeps chang-
ing.

The system needs to be updated each time your IP address changes. Hence Dynamic
DNS (DDNS) programs. These programs check the latest IP address and update the DNS
system accordingly.

Multiple internal but only one external IP address

A second way to overcome this is to have a single device act on behalf of several other
devices. Routers are typical examples. You have several PCs connect to the router, but
only the router to the Internet. From an internet perspective, there is only one address.
This scheme offers the additional benefit of simple firewall-like protection because the
internal LAN addresses are not available to the Internet through the translated connec-
tion. All incoming inquiries are filtered out by the router. This filtering can prevent
intruders from probing your system. However, using port forwarding, you can allow one
PC (for example, a Web server) on your local network to be accessible to outside users.

This works like a receptionist at a large office. Nobody knows your number; they all call
the main number of the office and are then forwarded by the receptionist to you.

So how does the receptionist know what number to forward the call too? The caller tells
the receptionist what name to look for and the receptionist has a listof names and
numbersatherdisposal so she cantranslate the nameto the phone extension she needs.

On the Internet, it works exactly the same. NAT (RFC 1631) or Network Address Transla-
tion allows a single device, such as a router, to act as an agent between the Internet (or
"public network") and alocal (or "private") network. This means thatonly a single, unique
IP address is required to represent an entire group of computers.
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Network Address Translation

When you visit a website via your computer, your router, or more specifically your NAT,
remembers which computer on the internal network asked for the information. When
the information (in this case the website you asked for) comes back, the router knows
which computer on the internal network to send the information to. This is Network
Address Translation or NAT.

Developed by Cisco, Network Address Translation is used by a device (firewall, router or
computer) that sits between an internal network and the rest of the world. For more
information about IP address translation, refer to RFC 1631, The IP Network Address
Translator (NAT).

Hosting a server

What If | want to host a server?

Forothers to be able to view your pictures on your computer, you need to run some type
of service or server. A web server such as apache will allow others to securely watch the
pictures orfiles onyour site.Buthow does the NAT of your router know this time to which
computer to forward the information?

Since the request comes from the internet, most routers are setup to disallow any traffic
going into the internal network. (Firewall protection) In this case, since we want people
to be able to see our pictures, we want the router to forward this information. We have
to tell the router to do this.

Someone calling from the internet asks your router for a certain "port". This is the same
as someone calling the receptionist and requesting a certain person by name. Ports are
displayed as numbers but invariably map to pre described services. For instance, when
someone requests a web page, they always ask for the service on port 80, the web server.
Through NAT, it is possible to "map" a certain request for a service (a request for a port)
to a certain PC on the internal network.
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MAC Addresses and Address Resolution Protocol

An IP address alone cannot be used to deliver data from one LAN device to another. To
send data between LAN devices, you must convert the IP address of the destination
device to its media access control (MAC) address. Each device on an Ethernet network
has a unique MAC address, which is a 48-bit number assigned to each device by the
manufacturer.The technique thatassociatesthe IP address witha MACaddressis known
as address resolution. Internet Protocol uses the Address Resolution Protocol (ARP) to
resolve MAC addresses. If a device sends data to another station on the network and the
destination MAC address is not yet recorded, ARP is used. An ARP request is broadcast
onto the network. All stations on the network receive and read the request. The
destination IP address for the chosen station is included as part of the message so that
only the station with this IP address responds to the ARP request. All other stations
discard the request.

The station with the correct IP address responds with its own MAC address directly to the
sending device. The receiving station provides the transmitting station with the re-
quired destination MAC address. The IP address data and MAC address data for each
station are held in an ARP table. The next time data is sent, the address can be obtained
from the address information in the table.

Ethernet Cabling

There are two different types of cabling for Ethernet networks. Originally they used thick
or thin coaxial cable, but most installations currently use unshielded twisted pair (UTP)
cabling. The UTP cable contains eight conductors, arranged in four twisted pairs, and
terminated with an RJ45 type connector. There are 2 types of RJ-45 cables available
today, the Media Dependent Interface (MDI) cable and the Media Dependent Interface
-Crossover (MDI-X) cable. Thefirst cableis used to connect routers to PCs and the second
to connect PCs directly to PCs. The sent and receive wires are switched from beginning
to end in the crossover cables. Some Ethernet switch products, such as the FSG, are able
to sense the polarity of a connection and automatically adapt to the proper cabling type.

Cable Quality

A twisted pair Ethernet network operating at 10 Mbits/second (10BASE-T) will often
tolerate low quality cables, but at 100 Mbits/second (10BASE-Tx) the cable must be rated
as Category 5, or "Cat 5", by the Electronic Industry Association (EIA). This rating will be
printed on the cable jacket. A Category 5 cable will meet specified requirements
regarding loss and crosstalk. In addition, there are restrictions on maximum cable length
for both 10 and 100 Mbits/second networks.
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HFREECOM
WARRANTY (valid in Europe/Turkey only):

We thank you for purchasing this Freecom product and hope you will enjoy using it.

In order to avoid unnecessary inconvenience on your part, we suggest reading the quick install guide,
instruction manual and any additional electronic and or printed manuals. When problems occur we
have a database with Frequently Asked Questions (FAQ) on our Freecom website (www.freecom.com),
please check this site before you contact the helpdesk.

Your Guarantee

All Freecom products come with unlimited technical phone and web support. By this Guarantee, Freecom
warrants their products to be free from defects in material and workmanship for a period listed below
from the date of its original purchase. If during this period of guarantee the product proves defective
due to improper materials or workmanship, Freecom will, without charge for labour or parts, at its
sole discretion, repair or replace the product or its defective parts upon the terms and conditions set
out below.

Conditions

This guarantee will be granted only when the original invoice or sales receipt (indicating the date of
purchase, product and serial number) is presented together with the defective product and a Freecom
RMA number received from the Freecom Website or given by a Freecom Service Center. Freecom
reserves the right to refuse the free-of-charge guarantee services when the date of purchase of the
product cannot be proven. This guarantee will not apply if the RMA number is missing, the serial
number on the product has been altered, removed or made illegible.

This guarantee covers only the hardware components packaged with the product. This guarantee
covers none of the following: (a) any consumable supplied with the product, such as media or batter-
ies; (b) damage to or loss of any software programs, data or removable storage media; (c) any damage
resulting from adaptations, changes or adjustments, which may have been made to the product,
without the prior written consent of Freecom; (d) attempted repair by any party other than autho-
rized by Freecom and (e) accidents, lightning, water, fire or any other such cause beyond the reason-
able control of Freecom.

With respect to all services provided, Freecom is not responsible for any damage to or loss of any
programs, data or other information stored on any media or any part of any product serviced. Freecom
is not liable for the consequence of business loss in case of system failure. Be sure to exclude all parts
not covered by this guarantee prior to returning the product to Freecom. Freecom is not liable for any
loss or damage to these items. If during the repair of the product the contents of the hard drive are
altered, deleted or in any way modified, Freecom is not liable whatsoever.

Repair parts and replacement products will be provided on an exchange basis and will be either new,
equivalent to new or reconditioned. All replaced parts and products become the property of Freecom
The period of guarantee for any product or part repaired or replaced in warranty shall be the balance
of the original guarantee. Repairs or replacements on product or parts out of warranty carry 6 (six)
months guarantee.

All Freecom products come with unlimited free technical phone and web support.

Freecom Product Warranty period

Classic & Internal Series 1 year (Two years in Europe)
FS & FX Series 1 year (Two years in Europe)
FHD Series 1 year (Two years in Europe)
FSG-xxx 1 year (Two years in Europe)
MediaPlayer-xxx 1 year (Two years in Europe)
DVB-T / USB Stick 1 year (Two years in Europe)
USB Floppy Disk Drive 1 year (Two years in Europe)
USBCard (Pro) 1 year (Two years in Europe)
USB 2.0 CardReader 1 year (Two years in Europe)
DAT & LTO Drives (retail) 3 years

DAT-S Kits 2 years

(GB)
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